w December 17, 1998

TO: AQO/Chief Information Officer
FROM: W/Assistant Inspector General for Auditing

SUBJECT:  Final Report on Year 2000 Program Oversight
of NASA’s Production Contractors
Assignment Number A-HA-98-044
Report No. 1G-99-004

The subject final report is provided for your use. Please refer to the Results in Brief section for
the overall audit results. Y our comments on a draft of this report were responsive to our
recommendations. Our evaluation of your responses has been incorporated into the body of the
report, and an additional audit responseisin Appendix C. The report’s two recommendations
will remain open for reporting purposes pending implementation of planned and ongoing
corrective actions.

If you have questions concerning the report, please contact Mr. David L. Gandrud, Program
Director, Information Technology Program Audits, at (650) 604-2672, or Mr. Roger W. Flann,
Program Manager, at (818) 354-9755. We appreciate the courtesies extended to the audit staff.
The report distribution isin Appendix D.

[original signed by]
Russdl A. Rau
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ccC:

B/Chief Financia Officer

G/General Counsel

JM/Director, Management Assessment Division
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YEAR 2000 PROGRAM OVERSIGHT
OF NASA’'SPRODUCTION CONTRACTORS

I ntroduction

The NASA Office of Inspector General is performing areview of the Year 2000 (Y 2K) Program
at five NASA Centers' and the Jet Propulsion Laboratory. Our objectives were to (1) evaluate
the adequacy of NASA’s efforts to renovate and validate systems with Y 2K date problems,

(2) evauate the adequacy of NASA’s oversight of contractor renovation and validation activities,
and (3) determine whether NASA’s Y 2K reporting to the Office of Management and Budget
(OMB) is accurate and well-supported. During the review, we identified an issue regarding the
adequacy of NASA’s oversight of its production contractors ? efforts toward achieving Y 2K
compliance. Details on our scope and methodology are in Appendix A.

Resultsin Brief

NASA lacks reasonable assurance that its production contractors will provide Y 2K-compliant
data to support the Agency’s key financial and program management activities. Without
reasonable assurance that contractor systems are Y 2K compliant, NASA risks receiving,
processing, and placing reliance on erroneous data that could adversely affect Agency operations.

Background

The Y 2K problem affects computer systems worldwide. Software application programs that use
a standard two-digit format (mm/dd/yy) to generate a date may not work properly after the year
2000. Systemsthat will continue to function properly are designated “Y 2K compliant.” Systems
that are not *Y 2K compliant” are at risk of failure and may cause other systemsto fail. Y2K
compliance is defined in NASA’s Year 2000 Test and Certification Guidelines and Requirements
as information technology that:

. accurately processes date/time data (including, but not limited to, calculating,
comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries,
and the years 1999 and 2000 and leap year calculations, to the extent that other information
technology, used in combination with the information technology being acquired, properly
exchanged date/time data with it.

! Goddard Space Flight Center, Lyndon B. Johnson Space Center, John F. Kennedy Space Center, Lewis
Research Center, and George C. Marshall Space Flight Center.

2 Contractors who provide goods to NASA and submit required reporting on contractor-owned and -operated
information technology systems.



The Y 2K problem is especidly relevant to NASA’ s relationship with its contractors. NASA
contracts out about 90 percent of its total budget and, therefore, relies heavily on contractor
reporting for its key financial and program management information. In thisregard, NASA
has taken steps to work with its contractors and business partners on the Y 2K problem.
These steps have included sending more than 3,000 letters, signed by the NASA
Administrator, to every business and institution that works with NASA. The letters state the
importance of NASA’s Y 2K program, request assurance that the organization hasa 'Y 2K plan
of action, and ask for apoint of contact. In addition, NASA has established Y 2K outreach
efforts with the Aerospace Industry Association.

In addition to the above actions, the Office of Procurement has issued two Y 2K -related
Procurement Information Circulars (PICs) (PICs 98-8 and 98-9, each dated May 21, 1998). The
PICs require contracting officers to include Y 2K -compliance clausesin Y 2K -affected solicitations
and contracts for NASA information technology. The clauses require the contractor to meet Y 2K
requirements within established milestones.

NASA largely depends on Department of Defense (DoD) organizations to perform the contract
administration and audit functions at NASA’ s contractor locations. The principal DoD
organizations providing those services are the Defense Contract Audit Agency (DCAA) and the
Defense Contract Management Command (DCMC). NASA'’s Office of Procurement may request
services from each of those organizations. An agreement signed in 1969 delineates the contract
administration and contract audit services that DoD will provide to NASA. Under this
agreement, the DCAA performs audits of contractor operations including financial management
systems and the DCM C performs contract administration responsibilities including administration
of property, industrial facilities, production, and quality assurance.

Contractor Reporting

Finding. NASA lacks reasonable assurance that its production contractors will provide Y 2K-
compliant data to support the Agency’s key financial and program management activities. This
condition occurred because the Office of Procurement has not asked the DCAA or DCMC to
conduct Y 2K reviews at NASA’s mgjor contractor locations. Asaresult, NASA risks using
noncompliant data that may adversely affect the Agency’s control, budgeting, program
management, and cost accounting activities.

NASA requires its contractors to submit key financial and program information. For example,
NASA Policy Directive 9501, “NASA Contractor Financial Management Reporting System,”
April 23, 1996, requires contractors to report cost, schedule, and performance data. NASA
Federa Acquisition Regulation (FAR) Supplement 1845, “Management of Government



Property in the Possession of Contractors,” requires contractors to report any Agency
property in their possession. Information submitted in response to these reporting
requirements’ is critical to NASA’ s financial and programmatic activities.

DCAA and DCMC Headquarters officials told us they had no overal plan to verify Y 2K
compliance at NASA contractor locations. At the time of our review, the DCAA and DCMC
were devel oping guidance for performing Y 2K work but had been unable to reach agreement on
the contents of the guidance. To determine whether other Y 2K work may have been in process at
NASA contractor locations, we contacted DCAA representatives at the Jet Propulsion
Laboratory; Boeing Rocketdyne Division; and Cordant Technologies, Inc. (Thiokol Propulsion
Group). The representatives confirmed that the DCAA had no plans to verify Y 2K compliance at
their locations. Further, NASA had no plans to determine the status of Y 2K compliance efforts
by NASA'’s production contractors.

Subsequent to completion of our initial field work, on September 14, 1998, DCAA Headquarters
issued guidance to its regional offices regarding the need to consider Y 2K issuesin DCAA audits.
The guidance discusses audit responsibilities related to inquiries about contractor Y 2K
remediation efforts, internal control risk assessment consideration of Y 2K issues, and cost and
going concern® issues. However, the guidance did not specify atimetable for providing Y 2K
audit coverage at mgjor or nonmgjor locations. These audit activities should be consistent with
NASA’soveral Y 2K goas and milestones for ensuring Y 2K compliance and should place
maximum reliance on assessments performed to fulfill other needs such as those initiated by the
Securities and Exchange Commission for quarterly and annual reporting by registrants.

As acustomer of DCAA and DCMC services, NASA needs to specify the extent of coverage and
milestones for examination of contractor Y 2K compliance. At a minimum, the Agency should
seek reasonable assurance that major contractors are examined and that the nature and extent of
their Y2K compliance is determined. NASA should aso require that Y 2K compliance problems
identified in these examinations be monitored through completion of corrective action.

Recommendations for Corrective Action

Recommendation 1. The NASA Associate Administrator for Procurement, in coordination with
the NASA Chief Information Officer, should request the DCAA and DCMC to: assess Y 2K
compliance at major NASA contractor locations, with emphasis on systems that provide critical
management information to NASA; and track corrective action on identified deficiencies.

3 Specific reporting requirements are in NASA Form 533, “NASA Contractors Financial Management
Reports,” and Form 1018, “Report of Government-owned/Contractor-held Property.” NASA Form 533
identifies basic financial management information on contract cost, schedule, and performance, and represents
the basisfor NASA’s largest financia statement liability account (Accounts Payable). NASA Form 1018
identifies various types of property, including land, buildings and structures, material, plant equipment, space
hardware, special tooling, and special test equipment. These assets represent the single largest asset account
(part of the Property, Plant and Equipment account) listed in the Agency’s financial statements.

* The ability of an entity to continue to exist.



Recommendation 2. The NASA Associate Administrator for Procurement, in cooperation with
the NASA Chief Information Officer, should establish milestones for DCAA and DCMC progress
in reviewing contractor Y 2K compliance.

Management’s Response

Concur with intent. After submitting a response dated November 2, 1998, the Chief Information
Officer (CIO) submitted additional comments dated November 19, 1998 (see Appendix B), that
stated “We are taking steps that we believe concur with the intent of the recommendations, that
IS, to seek reasonable assurance that major contractors are examined and that the nature and
extent of their Y2K compliance is determined.” Specifically, NASA will issue aletter to DCAA
regquesting the dates DCAA plans to perform Y 2K assessments at each of NASA’s major
contractors. Based on the DCAA response, NASA management will determine whether further
action isnecessary. Also, NASA will issue aletter to its Center Procurement Officers
communicating the DCAA Y 2K guidance and the DCAA response to NASA' s |etter on major
contractor coverage. The letter will remind the Procurement Officers of their responsibilities for
monitoring Y 2K problemsidentified by DCAA.

Management also provided general comments on the report that we addressin Appendix C.

Evaluation of Management’ s Response

We consider management’ s planned actions responsive to the recommendations. The actions
should enable NASA to achieve visibility of its contractors Y 2K status and determine whether
further DCAA direction is necessary. While NASA did not specifically task DCMC to track Y 2K
efforts of NASA contractors, the NASA letter to the DCAA dated November 6, 1998, adequately
addressed the DCMC role regarding Y 2K assessments of Government-owned/Contractor-held

property.



APPENDIX A

SCOPE AND METHODOLOGY

We conducted the audit in accordance with generally accepted government auditing standards.
We performed the audit field work for this report from July 15, through September 11, 1998.
We examined and tested applicable records and documentation (dated from May 1969 through
August 1998),” to identify applicable management controls and to verify that the controls were
working as described. Specifically, we:

Reviewed contract support agreements between NASA and the DoD, NASA’s
Y 2K documented communications with its contractors, NASA'’ s financial
statements, applicable NASA policy directives, NASA procedures and guidance,
and applicable sections of the NASA FAR Supplement.

Interviewed Y 2K Headquarters representatives at the DCAA, the DCMC, and the
NASA Office of Procurement.

Interviewed DCAA office managers at the Jet Propulsion Laboratory; Boeing
Rocketdyne Division; and Cordant Technologies, Inc. (Thiokol Propulsion Group)
to determine the extent of the DCAA Y 2K audit work performed or planned at
those locations.

® Agreements between NASA and DoD for performance of contract administration and contract audit services
in support of NASA contracts, dated 1969 and 1992; NASA Policy Directive 9501.1F, “NASA Contractor
Financial Management Reporting System,” April 23, 1996; NASA Procedures and Guidance 9501.2C,
“Procedures for Contractor Reporting of Correlated Cost,” April 23, 1996; FAR Part 45, “ Government
Property”; NASA FAR Supplement, Subpart 1845, “Management of Government Property in the Possession
of Contractors.”



MANAGEMENT'S RESPONSE

APPENDIX B

National Aeronautics and
Space Administration

Office of the Administrator
Washington, DC 20546-0001

NOV =2 ioo8
TO: W/lnspector General

FROM: AOQ/Chief Information Officer

SUBJECT: NASA Response to Draft Report on Year 2000 Program Oversight of
NASA’s Production Contractors
Assignment Number A-HA-98-044

This responds to your draft report on the Year 2000 Program Oversight of NASA’s

Production Contractors under Audit Assignment Number A-HA-98-044, This response
represents the Agency's position relative to your report recommendations, and has been
concurred on by the Office of Procurement and the Office of the Chief Financial Officer.

NASA does not concur with the finding and two recommendations. However, we are taking
steps that we believe meet the intent of the recommendation, that is to “seek reasonable
assurance that major contractors are examined and that the nature and extent of their Y2K
compliance is determined.” These steps are described within this memorandum. NASA is
committed to ensure we are not adversely impacted by critical business partners and
suppliers and appreciate your timely report on this issue.

We do not concur with the finding that, “NASA lacks reasonabie assurance that its
production contractors will provide Y2K compliant data ... because the Office of
Procurement has not asked the Defense Contract Audit Agency (DCAA) or the Defense
Contract Management Command (DCMC) to conduct Y2K reviews at NASA’s major
contractor locations.” The subject draft audit report fails to establish a compelling rationale
that supports the recommendation that the Acting Associate Administrator for Procurement
request that the DCAA and the DCMC perform specific purpose Y2K audits at NASA's
“major” (not defined) contractor plants. The draft report fails to place proper value on
existing Y2K oversight, such as that available through the Securities and Exchange
Commission’s disclosure requirements, or audit reviews performed by certified public
accountants during the course of a contractor’s own internal controls review. For example,
the American Institute of Certified Public Accountants (AICPA) interpretation of Statcment
of Auditing Standards (SAS) Number 59 requires auditors to consider the effect of Y2K
compliance on an entity’s ability to continue as a going concern for a period of upto I year
beyond the date of the financial statements being audited. In addition, NASA's outreach
work with Aerospace and Aeronautics industry groups indicate that prime contractors have
well-established and comprehensive Y2K programs underway. Thesc corporate programs
have generally been subjected to stringent in-house and independent Y2K audits and
reporting requirements to ensure their stakeholders and customers, NASA-included, are not
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negatively impacted by Y 2K problems, We believe commen industry practices and intemal
snd independent controls provide reasonable assurance then contractars” systems wall
provide relinble data.

As of September 14, 1998, DCAA Repiona] Directors were instructed 1o consider the effests
of ¥ 2K compliance jssues as a standard pert of their audits (see enclosure 1, DCAA
Memorandum 98-PAS-128 R). Consistent with this guidance, Y 2K consideration is now
alse an integral part of DCAA's internal control nisk mssessment process. Wi believe that
DCAA s new guidance to incorporate Y2K as an integral part of overall audit planning
considerations, relving heavily on existing data and reports, is reasonable and sufficient to
foitigate potential YZK risks 1o NASA, NASA will take full advamtage of DCAAs
epproach for obtaining reasonable assuranice that contractor proposals, submissions, and
claims are free of maserial misstatement which is cavsed by fraud or error (incleding ¥ 2K
sysiem errors). Requests to DCAA by NASA for specific Y2K sudits will, however, be
reserved for situations where circumsmnces clearly warrant them and, consistent with
DCAA guidance, will be supplemented by internal audit reports of Y 2K readinsss andior
other ¥ 2K -specific repoms to minimize the impact of duplicative audit activities. Llsing
DCAA's new service is superior to the divsct audit approach ealled for in recommendation |
and will be adopted unless urgent and compelling reasons warrant the time and expense of 8
direct Y 2K sudit &t 8 particular contractor's plant.

Notwithstanding our penconcurrence, in response to recommendations | end 2, we are taking
the following steps:

1) WASA will issue a letter 1o the Asaistant Director of Operations for the DCAA,
requesting the dates DCAA plans to perform ¥ 2K assessments for each of NASA's
“major” contractors. NASA is applying the lerm “major” used in the draft report to be
defined as NASAS top contraciors 88 determined by award values (see enclosure 2.

(2} MASA will issue a leer 10 Center Procurement Officers that communicates the new
DICAA audit guidance relative to Y ear 2000 issues and communicates DCAA's responss
to owr request (e.g., planned audit dutes for major contractors). In addition, the letter will
remind them of their responsibilities vice DCAA audil findings, which include
monitoring Y2K findings that require comrective action through completion (see
enciosure 3.

MASA's focus will be on contractors who hold in excess of $50 million sach in awards, thus
making their ¥ 2K efforts more important to the Agency from a risk standpoint. DCAA will
still sudit the rest of NASA's contractors per their memorandum, and our lener to the
Procurement Officers will permit them 1o deal with DCAA directly, if @ need is identified, w0
obiain specific audit schedules Tor contrastors other than those on our "major 1ist.
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Owur proposed approach 18 responsive to the draft audit’s recommendations and would be
cogt effective o implement. We believe ther both recommendations should be closed with
the issuence of the referenced letters from the NASA Office of Procurement. We plan to
issue thess lerters by November 15, 1998

Sol\dgd—

Lee Holcomb
3 Encloaures

cL

AQA. Nomis
ADIC. Simonson
B/A. Holz

BF/S. Yarholy
H/T. Luedtke
HCMHR. Crider
HESF. Horvath
IMAD, Gresn
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Spece Admiratralion

Critice of the Adminlstrator
Washingsan, DO 20546-0001

MOV 19 e
T Wilnspector General
FROM: AOYChief Information Officer

SUBJECT:  MNASA Addendum to Response 1o Deaft Report on Year 2000 Frogram
Owersight of WASA's Production Contractors
Assignment Number A-HA-%8-044

This is an addendum to the memorandum, "NASA Response to Draft Report on Year 2000
Program, Oversight of NASA's Preduction Contractars, Assignment Number A-HA-98-
(44, This addendum reflects the results of discussions held with your office regarding our
response to the original referenced drafl report,

We preserve NASA's original position es siated in the referenced memorandum. However,
in the interest of coming to closwrs on the draft audit recommendations as guickly as
possible, we are making the following changes to our original submission for elanfication:

» Replace the first and second sentence in paragraph two with the following sentence:

"We are taking steps that we believe concur with the intent of the recommendations, that
ir "t seek reasonable assurance that major contraciors are examined and that the
nature and extent af their Y2K compliance is determined, ™

s Add 1o paragraph four, page two, the following words immediately after the sentence
ending "...mitigate potential Y 2K risks to NASA.”" :

“We alvo belleve that DCAA 's infent fo coardinate their Y2K assessment efforis with the
Defense Contract Management Command (DCMC) is inhereni in their guidance. "

Enclosed are revised copies of the enclosures ta the November 2, |998, response which
have been modified to reflect the DCMC issue (see enclosures 1 and 2). Reference 1o
NASA's interpretation and desire for this type of cocperation is mentionsd in
enclosure 2.
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»  Replace the lead sentence al paregraph five, which begins with “Notwithstanding owr
nonconeurrance ..., with the following:

* e are faking the following stops in response to recommendations [ and 2.7
» Add the following sentence ot the end of item number (1} al paragraph five:

“Any needed follow-up on DCAA s Y2K assessment plan will be coordinated betwien
Codes AO and Code H, NASA managemeant will determing if further action is reguired. ™

With this addendum, we consider the response to the referenced deaft report closed.

s o~

LeeHoleomb
2 Enclosures

ce:

ALVA, Noms
AQIC. Simonson
Bia, Holz

BE/S, Varholy
HT. Luedtke
HC/R. Crder
HEST. Horvath
IWYD. Gresn

10
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Mahonal Aavonagics and
Soace Admeistalion
Hesdguarters

washingion, O 205460000

B NV 6 098

TO: Procurement Officers
FROM: HC/Director, Analysis Division

SUBJECT: DCAA Audit Guidance on the Consideration of Year 2000 Computer
[asucs in DCAA Audits

We are forwarding for vour information (Enclosure 1) & Memorandum, which was sent to
DCAA Regional Directors by the DCAA Headquarters Assistant Director, Policy and
Flans. [t requires DCAA auditors to include in their sudit plans, an assessment of
cantracter Y 2K efforts with respect to internal controls, system remediation =ost
ellocation, and a genersl reading of the contractor’s ability to continue Bs a going concern
after the vear 20040,

As vou are awire, NASA Headquarters issued guidance, including clauses and siatermnent
of work text, to help NASA address itz own Y 2K preperedness, including svstems
required to be delivered under contract. The assessmenits made by DCAA will now give
¥ou insight into what your contractors are doing to assure the integrity of their own
menagement informetion systems, This s important beceuse NAS A relies on many of
these systems to genernte such things as the NASA Form 533, "NASA Contractors
Financial Moanagemen: Repora,” and Form 1008, "Repon of Govemnment-
owned/Contractor-held Property,” repons,

We have asked DCAA (Enclosurs 2) 1o provide us with information from their awdic
plans that will show when each of WASAs top twenty contractors (in terms of award
dollars received ip Fiscal Year 19980 will be Y 2K assessed in accordance with their
Sepiember (4, 1998 Memorandwn, 17 vou need schedule informanon on contractorns not
covered By our request, please work directly with DCAA 1o obtain it You should also
provide DCAA with any information that would assist them in preparing their audits,

DCAA will include a specific statement regarding Y2ZK in audit reports only when they
find an issue or problem that reguires corrective action by the comragtor. You shoubd be
alert to these findings when they appear and monitor them through completion of the
corrective action. This witl reguire you oo sy in wuch with DCAA and DCMC 1o ler
thern know you are imteresicd in the contractor’'s progress and ult:mate resolution.

Enclosure |

11
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Should you heve any questions regarding this letter, plense conteet Ron Crider on (202)
I5B-0428 for Y2IK issues, or Juck Horvath en (202) 158-0456 for audit issuss

Anne Crusnther
2 Enclosures

oo Hluedtke
HE/Thompson
HS5/Balinskes
HE LeCren
ADMNoms
Center DCAA Audit Lisison Representatives

Enclosute

12
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DEFENSE CONTRACT AUDIT AGENCY
8738 JOIN J. KINGMAN ROAD, SUITE 2438
FORT BELVOIR, VA 230606219

IV mEPLY REFES 1O

14 September 1998
PAS §-730.1 98-PAS-128(R)

MEMORANDUM FOR REGIONAL DIRECTORS, DCAA
DIRECTOR, FIELD DETACHMENT, DCAA

SUBJECT: Audit Guidance on the Consideration of Year 2000 Computer Issues in DCAA Audits

SUMMARY

Year 2000 (Y2K) computer problems could cause contractor systems to malfunction or shut
down, resulting in inaccurate proposals, claims, and bitlings to the government. DCAA audits
should include consideration of the effects of Y2K issues with regard to contractor :

+ internal control systems,
« treatment of Y 2K system remediation costs, and
+  ability 1o remain a going concern

BACKGROUND

In Yanuary 1998, the AICPA issued an interpretation of AU section 311, Planning and
Supervision, atdressing the auditor's responsibility regarding Y2K issues. The interpretation
notes thai the respensibility is already an integral part of planning considerations: to plan and
perform the audit 1o obtain reasonable assurance that material misstatenients do not exist.

InJune 1998, the AICPA issued an interpretation of AU Section 341 (SAS No. 59)
addressing the effect of Y2K issues on the auditor’s consideration of an entity's ability to
continue as a going concern. The interpretation requires the auditor 10 consider any Y2K
conditions and events that come to the auditor’s attention when eveluating whether there is
substantial doubt about the entity’s ability o continue as a going concern for a period of up to
one yzar beyond the date of the financia) stalements being audited.

GUIDANCE

It is the responsibility of the contractor to assess and remediate the effects of the Y2K issue
on its computerized systems. The DCAA auditor’s responsibility is to plan and perform audits to
obtain reasenable assurance thet contractor proposals, submissions, and claims are (ree of
material misstatement, whether caused by fraud or emor (including Y2K system crrors).
Guidance on the key aspects of meeting the auditor's responsibility is presented below.

Ewvel L

13
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PAL E.730.0
SUBJECT,: Audi Guidance on the Consideration of Year 2000 Computer 1ssues in DOCAA Audits

1. Plapng

When planning procedurss to mest the audie responsibilities desenbed i thiz memaorandum,
puditors should make appropriste inguines 1o confracton management about the contractor's YiIK
ceniediation effars, Al major confracior locations, the inguiries should be made at the carlies!
possitle date and the tognizant ACD should be encouraged to participate. Al non-majos
lecations, mquires should be made during the next regularly scheduled audin visit, inguiries
should be supplamented by supporing data, such as contractor

o 10K andfor 1.0 reports filed with the SEC (MD&A section disclosures)

o YOI supveys in which the contractior participated (surveys from fnancial institations,
industry associotions, higher tier prime conltaciors, govemment CUsiomers, e

e Internal audit depanment reports of Y 2K readiness‘compliance, and

+  ¥2K remedintion plans, capial invesintent plans, and budgets

i atern 1 Rith 1]

DC 4 intermal control risk assessments shauld include censideration of the effecis of VIK
issiees, The copsideration may affees the assessed level of contrad risk, testing of intemal
eantrols, and extent of subsequent substantive audit procedures. The consideration should be an
integral pant of risk assessment procedures staning in the centractor’s #ecounting period inwhich
it snitiates svsiem remedinstion, of the accounting penod thul cantaing the date 1 January 2060,
whichever aecurs first, The inherent risk assaciated with these accounting periods is increased
due 1o the possibility that:

+  comracior computer system remediations may contain new defects, may not function as
imended, may not be adegquarcly conizolled, and may no be properly tesied.

«  conlractor inatlion 1o remiediale conputer sysiems may result in systemn mallunchigns oe
shut downs as of | January 2000,

Al major contracior locations, consideration of the impact of ¥ 2K issues on internal eontrols
should be included in each ICAPS-related audit performed. Given the eyclical process of
reviewing individal accounting and management systems (CAM 5-103) and the rapidly
diminishing windew of epportunity before 1 January 2000, tuditors should give higher priorty
10 sysiems that may be sign:ficantly impacted by Y2K sssues, Follow-up procedures may be
necessary for systems thal were alroady reviewed within the current eyele

Al non-major lacations, the consideration showld be included as pan of the next regularly
seheduled audit visit and documented in the SHORTICQ. Although internal conrel risk is
inheremly higher as AD'V increases, small o medlum $ize conlractors gre of special congermn
regarding Y2 conirol risk because they may not have adequate resources 1o devole ta YIK
remediation.

A ginder 10 review Y 2K ssues during imermal comtral reviews will be wmcluded in
10 APSrelated wudit programs and the SHORTICOG in the next FAD DS wpdate

14
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PAS 8.730.! =
SUBJECT: Axdit Guidance on the Consideration af Year 2000 Computer Tssucs in DCAA suditg

a. ikl

Cosls incurred by conlraciors 1o hecome YIK compliant should be reviewed as part of the
audits of forward pricing rates, proposals, claims, terminations, incurred cost submissions, or eny
other type of eontracior cost submission i1 which ¥2E remediation costs have been clamed

The Fonancial Accounting Standerds Board (FASB) recently issued guidance (EITF No. %6-
14] that campanies showld cxpense, 38 incurred, intemal and external cosiz specifically
szgociared with mugdifving existing infemal-use sofrware for ¥ 2K compliance. The ATRCA
recenily issued & Stalement of Position (SOP 98-1) which recommends the capitalization of the
costs al intemal-use seftware that is Jiveloned or oblpined when there is a foresesable benelit 1o
future periods (see MRD 98-FPAC-113). The SOF recognizes the EITF puidance and reierates
ihat costs {for Y2K compliance) associated with podifving intemal-use software should be
cxpeased. When réviewing Y2K compliance costs, auditers should ascertain the type of intcrnal-
wie softwere remedianon (modificetion, development, or purchose) and review the conlraciar’s
compliance with the FASE suidance ond the AICPA SOP.

4, Golne Congern Isiues

It oll audins, auditors should maintain an swareness of Y 2K eenditions and evenes that may
afTect she (inancial ahiliey of a contractor to perfonm on govemment coptracts. Going concemn
risk i% indrerently higher 8t eontracior locations where the cost of Y28 remediation 15 matenal :n
amount aivlior 1he contracior’s ability 1o finance the cests of Y2K remediation is questionable.
Where substarnial bevels of planned expenditures are noted, further analysis of contractor cash
flgws imay bt warranted 1 detenning the contracior’s ability te meet near-term operaling costs.

CONCLUDING REMARKS
Please dirgel any queslions of concems you may have 10 your regional oflfice, Regonal

ofTices miay sddress their questions to Mr. Rebert Keatochvil, Pragram Manager, Auditing
Standards Division, at{703) T6T-3274, fax (703) 767-3234, or E-muil at *pasi@hgl deaa mil,

Lawrence P. Uhifelder
Asaistant Direttot
Palicy and Plans

LISTRIBUTION: C

15



APPENDIX B

Mahongi Agranauics ang
Smaca Agdrmims!falcn

Haadguarters
‘Washinglon. DT 205456-000!

Py i AR HEH E’ m

HC

Mr. Russall Ricnards

Assistant Direcles, Opemationa

Cefanse Contract Audit Agency (DCAA)
8722 John J Kingman Road

Suite 2138

Faort Babvoer, Wa, 270680-H210

Dmar Mr, Richarda:

Recantly | recaived 8 copy of DCAA Mernarandum BE-PAS-128{R), datmd September 14, 1098,
Subject "Audit Guidancs on the Consldaration of Year 2000 Computer Iasuss in DOAL Audis.
We masuma, becouss of (ke important s $iat he Dalenss Conirazt Managament Command
Plays In the control of Gevemmeni-owned/Contracionheks proparty, tnat Year 2000 [Y2K)
saassaments will be coordinated with them, | would ike to sxpress my sppreciaticn and suppedt
for yaur aMorts in 10l area

It would ba mest helpful  you could provide me with the dabes you pian to parfom Y2K
Assessments, in sccordence with the September 14, 1988 Memorandum, for oach of NASA'S top
twanty-Ave contractors. For your convernwence, | kave ancloasd a lis! of thoas contractomnm. H
Poasivie, could you Blso provide pesindic upcmtes It audi detes changs *or these firms betwean
now and Decembear 31, 19957

!would appreciate your response as 8000 as posslbie, bul not later than November 30, 1868 as
wa nEve i lime senslive neod for this infarmaten. Questions may be refarmed to Mr, Ron Crider

|l (202) 358-0428
Thank you In sdvance.

Shncarely.

12 | et
lo—!
Tarr Luwiedthe
Acting Associste Adminlstrator
for Pracuremant
Code H
Nationa! Aeranautica and Space Agmansiration
Washirgien, DO 20546-0001

Encl. TopTwenty-Fwve Contracior List
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APPENDIX C

MANAGEMENT’S GENERAL COMMENTS AND AUDIT RESPONSES

The CIO provided the following genera comments on the draft report.
Management’s Comments

Although the CIO concurred with the intent of the report’ s recommendation “to seek
reasonabl e assurance that major contractors are examined and that the nature and extent of
their Y2K compliance is determined,” the CIO did not concur with the finding that NASA
lacks reasonabl e assurance that its production contractors are Y 2K-compliant. The CIO
stated that the report failed to show why the DCAA and the DCMC should perform
specific-purpose Y 2K audits at major NASA contractors, given the contractors' existing level
of Y2K oversight. The CIO cited examples of existing Y 2K oversight including the Security
and Exchange Commission’s disclosure requirements, audit reviews by certified public
accountants, corporate in-house Y 2K audits, and NASA’s outreach work with the aerospace
and aeronautics industry groups.

Audit Response

We agree that Y 2K oversight may exist at NASA’s production contractors; however, we
found no evidence that NASA was assessing the adequacy of its contractors’ Y 2K activities.
Also, we found no evidence that either the DCAA or the DCMC was assessing the
contractors' Y 2K activities. Accordingly, we concluded that NASA lacked reasonable
assurance that its contractors were or would be Y 2K-compliant. We believe NASA can better
assess the adequacy of its contractors' Y 2K activities after the DCAA has implemented its
guidance for assessing contractors’ Y 2K status and has responded to NASA’ s letter
requesting data on Y 2K coverage. If NASA finds the DoD audit or contract Y 2K coverage
inadequate, then NASA can take appropriate action to address the deficiencies.
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APPENDIX D

REPORT DISTRIBUTION

NASA Headquarters

Code AO/Chief Information Officer

Code B/Chief Financial Officer

Code B/Comptroller

Code G/General Counsel

Code H/Acting Associate Administrator for Procurement

Code JAssociate Administrator for Management Systems and Facilities

Code JM/Director, Management Assessment Division

Code L/Associate Administrator for Legidative Affairs

Code M/Associate Administrator for Space Flight

Code R/Associate Administrator for Aero-Space Technology

Code R/Chief Information Officer Representative

Code S/Associate Administrator for Space Science

Code W/Assistant Inspector General for Inspections, Administrative Investigations,
and Assessments

Code Y/Associate Administrator for Earth Science

NASA Offices of Inspector General

Ames Research Center

Goddard Space Flight Center

Jet Propulsion Laboratory

Lyndon B. Johnson Space Center

John F. Kennedy Space Center

Langley Research Center

Lewis Research Center

George C. Marshall Space Flight Center
John C. Stennis Space Center
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APPENDIX D

Non-NASA Federal Organizationsand Individuals

Assistant to the President for Science and Technology Policy

Assistant to the President and Chair, President's Council on Y 2K Conversion

Deputy Director of Management, Office of Management and Budget

Deputy Associate Director, Energy and Science Division, Office of Management
and Budget

Budget Examiner, Energy Science Division, Office of Management and Budget

Associate Director, National Security and International Affairs Division,
Genera Accounting Office

Special Counsel, House Subcommittee on National Security, International Affairs,
and Criminal Justice

Professional Assistant, Senate Subcommittee on Science, Technology, and Space

Assistant Inspector General for Auditing, Department of Defense

Director, Defense Contract Audit Agency

Chairman and Ranking Minority Member -- Congressional Committees and
Subcommittees

Senate Committee on Appropriations

Senate Subcommittee on VA, HUD, and Independent Agencies
Senate Committee on Commerce, Science, and Transportation
Senate Subcommittee on Science, Technology, and Space
Senate Committee on Governmental Affairs

House Committee on Appropriations

House Subcommittee on VA, HUD, and Independent Agencies
House Committee on Government Reform and Oversight
House Committee on Science

House Subcommittee on Space and Aeronautics

Congressional Member

The Honorable Pete Sessions, U.S. House of Representatives
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MAJOR CONTRIBUTORS TO THIS REPORT

David L. Gandrud, Program Director, Information Technology Program Audits
Roger W. Flann, Program Manager
Barbara J. Smith, Program Assistant
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