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IN BRIEF

NASA’S IMPLEMENTATION OF THE
NATIONAL INCIDENT MANAGEMENT SYSTEM

The Issue

On August 29, 2005, two NASA sites—Stennis Space Center in Mississippi and Michoud
Assembly Facility in Louisiana—sustained considerable damage from Hurricane Katrina.
Normal operations at these sites were disrupted and their mission work suspended.
NASA’s response and recovery efforts, both during the storm and in Katrina’s aftermath,
were hampered by communication and coordination problems.

As part of our audit of NASA’s response and recovery efforts, we reviewed NASA’s
emergency preparedness plans (see Appendix A for details of the audit’s scope and
methodology). Although the Department of Homeland Security (DHS) did not request
that NASA execute those plans because of the hurricane, plan elements required by DHS
may have improved the effectiveness of NASA’s efforts.

In March 2004, DHS issued guidance for a National Incident Management System
(NIMS), which integrates existing best practices into a consistent, nationwide approach
to domestic incident management and is used as the framework for the National Response
Plan. NIMS comprises six components, five of which apply to NASA: (1) Command and
Management, (2) Preparedness, (3) Resource Management, (4) Communications and
Information Management, and (5) Supporting Technologies. In June 2005, NASA stated
it provided to DHS the NASA NIMS Implementation Plan, which addressed NASA’s
plan for incorporating all five components of NIMS into Headquarters, Center, and
component facility emergency preparedness plans and established specific milestones for
completing implementation. For this report, we reviewed the emergency preparedness
plans of the NASA facilities identified in the NIMS Implementation Plan.

Results

As of May 2006, NASA’s emergency preparedness plans did not fully comply with the
NASA NIMS Implementation Plan. Of the 14 locations required to incorporate NIMS
components into their emergency preparedness plans, 12 had plans, one component
facility was included in its Center’s plan, and another component facility had not prepared
a plan. Of the 12 plans, none addressed four NIMS components, and the other NIMS
component (Command and Management) was only partially addressed by three of the
plans. Although NASA had prepared a NIMS Implementation Plan, it had not updated its
official guidance on emergency preparedness plans to reflect the requirements of that
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Implementation Plan as policy. In addition, the Office of Security and Program
Protection (OSPP) was not reviewing the individual plans of NASA facilities. The plans
that we reviewed did not address interoperability across NASA Centers and component
facilities, delineate processes for sharing resources that may be required during a national
emergency, or incorporate NIMS as outlined by the NASA NIMS Implementation Plan.
As a result, NASA may not be able to effectively fulfill its National Response Plan
mission during an incident of national significance.

Management Action

We recommended that the Assistant Administrator for Security and Program Protection
update NASA’s guidance on emergency preparedness plans to reflect the requirements of
the NASA NIMS Implementation Plan as well as develop and implement a review
process that includes interoperability and resource-sharing issues. The review process
also needs to follow up on the requirements of the NIMS Implementation Plan.

We recommended that the Center Directors update their emergency preparedness plans to

incorporate NIMS and develop an individual emergency preparedness plan for component
facilities as required.

The Assistant Administrator for Security and Program Protection and the Center
Directors provided comments in response to a draft of this report, generally concurring
with our recommendations. In summary, the Assistant Administrator agreed that Agency
emergency preparedness plans needed updating to reflect integration of NIMS
components. He stated that OSPP would revise NASA Procedural Requirements (NPR)
8715.2 to incorporate NIMS and other Federal-level requirements; that OSPP notified
Center Director representatives of their responsibility to ensure emergency preparedness
plans exist for their component facilities; and that OSPP will develop and implement a
review process for evaluating emergency preparedness plans and procedures to ensure the
integration of NIMS components. The Assistant Administrator partially concurred with
the recommendation to update and resubmit to DHS the NIMS Implementation Plan
(Recommendation 3), stating that there is no DHS requirement to resubmit it and that the

plan will be superseded by revisions to NASA Policy Directive 8710.1B and
NPR 8715.2.

The Center Directors stated that they will update their emergency preparedness plans to
address the five components of NIMS. The Dryden and Marshall Directors partially
concurred with the recommendation to standardize a framework for the Communications
and Information Management component of NIMS (Recommendation 5.d), stating that
NASA Headquarters needs to address that recommendation. The Assistant Administrator

stated that OSPP would ensure standardized processes for all emergency operations
centers (EOCs).
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Management’s comments are responsive to the recommendations, which we consider to
be resolved. The recommendations will remain open pending completion of planned
management actions and our verification of those actions.
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INTRODUCTION

Background

On August 29, 2005, Hurricane Katrina came ashore on the Gulf Coast near the
Louisiana/Mississippi border. Two NASA sites—Stennis Space Center, Bay St. Louis,
Mississippi (Stennis), and Michoud Assembly Facility, New Orleans, Louisiana
(Michoud)—sustained considerable damage. Normal operations at these sites were
disrupted and their mission work suspended. On August 30, 2005, the Deputy Assistant
Administrator for Security and Program Protection activated NASA Headquarters’
emergency operations center (EOC). The Headquarters EOC’s role was to coordinate the
Agency’s actions in assisting Stennis and Michoud in the aftermath of Hurricane Katrina.

Homeland Security Emergency Operations Guidance. To position the Federal
Government to efficiently and effectively respond to devastating national disasters, the
President issued Homeland Security Presidential Directive-5, “Management of Domestic
Incidents,” in February 2003. The intent of the directive was to enhance the ability of the
United States to manage domestic incidents by establishing a single, comprehensive
system to prevent, prepare for, respond to, and recover from terrorist attacks, major
disasters, and other emergencies. Homeland Security Presidential Directive-5 introduced
the National Incident Management System (NIMS) and the National Response Plan and
required Federal agencies to adopt and implement emergency planning and operations
policies as defined by the Department of Homeland Security (DHS).

In March 2004, DHS issued NIMS, which integrates existing best practices into a
consistent, nationwide approach to domestic incident management. NIMS is designed to
be applicable at all levels of Government and across functional disciplines in an “all-
hazards” context. NIMS comprises six components, representing a core set of processes
to enable effective, efficient, and collaborative incident management at all levels. In
accordance with Homeland Security Presidential Directive-5, Federal agencies must
implement NIMS into their emergency plans. In an undated letter, DHS directed each
Federal agency to submit a plan to implement NIMS by December 31, 2004, and required
that the emergency plans of Federal departments and agencies reflect full implementation
of NIMS by September 30, 2005. In response, NASA stated it provided DHS its NIMS
Implementation Plan in June 2005.

Homeland Security Presidential Directive-5 also required DHS to develop the National
Response Plan, which DHS issued in December 2004. The National Response Plan
integrates Federal Government prevention, preparedness, response, and recovery plans
into a single, all-discipline, all-hazards plan. Using the NIMS framework, the National
Response Plan is intended to provide the structure and mechanisms for national-level
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policy and operational coordination for domestic incident management. The National
Response Plan is applicable to all Federal departments and agencies that may be
requested to provide assistance during an incident of national significance. The plan
identifies NASA as a coordinating agency for missions involving NASA space vehicles
or joint space vehicles with significant NASA involvement. NASA also has an

emergency support function, to provide available geospatial modeling and
decision support.

Management of NASA Emergency Preparedness Program. The NASA Headquarters
office with overall responsibility for emergency response is the Office of Security and
Program Protection (OSPP). In March 2005, the Associate Administrator for Institutions
and Management issued a letter transitioning responsibility for NASA’s Emergency
Preparedness Program, effective January 2005, to OSPP from the Office of Safety and
Mission Assurance (OSMA). That responsibility includes the functional leadership for
the development and implementation of NASA’s emergency preparedness, response, and
continuity of operations plans.

NASA Policy Directive (NPD) 8710.1B, “Emergency Preparedness Program
(Revalidated April 28, 2004),” establishes baseline capabilities for responding to
emergencies occurring at NASA facilities. In addition, the directive addresses NASA’s
ability to respond to local, national, and international emergencies. The directive is
applicable to NASA Headquarters, Centers, and component facilities.

NASA Procedural Requirements (NPR) 8715.2, “NASA Emergency Preparedness Plan
Procedural Requirements w/Change 4, March 03, 2005,” identifies NASA’s Agency-wide
roles and responsibilities in supporting the NASA mission under emergency conditions,
defines NASA’s emergency preparedness program plan, and addresses unique NASA
emergency preparedness concerns. NPR 8715.2 is applicable to “NASA Headquarters
and NASA Centers, including Component Facilities, and to JPL [Jet Propulsion
Laboratory] and other NASA contractors to the extent specified in their contracts.” In
addition, it states that “NASA Centers (including Component Facilities) shall develop
multihazard functional emergency preparedness plans using the FEMA [Federal
Emergency Management Agency]' format.”

Objectives

The overall audit’s objective was to evaluate NASA’s response and recovery efforts.
Specifically, the audit was to

1. determine whether NASA had established the necessary internal controls to
manage Hurricane Katrina recovery and reconstruction efforts and

' The Federal Emergency Management Agency is a part of DHS.
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2. evaluate NASA’s estimation and execution of Hurricane Katrina funds and the
processes used to ensure that those funds were used for their intended purposes.

This report addresses NASA’s emergency preparedness plans, which are an internal
control for managing a disaster. We reported the results of our audit work on estimating
and executing Hurricane Katrina funds and the processes NASA used to ensure that those
funds were used for their intended purposes in a separate memorandum to NASA: “Final
Memorandum on the Audit of the Management of Hurricane Katrina Disaster Relief
Efforts (Report No. ML-06-009; Assignment No. A-05-030-01),” August 29, 2006. In
addition, we will issue a separate memorandum to address the status of NASA’s
reimbursable records for the Federal Emergency Management Agency’s mission
assignment funds.
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EMERGENCY PREPAREDNESS PLANS
NEEDED IMPROVEMENT

NASA'’s emergency preparedness plans did not fully comply with the June 2005
NASA NIMS Implementation Plan. The Implementation Plan required that 14
NASA locations—NASA Headquarters, 10 Centers, and 3 component facilities—
fully implement NIMS components into NASA’s emergency preparedness plans,
policies, and procedures and established specific milestones for completing

implementation by January 2006. As of May 2006, milestones for the emergency
preparedness plans had not been met.

Of the 14 locations required to incorporate NIMS components into their emergency
preparedness plans, 12 had plans, one component facility was included in its Center’s
plan, and another component facility had not prepared a plan. However, as of May
2006, none of the 12 plans addressed four NIMS components, and the other NIMS

component (Command and Management) was only partially addressed by three of
the plans.

NASA’s Headquarters, Center, and component facility emergency preparedness
plans were not in full compliance because OSPP had not updated NPD 8710.1B

to incorporate the NIMS requirement or updated NPR 8715.2 to reflect the
requirements of the NASA NIMS Implementation Plan. In addition, OSPP did not
centrally maintain and review the plans of NASA Centers and component facilities,
as required by NPR 8715.2, to ensure that the NIMS components were addressed,
that all required plans were completed, and that the milestones established by the
Implementation Plan were met. As a result, NASA may not be able to effectively
fulfill its National Response Plan mission during an incident of national significance.

NASA Implementation of NIMS

As of May 2006, NASA had not adequately implemented NIMS. OSPP stated it had
submitted a NIMS Implementation Plan to DHS in June 2005. NASA’s four-phase plan
provided for full implementation of the applicable NIMS components into NASA’s
emergency preparedness plans, policies, and procedures at Headquarters, all 10 Centers,

and 3 component facilities by January 2006. However, the milestones established by the
Implementation Plan were not met.

» Phase 1 addressed training and required appropriate staff members to complete
by July 2005 two independent study courses offered by the Federal Emergency
Management Agency’s Emergency Management Institute. The plan required that
supervisors responsible for operational assets ensure that all employees with
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duties involving or supporting domestic emergency management receive the

NIMS-required training. As of May 2006, not all the required NIMS training had
been completed.

* Phase 2 consisted of OSPP identifying the existing plans, policies, and procedures
to be updated to incorporate NIMS implementation by August 2005. NASA
identified the following as requiring an update:

* NASA Continuity of Operations Program

* Emergency Operations Plans

* NASA Centers’ NIMS Integration Plans

* Emergency Preparedness Plans’ Test, Training, and Exercise Matrix

As of May 2006, NASA had not updated its policies and procedures to reflect the
requirement to implement NIMS into its emergency preparedness plans.

* Phase 3 called for emergency preparedness coordinators to modify existing plans,
policies, and procedures to incorporate NIMS, to include any emergency
preparedness plans supporting the National Response Plan. This phase was to be
completed by October 2005. As of May 2006, NASA had not updated its
emergency preparedness plans to implement NIMS.

* Phase 4 entailed verifying that employees assigned emergency management duties
had completed NIMS training. This phase was to be completed by December
2005, but cannot be completed until the completion of Phase 1.

Emergency Preparedness Plans Needed Updating

As of May 2006, NASA’s emergency preparedness plans had not been updated to
implement NIMS. Homeland Security Presidential Directive-5 requires that NIMS be
implemented by all Federal, state, and local agencies to provide continuity in their
emergency plans when responding to emergencies.

NASA Headquarters, Centers, and component facilities have individual emergency
preparedness plans because their geographic locations make them susceptible to
dissimilar emergencies. We reviewed the plans to determine whether they adequately
implemented NIMS by addressing the five relevant NIMS components: (1) Command
and Management, (2) Preparedness, (3) Resource Management, (4) Communications and
Information Management, and (5) Supporting Technologies. The sixth component,
Ongoing Management and Maintenance, does not apply to NASA.?

*> Homeland Security Presidential Directive-5 requires the Secretary of Homeland Security to establish a
mechanism for ensuring the ongoing management and maintenance of NIMS. The Secretary established
the NIMS Integration Center to address this component.
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As of May 2006, none of the 14 required emergency preparedness plans adequately
addressed the five NIMS components. Two locations did not have an individual plan.’
Of the 12 plans, none addressed four NIMS components, and the other NIMS component
was only partially addressed by three of the plans (see Table 1).

:

NIMS Component

Communications
Command and Resource and Information Supporting

Location Management  Preparedness = Management Management Technologies
Ames No No No No No
Dryden* No No No No No
Glenn No No No No No
Goddard No No No No No
Headquarters* Partially No No No No
Jei};ré)oazizl;;n Partially No No No No
Johnson No No No No No
Kennedy No No No No No
Langley No No No No No
Marshall Partially No No No No
Michoud No No No No No
Stennis No No No No No
*Only a draft plan was available at the time of our review.

Command and Management. This component encompasses three organizational
systems: incident command structure, multi-agency coordination, and public information.
The incident command structure, which focuses on tactical on-scene responses, facilitates
activities in five areas: command, operations, planning, logistics, and finance and
administration. In addition, the incident command structure provides common
terminology to enable effective and efficient coordination and management for all levels
of Government during emergencies. The multi-agency coordination system facilitates
support for coordinating emergency-related information and issues regarding emergency
management policies and strategies. The coordination of information and resources to
support emergency situations occurs in emergency operations centers (EOCs). EOCs are
structured by major discipline (fire, law enforcement, medical services). Lastly, the
public information system refers to procedures for communicating timely and accurate
information to the public. Of the 12 emergency preparedness plans we reviewed, three

? Johnson Space Center’s White Sands Test Facility, New Mexico, which was included in Johnson’s plan,
and Goddard Space Flight Center’s Wallops Flight Facility, Virginia.
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partially addressed Command and Management by addressing the incident command
structure.

Preparedness. This component involves training emergency management personnel at
all levels of Government to improve emergency management capability. To ensure
emergency management personnel can function effectively together in emergency
situations, DHS developed NIMS training, consisting of standard courses on incident
command and management, incident management structure, and operational coordination
processes and systems. Prior to Hurricane Katrina, NASA had identified two NIMS
training courses to be completed: Basic Incident Command System and National Incident
Management System. However, the emergency preparedness plans that we reviewed did
not identify the NASA personnel required to complete NIMS training. Subsequently, the
emergency preparedness coordinators identified who needed to attend NIMS training.

Table 2 shows the number of identified personnel and the number who had completed the
training as of May 2006.

Total Number of Number of Ponnel
Personnel Who Completed

Location Requiring Training NIMS Training Percent
Ames 48 27 56.25
Dryden i1 1 9.09
Glenn 17 17 100.00
Goddard 89 89 100.00
Headquarters 26 13 50.00
Jet Propulsion Laboratory 7 3 42.86
Johnson 101 48 47.52
Kennedy 94 91 96.81
Langley 23 12 52.17
Marshall 59 45 76.27
Michoud 4 3 75.00
Stennis 19 19 100.00

Total 498 368 73.90

NASA personnel from Headquarters, Marshall, Michoud, and Stennis staffed the EOCs
activated in response to Hurricane Katrina. Their training records showed that most had
not attended the NIMS training courses required by NASA in its NIMS Implementation
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Plan. As shown in Table 3, of the 101 EOC members, only 14 (14 percent) had taken one
required course prior to Katrina. In the NIMS Implementation Plan submitted to DHS,

NASA had established a milestone to complete the identified training by July 2005
(Phase 1).

Total Number of Personnel Numberu;)kf Personnel WhTook at
Location Requiring Training Least One Course Prior to Katrina ~ Percent
Headquarters 20 4 20.00
Marshall 58 4 6.90
Michoud 4 0 0.00
Stennis 19 6 31.58
Total 101 14 13.86

Resource Management. This component requires that Federal agencies have processes
that describe, track, and recover resources used in response to an emergency. Resources
include personnel, teams, facilities, equipment, and supplies. NASA’s emergency
preparedness plans did not address a formal process for tracking and recovering resources
that NASA loaned during an emergency. The NASA Emergency Preparedness
Coordinator stated that during Hurricane Katrina NASA deployed considerable
-equipment without proper accountability directly to Michoud and Stennis, which
circumvented coordination by the NASA Headquarters EOC.

Communications and Information Management. This component requires a
standardized framework for communications, information management, and information-
sharing for emergencies. Communications and information management are processes
used by emergency personnel to execute operational decisions and requests for assistance.
The emergency preparedness plans of the NASA Centers and component facilities did not
address providing support to each other or how requests for support would be
communicated among NASA Centers.

To assist Stennis and Michoud with their recovery from the damage caused by Hurricane
Katrina, Centers initially called the sites directly to determine what was required and how
they could provide support. Then NASA’s Headquarters EOC became the focal point for
communicating resource needs and assigning NASA Centers the responsibility of
acquiring the resources. However, NASA still experienced problems with resources
being requested by sources other than the Headquarters EOC. For example, the Johnson
Space Center’s Occupational Health Office was asked by the Office of the NASA
Medical Officer, based on information from the Johnson medical team deployed to
Stennis, to purchase medications needed at Stennis and Michoud. That request conflicted
with information provided by the NASA Headquarters EOC. At Stennis, an EOC
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member stated that trucks would show up and neither the Headquarters EOC nor the

Stennis EOC knew what items they contained, who ordered the items, or who needed
them.

Supporting Technologies. This component involves reviewing science and technology
for opportunities to leverage improved capabilities to further refine NIMS. This includes
technologies that facilitate incident management activities in situations that call for
unique technology-based capabilities. As required by the National Response Plan, NASA
identified its unique resources that could potentially be available to provide support in
response to a national emergency. NASA listed those resources in NPR 8715.2.
However, since NASA Centers and component facilities are required to have individual
emergency preparedness plans, those plans should identify what unique resources are
available at each location. The individual emergency preparedness plans that we

reviewed did not identify unique resources, which could impede timely response to
emergency requests.

NASA Guidance and OSPP Oversight

OSPP had not updated NPD 8710.1B to incorporate the NIMS requirement or updated
NPR 8715.2 to reflect the requirements of the NASA NIMS Implementation Plan. In
addition, OSPP did not centrally maintain and review the plans of NASA Centers and
component facilities, as required by NPR 8715.2, to ensure that the NIMS components
were addressed, that all required plans were completed, and that the milestones
established by the Implementation Plan were met.

Modification of NASA Guidance. NASA Headquarters, Centers, and component
facilities use NPD 8710.1B and NPR 8715.2 to develop and update their emergency
preparedness plans. As of May 2006, that guidance had not been updated to include the
requirement to implement NIMS into NASA’s emergency preparedness plans.

In April 2005, personnel from OSPP and DHS’s NIMS Integration Center briefed
NASA’s emergency preparedness coordinators regarding the requirement to incorporate
NIMS into their emergency plans. According to a Center Emergency Preparedness
Coordinator, the briefing covered the components of NIMS and the ability of Federal,
state, and local officials to communicate during emergencies. However, NASA’s Centers

did not update their emergency preparedness to incorporate NIMS requirements as briefed
by OSPP.

In June 2005, OSPP stated it provided a NIMS Implementation Plan to DHS that
addressed NASA’s plan to incorporate NIMS into its emergency preparedness plans.
However, the requirements of that Implementation Plan were not reflected in NPR 8715.2
as policy. OSPP must update NPD 8710.1B to incorporate NIMS as a requirement and
update NPR 8715.2 to reflect the requirements of the NIMS Implementation Plan for
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incorporating all five components of NIMS into Headquarters, Center, and component

facility emergency preparedness plans to ensure that NASA meets the requirements of
Homeland Security Presidential Directive-5.

Maintaining and Reviewing Emergency Preparedness Plans. NPR 8715.2 requires
that the NASA Emergency Preparedness Coordinator maintain copies of all the Agency’s

emergency preparedness plans and conduct reviews of each Center and its emergency
preparedness plan at least biennially.

Locations Requiring Emergency Preparedness Plans. As of May 2006, NASA
had not clearly defined which locations require an emergency preparedness plan. There is
an inconsistency between NPR 8715.2 and the NASA NIMS Implementation Plan.

NPR 8715.2 states that Headquarters, NASA Centers, and component facilities should
develop individual emergency preparedness plans because their geographic locations
make them susceptible to dissimilar emergencies. NPD 1000.3B, “The NASA
Organization w/Change 21 (4/6/06),” identifies 21 NASA locations, to include
Headquarters, Centers, and component facilities, which may, according to NPR 8715.2,
require emergency preparedness plans. However, the NASA NIMS Implementation Plan
identified only 14 locations as being required to incorporate NIMS into their emergency
preparedness plans. The NASA Emergency Preparedness Coordinator was unable to
explain the discrepancy between the NPR and the Implementation Plan. NASA needs to
ensure that all facilities requiring emergency preparedness plans are clearly specified in

NPR 8715.2 and that the NIMS Implementation Plan is updated to reflect appropriate
locations.

Central Repository of Plans. OSPP was not maintaining copies of existing
emergency preparedness plans as required by NPR 8715.2. OSPP did not have any plans
for the 14 NASA facilities identified by the NASA NIMS Implementation Plan as
requiring an emergency preparedness plan. In response to our request for copies of each
Center’s plan, OSPP provided us with eight plans that it had to request from the Centers.
We obtained four additional plans directly from three Centers and one component facility.
As of May 2006, OSPP personnel stated that they had not yet received emergency plans
from all the Centers. OSPP needs to ensure it is maintaining copies of all emergency
preparedness plans as required by NPR 8715.2.

Oversight of Plans. NASA was not reviewing emergency preparedness plans as
required by NPR 8715.2. Prior to January 2005, OSMA was responsible for reviewing
NASA'’s emergency preparedness plans. OSMA’s records showed that it performed only
minimal reviews, concentrating solely on safety issues. In January 2005, the
responsibility for reviewing NASA’s emergency preparedness plans was transferred to
OSPP. Since assuming that responsibility, OSPP had not performed any reviews of the

emergency preparedness plans and had not formalized a process or a schedule for
performing those reviews.
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NASA needs to conduct thorough reviews to ensure that its emergency
preparedness plans appropriately address Agency-wide operational issues in addition to
Center-specific issues. The plans that we reviewed did not address interoperability across
NASA Centers and component facilities, delineate processes for sharing resources that
may be required during a national emergency, or incorporate NIMS as outlined by the
NASA NIMS Implementation Plan. OSPP needs to develop and implement a review
process that includes interoperability and resource-sharing issues. The review process
also needs to follow up on the requirements of the NIMS Implementation Plan.

Hurricane Katrina Lessons Learned

NASA may not be able to effectively fulfill its National Response Plan mission during an
incident of national emergency if its emergency preparedness plans do not fully comply
with the NASA NIMS Implementation Plan. Although DHS did not request that NASA
execute its emergency preparedness plans because of Hurricane Katrina, plan elements
required by DHS may have improved the effectiveness of NASA’s response and recovery
efforts. In February 2006, OSPP issued a consolidated Hurricane Katrina after-action
report that discusses communication, logistics, and coordination problems that NASA
experienced during its response and recovery efforts.

Communication. The report identifies numerous communication devices located at
various NASA Centers that appear to have been used in support of Katrina response and
recovery efforts. However, NASA facilities had not identified a standard means of
communicating among the NASA Centers and component facilities, which caused
problems during the actual emergency. For example, Stennis and Michoud experienced
power outages that affected their ability to communicate. In response, NASA deployed a
total of 38 Iridium Satellite Phones. However, because NASA does not have a regular
requirement for the phones, most were provided without an active service and were
missing accessories needed to re-charge the phones.

Logistics. Emergency responders who traveled in and out of the disaster area assumed
that transportation and logistical requirements had been addressed. However, such
requirements had not been addressed and, as a result, the service and assistance that
emergency responders could have provided was delayed. During the peak of the response
effort, EOCs were advised of the availability of resources and assets. However, when
Stennis and Michoud EOCs requested them, the assets were not available, and the EOCs
had to search elsewhere for the needed resource or asset, delaying the overall relief effort.

Coordination. NASA did not have a formalized process for getting preliminary damage
assessments routed through the Headquarters EOC. A Web site for Katrina response and
recovery efforts was established on September 2, 2005, and contained an EOC contact

# These are small hand-held devices, a little larger than a cellular telephone.
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list, EOC action items, documents, and other useful information. However, before EOC
members could access this information, they had to request a password from NASA’s
Information Technology and Communications Division. In at least one instance, an EOC
member’s request received no response.

By fully implementing NIMS, NASA’s emergency preparedness plans will better provide
the flexibility necessary to effectively and efficiently respond to local and national
emergencies.

Management Action Taken

In April 2006, NASA sent out for comment a draft of NPD 8710.1C, “Emergency
Preparedness Program.” The proposed update to NPD 8710.1B incorporates the
requirement to comply with NIMS; therefore, we are not making a recommendation to
update that directive.

Management Comments on the Finding and Audit Response

12

The Assistant Administrator for Security and Program Protection and the Center
Directors generally agreed with the finding. However, the Center Directors of Glenn,
Marshall, and Johnson took exception to the information reported for their Centers
concerning compliance with the five NIMS components (Table 1) and NIMS training
(Table 2). In addition, OSMA provided comments concerning several aspects of the
report.

In response to management comments, we changed Marshall’s rating in Table 1 regarding
the Command and Management NIMS component to partially compliant. A summary of
the comments and our response follow; see Appendix B for the full text of the comments.

Glenn Comments. Glenn security personnel stated that Glenn is redrafting its
emergency preparedness plan and has already taken action to implement NIMS principles
in its emergency preparedness operations. Glenn requested that its compliance rating for
all five NIMS components be changed to partially compliant and provided comments in
support of that request.

Audit Response. We disagree with changing Glenn’s rating for any of the five
components. The actions noted in Glenn’s comments partially reflect NIMS compliance;
however, the plan that we reviewed, and which Glenn has agreed to update, did not
address the components as defined by NIMS.

Marshall Comments. Marshall’s Center Director stated that Table 1 of the draft of this
report showed that Marshall had not complied with any of the five NIMS components.
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Marshall requested that its compliance rating be changed to partially compliant for four of
the five components and provided comments in support of that request.

o Command and Management. Marshall stated that its current emergency
preparedness plan adequately addresses two of the three Command and
Management elements. Marshall agreed to update its plan, stating, “[w]hile the
incident command structure is dictated for a number of disaster scenarios, it is not
addressed for all perceived events. [Marshall] plans to update their Emergency
Plan to more clearly dictate the use of the Incident Command System (ICS) and to
ensure it is addressed for all events.” Marshall also stated that its emergency
preparedness plan addresses an Interservice Support Agreement with the Army’s
Redstone Arsenal, which clearly defines the working relationship between the two
and designates the services provided to each other. As Redstone is the only
Federal agency Marshall coordinates with, the agreement adequately addresses the
multi-agency coordination element, adding that further interagency coordination
would go through NASA Headquarters. For the public information element,
Marshall’s Public Affairs Office is responsible for interface with the media during
emergencies and the emergency plan clearly identifies those duties. As a result,
Marshall believes it should have been rated at least partially compliant.

o Preparedness. Marshall agreed that not all staff had completed NIMS training.
However, in February 2006, Marshall had requested an extension from OSPP to
complete the NIMS training by June 2006. As a result, Marshall believes it
should have been rated partially compliant.

¢ Communications and Information Management. Marshall agrees that the Agency
needs to establish a standardize framework for communications, information
management, and information sharing for emergencies that affect multiple
Centers. However, Marshall believes it should receive a partially compliant rating
because its current plan addresses communication for local events.

e Supporting Technologies. Marshall stated that although its plan does not
specifically address an inventory of resources, an inventory of resources exists in
the EOC. Marshall believes that the auditors erroneously concluded that Marshall
did not have a list of resources and, therefore, Table 1 should be changed to reflect
a partially compliant rating.

Audit Response. After further discussion with Marshall’s personnel, we changed
Marshall’s rating in Table 1 regarding the Command and Management component to
partially compliant. Although Marshall’s Interservice Support Agreement with the
Army’s Redstone Arsenal is not clearly delineated in the emergency plan, the plan does
depict a relationship between Marshall and Redstone’s Fire and Emergency Services
Department. The Fire and Emergency Services Department is shown as the initial
incident commander for each emergency event that can occur at the location. The plan
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also provides a limited description of Marshall’s Public Affairs Office responsibility
relating to emergencies.

We did not concur with Marshall’s request to change the other three ratings to partially
compliant for the following reasons:

¢ Preparedness. The NASA NIMS Implementation Plan reflects July 2005 as the

date for completing NIMS training, approximately 1 year prior to Marshall’s
request for an extension.

e Communications and Information Management. Although Marshall’s emergency
plan addresses local communication, the basic purpose of the NIMS
Communications and Information Management component is to standardize

Federal agencies’ processes for communicating during domestic incidents, which
Marshall’s plan did not address.

e Special Technologies. We reviewed Center plans to determine whether resources
that could be made available to support national emergencies were identified as
required by the National Response Plan.

Johnson Comments. Johnson’s Director stated that 68 Center personnel had received
NIMS training—20 more than the 48 listed in Table 2—which increases the Center’s
percentage to 67. In addition, Johnson stated the training numbers it provided for the
White Sands Test Facility should have been included under Johnson in the table. The
Director also noted that confusion from the NIMS Integration Center about which

employees required certification contributed to the delayed implementation of NIMS
training.

Audit Response. We disagree with Johnson’s training numbers. We used the NASA
NIMS Implementation Plan as the baseline for developing Table 2. The Implementation
Plan identifies two NIMS training courses to be completed by NASA personnel. We
reviewed the spreadsheet provided by Johnson and determined that only 48 of 101
personnel had taken at least two NIMS courses. Johnson reported staff members who
completed only one course as being NIMS trained. In addition, component facilities’
training numbers were excluded from all Centers listed in Table 2.

OSMA Comments. Although we did not request that OSMA comment on the draft
report, OSMA provided the following comments:

e The “Oversight of Plans” paragraph should include that OSMA had reviewed all
NASA Installation Plans on numerous formal occasions prior to January 2005.

e The “Communication” paragraph should include the information that OSMA had
funded an extensive “Web Based Emergency Operations Center” program for
more than 4 years to help assure interoperability of communications. In addition,
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NASA had an extensive satellite communications system to support emergency
communications.

Audit Response. During the audit, we analyzed documentation of OSMA’s reviews of
NASA plans, and we determined that the records made only minimal reference to the
emergency preparedness plans, as indicated in this report. In addition, the
communication issue is identified as a problem in the February 2006 consolidated
Hurricane Katrina after-action report issued by OSPP that discusses problems that NASA
experienced during its response and recovery efforts.

Recommendations, Management’s Response, and Evaluation of
Management’s Response

Recommendation 1. We recommend that the Assistant Administrator for Security and
Program Protection update NPR 8715.2 to incorporate the requirement to implement NIMS
into Headquarters, Center, and component facility emergency preparedness plans.

Management’s Response. The Assistant Administrator for Security and Program
Protection concurred, stating that his office would revise NPR 8715.2 to incorporate
NIMS and other Federal-level requirements. OSPP anticipates completion of this action
by November 30, 2006.

Evaluation of Management’s Response. Management’s planned action is responsive.
The recommendation is resolved, but will remain open pending verification of the
revision of NPR 8715.2.

Recommendation 2. We recommend that the Assistant Administrator for Security and
Program Protection define the NASA locations, in coordination with the Center Directors,
that require an emergency preparedness plan.

Management’s Response. The Assistant Administrator for Security and Program
Protection concurred, stating that OSPP had notified Center Director representatives of

their responsibility to ensure emergency preparedness plans exist for their component
facilities.

Evaluation of Management’s Response. We consider management comments to be
responsive and the recommendation to be resolved, but it will remain open pending
verification that planned actions have been completed.
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Recommendation 3. We recommend that the Assistant Administrator for Security and
Program Protection, based on the outcome of Recommendation 2, update and resubmit to
DHS the NIMS Implementation Plan, to reflect appropriate locations.

Management’s Response. The Assistant Administrator partially concurred, stating that
the NIMS Integration Center has never required submission of NIMS integration plans
below the agency level, nor has the Center requested any updates to the original plan.
Additionally, according to the NIMS Integration Center, the implementation phase has
evolved and agencies should be in a state of sustainment and plan maintenance. The
Assistant Administrator also stated that the revised NPD 8710.1B and NPR 8715.2 will
supersede the NIMS Implementation Plan.

Evaluation of Management’s Response. We consider management comments to be
responsive and the recommendation to be resolved. It will remain open pending the

revision of NPD 8710.1B and NPR 8715.2 to include requirements outlined in the NIMS
Implementation Plan.

Recommendation 4. We recommend that the Assistant Administrator for Security and
Program Protection develop and implement a requirement and process for reviewing plans
that, at a minimum, ensures required plans are completed; evaluates Agency-wide
operational issues, to include interoperability and resource-sharing; and follows up on the
requirements of the NIMS Implementation Plan.

Management’s Response. The Assistant Administrator concurred, stating that OSPP
will continue with the development and implementation of a review process for
evaluating emergency preparedness plans and procedures to ensure the integration of
NIMS components. OSPP expects to implement the review process by September 15,

2006, and to begin reviewing Headquarters, Center, and component facility plans
January 1, 2007.

Evaluation of Management’s Response. The planned action is responsive. We
consider the recommendation to be resolved, but it will remain open until we verify that
OSPP has implemented its review process.

Recommendation 5. We recommend that the Center Directors update their emergency

preparedness plans to incorporate the five components of NIMS. Specifically, NASA Center
and component facility plans should
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a. address the three organizational systems of the Command and Management NIMS
component;

b. define which emergency preparedness personnel require NIMS training and ensure
the training is completed;
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c. define a process for describing, tracking, and recovering resources used in response to
an emergency;

d. standardize a framework for Communications and Information Management for

emergency personnel executing operational decisions and requesting assistance both
within and external to NASA; and

e. identify within their emergency preparedness plans unique resources at their
respective Centers that are available to support emergencies.

Management’s Response. The Center Directors generally concurred with the
recommendation, stating they will update their emergency preparedness plans to address

the five components of NIMS. All Center plans are expected to be updated to incorporate
NIMS by April 30, 2007.

The Directors of Dryden and Marshall only partially concurred with
Recommendation 5.d, stating that NASA Headquarters would need to establish an
Agency-wide standardized framework for Communications and Information
Management. The Stennis Director also noted that the process “needs to be worked
collaboratively with all NASA Centers.”

The Assistant Administrator for Security and Program Protection concurred with all parts
of the recommendation, stating that OSPP will conduct reviews of emergency
preparedness plans to ensure NIMS is incorporated. OSPP is developing an Agency-wide
spreadsheet to track and report NIMS training activities. OSPP will also ensure that all
EOCs adopt a standardized process for requesting or offering assistance, with the NASA
Headquarters EOC serving as the focal point for executing and coordinating actions to
meet internal and external needs. In addition, OSPP plans to have the NASA
Headquarters EOC maintain a master registry of all assets and resources available for

mobilization and reassignment in support of emergencies. OSPP expects to complete
these actions by May 31, 2007.

Evaluation of Management’s Response. The actions planned by the Center Directors
are responsive to Recommendations 5.a, b, ¢, and e. OSPP’s planned actions are
responsive to Recommendation 5.d. We consider Recommendation 5 to be resolved, but
it will remain open pending completion and verification of planned actions.

Recommendation 6. We recommend that the Center Directors, based on the outcome of

Recommendation 2, require component facilities to develop an individual emergency
preparedness plan.

Management’s Response. The Center Directors generally concurred and stated that, in
coordination with OSPP, any indicated individual emergency preparedness plans will be
developed for their component facilities. Management plans to complete this action no
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later than April 30, 2007. The Dryden Director asked that the recommendation be closed
for his Center, as it has no component facilities.

OSPP also concurred, stating that Center Directors have been notified of their
responsibilities to develop emergency preparedness plans for their designated component

facilities. OSPP plans to review emergency preparedness plans for all NASA locations
by May 31, 2007.

Evaluation of Management’s Response. The planned management actions are
responsive. We consider the recommendation to be resolved, but it will remain open
pending completion of management actions and our verification of those actions. We
concur that this recommendation is not applicable to Dryden.
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APPENDIX A

Scope and Methodology

We conducted fieldwork primarily at NASA Headquarters, Marshall, Stennis, and
Michoud. We also held discussions with emergency preparedness coordinators at Ames,
Dryden, Glenn, Goddard, the Jet Propulsion Laboratory, Johnson, Kennedy, Langley,
Wallops, and White Sands. We reviewed the Agency process for executing its emergency
plans in response to Hurricane Katrina. We reviewed DHS’s Homeland Security
Presidential Directive-5; NIMS guidance dated March 1, 2004; NIMS Integration Plan
Guidelines; NIMS training requirements; and the National Response Plan. We also
reviewed NPD 1000.3B; NPD 8710.1B and the draft of NPD 8710.1C; NPR 8715.2; the
NIMS Implementation Plan; and the emergency plans of NASA Headquarters, 10
Centers, and 1 component facility. In addition, we reviewed “The NASA Response to
Hurricane Katrina: An After-Action Perspective,” a report issued by OSPP in February
2006. The documentation reviewed covered from July 1999 through March 2006.

We conducted interviews with OSPP and NASA Headquarters personnel with EOC
responsibilities. We visited Marshall to conduct interviews of EOC personnel
responsible for coordinating the Agency’s Hurricane Katrina response and recovery
efforts at Stennis and Michoud. We held discussions with EOC personnel at Centers and
component facilities to identify guidance provided for developing emergency
preparedness plans. We obtained training data regarding required NIMS courses from the
Centers’ emergency preparedness coordinators. We did not verify this data to individual
records. We also attended NASA Headquarters EOC meetings concerning Hurricane
Katrina relief and recovery efforts.

To evaluate OSPP’s management of the Agency’s emergency preparedness plans, we
identified and analyzed DHS and NASA requirements, policies, and guidance relating to
emergency preparedness programs. This entailed identifying NIMS-related issues in the
lessons learned documents, reviewing OSPP emergency preparedness management
responsibilities, and reviewing NASA Headquarters and Center emergency plans. We
also evaluated OSMA’s review records from FY 1999 through FY 2005.

We performed this audit from October 2005 through May 2006 in accordance with
generally accepted government auditing standards.

Use of Computer-Processed Data. We did not use computer-processed data to review

the emergency preparedness plans and NASA’s implementation of NIMS during this
audit.
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Review of Internal Controls

We identified and tested compliance with key policies and procedures related to NASA’s
emergency preparedness program. We reviewed OSPP’s internal controls for managing
the emergency preparedness program that would ensure NASA’s emergency preparedness
plans implemented NIMS. In addition, we reviewed NASA controls to ensure intra-
Agency compatibility of the emergency plans.

We identified internal control weaknesses with respect to implementing NIMS. Actions
taken in response to the recommendations in this report will correct those weaknesses.

Prior Coverage

Within the past year, the Comptroller of the United States has provided testimony to
Congress that has particular relevance to the subject of this report. The testimony,
“Statement by Comptroller General David M. Walker on GAQ’s Preliminary
Observations Regarding Preparedness and Response to Hurricanes Katrina and Rita”
(GAO-06-365R, February 1, 2006), is available over the Internet on the Government
Accountability Office’s Web site at http://www.gao.gov.

We reported the results of our audit work on estimating and executing Hurricane Katrina
funds and the processes NASA used to ensure that those funds were used for their
intended purposes in a separate memorandum to NASA: “Final Memorandum on the
Audit of the Management of Hurricane Katrina Disaster Relief Efforts (Report

No. ML-06-009; Assignment No. A-05-030-01),” August 29, 2006.

Our overall audit was conducted in conjunction with the President’s Council on Integrity
and Efficiency (PCIE) as part of its examination of relief efforts provided by the Federal
Government in the aftermath of Hurricanes Katrina and Rita. The PCIE Homeland
Security Roundtable, which is coordinating Inspector General (IG) reviews of this
important subject, receives copies of all relevant IG products. For an overview of IG
activities, see the Roundtable’s Web site at http://www.ignet.gcov/pande/hsr1 html#relief.
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MANAGEMENT COMMENTS

National Aeronautics and
Space Administration

Headquarters
Washington, DC 20646 0001

July 27, 2006

Office of Security and Program Protection

TO: Assistant Inspector General for Auditing
FROM: Assistant Administrator, Office of Security and Program Protection
(OSPPY

SUBJECT:  Draft Audit Report, “NASA’s Implementation of the National Incident
Management System (NIMS)" (Assignment No. A-05-030-00)

As requested, we are providing consolidated Agency management comments (o the

subject report. You will also find comments submitted by individual Centers and Offices
attached.

In summary. we agree agency emergency preparedness plans need updating to reflect
integration of the NIMS components. The intent of the NIMS is to build a
comprehensive capability for the management of any adverse event. The National
Response Plan, as the overarching document outlining domestic incident protocol
provides the structure and legal mechanism, supported by the NIMS framework, to direct
Federal government domestic incident response and recovery roles and responsibilities.

With the upcoming revision and update of NPD 8710.1B and NPR 8715.2, it is expected
the National Aeronautics and Space Administration (NASA) NIMS Implementation Plan
will no longer stand and serve its intended purpose as implementing instructions for
NIMS program components throughout the Agency. Any further efforts will not be
phased-in as described in NIMS implementation plans but will be implemented forthwith
as a policy priority.

RECOMMENDATION 1: Update NPR 8715.2 to incorporate the requirement to
implement NIMS into Headquarters, Center and Component Facility emergency
preparedness plans.

RESPONSE: Concurrence

ACTION: OSPP has notified the NASA Management Assessment Division of the intent
to revise NPR 87135.2 using NODIS for official coordination. This action will commence
prior to August 31, 2006, and will incorporate NIMS and other Federal-level
requircments into the revision, This will be completed by November 30, 2006.
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RECOMMENDATION 2: Define the NASA locations, in coordination with Center
Directors that require an emergency preparedaess plans.

RESPONSE: Concurrence

ACTION: OSPP has notified Center Director representatives of their responsibility to
ensure emergency preparedness plans exist for their designed Component Facilities
consistent with NPD 1000.3B w/Change 24 (6/21/2006). In addition, OSPP will ensure
all NASA locations are fully assessed for NIMS compliance having been included in the
NASA Emergency Preparedness Plan Review scheduled to commence January 1, 2007.

RECOMMENDATION 3: Based upon the outcome of Recommendation 2, update and

resubmit to Department of Homeland Security (DHS) the NIMS Implementation Plan to
reflect the appropriate locations.

RESPONSE: Partial concurrence

ACTION: The NIMS Integration Center (NIC}), a component of the DHS charted with
strategic direction for and oversight of the NIMS has never required submission of NIMS
Integration Plans below the agency-level, nor has there been any request for updates or
revisions since the original tasking. According to the NIC, the implementation phase has
evolved and agencies should be in a state of sustainment and plan maintenance, QSPP
will ensure every Component Facility is included in subsequent agency-wide NIMS
planning activitics. The NIMS Implementation Plan will be superseded upon the
completed revisions of NPD 8710.1B and NPR 8715.2.

RECOMMENDATION 4: Develop and implement a requirement and process for
reviewing plans that, at a minimum, ensurcs required plans are completed; evaluates
Agencywide operational issues to include interoperability and resource-sharing; and
follows up on the requirements of the NIMS Implementation Plan.

RESPONSE: Concwrence

ACTION: OSPP will continue with the development and implementation of a review
process for evaluating emergency preparedness plans and procedures to ensure NIMS
components have been adequately integrated. This review process shall be implemented
by September 185, 2006. Reviews of Headquarters, Center and Component Facility
emergency preparedness plans will commence January 1. 2007,

RECOMMENDATION 5: Recommend Center Dircctors updatc their emergency

preparedness plans to incorporate the five components of NIMS. Specifically, NASA
Center and component facility plans should:

RECOMMENDATION 5a - Address the three organizational systems of the Command
and Management NIMS component.
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RESPONSE: Concurrence

ACTION: OSPP will conduct comprehensive reviews of NASA Headquarters, Center
and Component Facilities emergency preparedness plans to ensure incident command,

multiagency coordination and public information systems have been incorporated. This
will be completed by May 31, 2006.

RECOMMENDATION 5b - Define which emergency preparedness personnel require
NIMS training and ensure training is competed.

RESPONSE: Concurrence

ACTION: OSPP is developing a “spreadsheet” docoment for implementation at the HQ,
Center and Component Facility levels to be used for tracking and reporting NIMS
training activities. A corresponding “dashboard gauge” with red-yellow-green reporting
will also be developed for instant illustration of progress towards achieving training
compliance. This action shall be implemented by September 30, 2006.

RECOMMENDATION 5¢ - Define a process for describing, tracking, and recovering
resources used in response to an emergency.

RESPONSE: Concurrence

ACTION: OSPP will ensure Headquarters, Centers, and Component Facility emergency
plans include resource management coordination. With the agency mandate to organize
subordinate emergency operations centers (EQC) consist with the incident command
system (ICS}) structure, the responsibility for resource management will fall within the
responsibility of the EOC Logistics Section,

Improvements achieved thus far includes the Office of Procurement conducting a review
of agency/center procedures for handling emergency procurements and acquisitions,
including contract actions in accordance with cmergency authorities to execute using the
appropriate acquisition mechanisms. The Office of Procurement is satisfied with the
agency’s ability {0 acquire resources necessary during an cmergency.

In order to track. distribute and account for resources during an cmergency, every NASA
EOC will be required to utilize an Operational Planning Worksheet (ICS-215) or similar
document providing the same categories of information and offering the same intended
value as the ICS-215 form. This process shall be implemented imrmediately.

RECOMMENDATION 5d - Standardize a framework for Communications and
Information Management for emergency personnel executing operational decisions and
requesting assistance both within and external to NASA.

RESPONSE: Concurrence
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ACTION: We understand that maintaining a common operating picture and
interoperability are paramount to successful emergency management and OSPP will
ensure all EOCs standard operating procedures map the process for requesting or offering
assistance. The NASA Headquarters EOC shall serve as the focal point for executing and
coordinating actions to meet internal and external needs. Tt is the NASA Headquarters
EOC which serves as the conduil for coordinating support via the overarching
multiagency coordination system and underscores the need that Center EOCs operate in a
manner consistent with that framework. The OSPP review process will ensure all
subordinate level plans incorporate the NIMS communications and information
management component. The NASA Emergency Preparedness Plan Review assessing
Headquarters, Center and Component Facility emergency preparedness plans will
commence January 1, 2007 and be completed by May 31, 2007,

RECOMMENDATION Se ~ Identify within their emergency preparedness plans unique
resources at their respective Centers that are available to support emergencies.

RESPONSE: Concurrence

ACTION: During the official coordination of NPR 8715.2. Headquarters, Centers, and
Component Facilities will be responsible for updating their respective resources and
assets available for mobilization and reassignment if needed, during emergency
operations. The NASA Headquarters EOC will maintain a master registry of all reported
assets and resources as the coordinating point for internal and multiagency response
operations. This action will commence September 24, 2006, with the opening of NODIS
for comments on NPR 8715.2 and be completed by December 31, 2006.

RECOMMENDATIONS 6 - Based on the outcome of Recommendation 2, require
Component Facilities to develop individual emergency preparedness plans,

RESPONSE: Concurrence

ACTION: As reported in the ACTION section of RECOMMENDATION 2, Center
Dircctor representatives have been notified of their respective responsibilities to develop
emergency preparedness plans for their designed Component Facilities consistent with
NPD 1000.3B w/Change 24 (6/21/2006). In addition, OSPP will ensure all NASA
locations are included in the NASA Emergency Preparedness Plan Review schedule and
assessed for NIMS compliance. This will be completed by May 31, 2007.

The point of contact for this action is Mr, Robert Young, CPP, NASA Chief Emergency
Management Officer at 202-358-1284 or Robert.young-1@nasa.gov.,

>4 AL

David A. Salceba
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COMMENTS SUBMITTED FOR INCLUSION IN RESPONSE

AMES RESEARCH CENTER

ARC comments submitted by Rick Serrano. Associate Director of Center Operations.

NASA Ames research Center, July 14, 2006; SUBJECT: OIG A-05-030-00 Draft
Document

We have completed our review of the draft OIG report A-05-030-00 and submit our
response for Agency consolidation as requested:

Recommendation 5

The Center Director update emergency preparedness plans to incorporate the five
components of NIMY. Specitically, NASA Center and component facility plans should

a. address the three organizational systems of the Command and Management NIMS
component:

b. detine which emergency preparedness personnel require NIMS training and ensure the
training is completed;

¢. define a process for describing, tracking, and recovering resources used in response to
an emergency;

d. standardize a framework for Communications and Information Management for
emergency personnel executing operational decisions and requesting assistance both
within and external to NASA; and

£. identify within their emergency preparcdness plans unique resources at their respective
Center that are available to support emergencies.

Concur:

The Ames Research Center Director will ensure that the current draft of the Center's
Emergency Preparedness Plan is updated to incorporate the five components of NIMS.
The estimated completion date is August 30, 2006. The review of the associated annexes
and appendices will be completed by December 30, 2006,

Rick Serrano
Assaciate Director of Center Operations
NASA Ames Research Center
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NASA Amcs Research Center
Mail Stop 200-9

Moffett Field CA 94035-1000
Voice 650-604-0902

Cell  650-465-0899

FAX 650-604-0031

Email Rick Serrano@nasa.gov

DRYDEN FLIGHT RESEARCH CENTER

Comments received from Sandy Meske on July 10, 2006; SUBJECT: Dryden response to
A-05-030-00

Attached is Dryden's response to A-05 -030-00 for consolidation into a single response to
the OIG. If any clarification is necessary as to our corrective action plan please do not
hesitate to call me directly. Ihave attached two copies of the letter, the first is pdf and is
signed, the second is the word version for you to use (cut and paste) for

consolidation. Please supply me with a copy of your consolidated reply.

Thanks

Sandy Meske
OIG/GAQ Audit Liaison Officer
661-276-2835

MEMORANDUM
TO: Robert A. Young
NASA Chief Emergency Management Officer
FROM: XM/Audit Control Official
SUBJECT: Dryden Flight Rescarch Center Response (DFRC) to OIG Draft

Audit Report (A-05-030-000)

Below you will find our corrective action plan in response to recommendation 5 and 6 in

the draft OIG report (A-05-030-000), NASA’s Implementation of the National Incident
Management System,

Recommendation 5:
Technical Point of Contact:  Jack Vechil, 661-276-2859

Audit Liaison Representative: Sandy Meske, 661-276-2835
Response: Concur
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Center Directors update their emergency preparedness plans to incorporate the five
components of NIMS. Specifically, NASA Center and component facility plans should
a, address the three organizational systems of the Command and Management
NIMS component;
b. define which emergency preparedness personnel require NIMS training and
ensure the training is completed;
¢ define a process for describing, tracking, and recovering resources used in
response to an emergency;
€. identify within their emergency preparedness plans unique resources at their
respective Centers that are available to support emergencies.
Response:  Partial Concur
d. standardize a framework for Communications and Information Management
for emergency personnel executing operational decisions and requesting
assistance both within and external to NASA: and

Mr. Jack Vechil will update the emergency preparedness plan for the Dryden Flight

Research Center to include sub-bullets “a, b, ¢, and ¢ as described in recommendation 5.

A copy of the plan will be submitted to the OIG no later than the end of December.

As worded, recommendation 5 sub-bullet “d” requires 2 HQ response in order to achieve
closure.

For sub-bullet “d™ the emergency preparedness plan for Dryden will be updated with a
Communications and Information Management plan consistent with the standardized
framework being developed by NASA Headquarters for emergency personnel executing
operational decisions and requesting assistance both within and external to NASA.
Dryden’s plan will include communicating and requesting assistance both within NASA
and external to Dryden such as the Air Force, California Highway Patrol and other
California based agencies.

Recommendation 6:

Technical Point of Contact:  Jack Vechil, 661-276-2859
Audit Liaison Representative: Sandy Meske, 661-276-2835

+ DBased on the outcome of Recommendation 2, require component facilities to
develop an individual emergency preparedness plan.

Response Non Applicable: DFRC does not manage or control a component facility.
Please close this recommendation on issuance of final report for the Dryden Flight
Research Center or re-write the recommendation to exclude Dryden as a participant.

/ Original signed /
Gwendolyn V. Young
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GLENN RESEARCH CENTER

GRC comments received from Ron Mohr on June 2, 2006; SUBJECT: GLENN
RESPONSE TO INSPECTOR GENERAL - NASA IMPLEMENTATION OF NIMS

GLENN RESEARCH CENTER

NATIONAL INCIDENT MANAGEMENT SYSTEM (NIMS) TRAINING
MAY 2006 STATUS UPDATE

TABLE 1
EMERGENCY PREPAREDNESS PLANS AND NIMS COMPONENTS
- PROPOSED

COMPONENT RATING RATING

1. | COMMAND AND MANAGEMENT: No Partially
2. | PREPAREDNESS: No Partially
3. | RESOURCE MANAGEMENT: No Partially
4 COMMUNICATIONS AND INFORMATION No Partially

" | MANAGEMENT:

5. | SUPPORTING TECHNOLOGIES: No Partially

Glenn is redrafting the Glenn Emergency Preparedness Plan (EPP) and has already taken
action to implement unified command and NIMS principles in its emergency
preparedness operations. The following information as a minimum merits the indicated
change to reflect the readiness rating:

1. Glenn has committed to and has documented the Center requirement to institute the
incident command structure. This practice was demonstrated during a major fire in
January 2006. Multi-agency coordination is effective and ongoing. The public
information function is effective. The Glenn Emergency Preparedness Manager
participated in the Federal Executive Board National Response Plan Table Top Exercise
in November 2005, at which multi-agency command and management issues were
thoroughly addressed. All designated Glenn personnel with emergency preparedness
responsibilities have completed FEMA NIMS training. (See Table 2).

2. Glenn has addressed the training of all designated personnel with emergency
preparedness responsibilities. All of the 17 designated personnel have completed FEMA
training. Readiness to respond to a full range of emergency incidents has improved since
Hurricane Katrina.

3. Glenn has identificd and addressed resource management issues, has clarified and
documented requirements, and will continue to document compliance. Issues addressed
include alternate work locations and devolution of functions, logistics requirements and
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procedures, and “dependencies” and support requirements within the organization,
consistent with the philosophy of NPD 1040.4A.

4, Glenn has documented requirements and has taken action to ensure effective
communications and information management:
e The contact and communication with non-NASA agencies is addressed in the
Emergency Preparedness Plan.
* Glenn replaced the radios at the Plum Brook Facility with narrow-band radios and
a similar replacement at Lewis Field is pending.
¢ Procedures for communication with off-duty personnel and those with potential
emergency response duties have been strengthened. There is now a lower-
threshold for the notification and assembly of emergency personnel. The system
will as a minimum be tested and evaluated on a quarterly basis (as reported by
Glenn in a Training, Testing and Exercise (TT&E) report to Headquarters).
Glenn has installed a building evacuation and voice notification system which
permits the Glenn Dispatch Center to warn and advise the majority of the Center’s
workforce.
* Communications and information management are addressed as part of the Glenn
Continuity of Operations Plan (COOP).

5. Glenn is continuing to address, cvaluate and implement appropriate technologies in
support of the Emergency Preparedness Program and Continuity of Operations Program.

The use of technology is addressed within the Organizational COOP documentation of
the Glenn Chief Information Officer.

TABLE 2. NIMS TRAINING STATUS
LOCATION: GLENN RESEARCH CENTER

TOTAL NUMBER OF PERSONNEL REQUIRING TRAINING: 17
NUMBER OF PERSONNEL WHO TOOK AT LEAST ONE COURSE 2
PRIOR TO KATRINA:

PERCENT: | 11.76%
ADDITIONAL NUMBER OF PERSONNEL WHO TOOK AT LEAST 15
ONE COURSE (as of May 2006):

CUMULATIVE TOTAL OF PERSONNEL WHO TOOK COURSES: 17
CUMULATIVE PERCENT: | 100%

DONALD J. ORNICK
Acting Emergency Preparedness Manager

GODDARD SPACE FLIGHT CENTER
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GSFC comments received from Barbara L. Sally on July 13, 2006; SUBJECT: GSFC
Comments on OIG Draft Report A-05-030-00, NASA's Implementation of the NIMS

The following GSFC response to the subject OIG draft report was provided by the GSFC
Emergency Preparedness Office and coordinated with the GSFC Chief of Security. Itis
forwarded for your inclusion in the consolidated Agency response to the OIG.

OIG Recommendation 5:

The Center Directors should update their Emergency Preparedness Plans to incorporate
the five components of NIMS listed in the OIG report.

GSFC Response 10 Recommendation 5: CONCUR

GSFC concurs with the recommendation to update the Center Emergency Preparedness
Plan (EPP) to incorporate the following five components of NIMS: (1) address the three
organizational systems of the Command and Management NIMS component; (2) define
which emergency preparedness personnel require NIMS training and ensure the training
is completed; (3) define a process for describing. tracking, and recovering resources used
in response to an emergency; (4) standardize a framework for Coramunications and
Information Management for emergency personnel executing operational decisions and
requesting assistance both within and external to NASA; and (5) identify within the
emergency preparedness plan unique resources at GSFC that are available to support

emergencies. GSFC will complete these updates to the Center EPP by November 30,
2006.

0OIG Recommendation 6:

The Center Directors should require component facilities to develop an individual
Emergency Preparedness Plan.

GSFC Response to Recommendation 6: CONCUR -

GSFC concurs with the recommendation to develop individual Emergency Preparedness
Plans for its component facilities. Wallops Flight Facility currently has an EPP, and it
will be updated to incorporate the NIMS components as required. EPPs will be
developed for the Goddard Institute for Space Studies (GISS) and the Independent

Verification and Validation (IV&V) facility. GSFC will complete these EPPs by
January 31, 2007.

Please contact me or Mr. Bob Raimond in the GSFC Emergency Preparedness Office at
301-286-7233 if you need additional information or have any questions concerning our

response. Please send me a copy of the consolidated response once it is submitted to the
O1G.

Barbara Sally
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Pg. 13,45

GSFC Audit Liaison Officer/Code 201
301-286-8436

JET PROPULSION LABORATORY

JPL comments forwarded by Randy Aden on July 19, 2006; SUBJECT: Re: NASA
Implementation of the National Incident Management System

Responsc te Draft Audit Report, “NASA’s Implementation of the National Incident
Management System.”

Par. 3, p.ii  We recommend that the Center Directors update their emergency

preparedness plans {o incorporate NIMS and develop an individual
emergency preparedness plan for component facilities as required, JPL's
emergency plans incorporated the National Incident Management System
(NIMS) in March of 2005 (Reference JPL MHERP p. 13). “Because of
the events of September 11, 2001 and the increase in terrorism worldwide,
President Bush formed the Department of Homeland Security (DHS).
Onc of the goals of DHS is to incorporate emergency preparedness and
response standards for the nation. NASA/JPL is dedicated to adopt and
incorporate DHS National Standards in its Emergency Planning by
adhering to the National Response Plan (NRP) and the National Incident
Management System.”

We recommend that the Center Directors:

Update their emergency preparedness plans o incorporate the five
components of the Incident Command System (IC8). Specifically, NASA
Center and component facility plans should:

a. Address the three organizational systems of the Command and
Management NIMS component.

i. Incident Command System - JPL's emergency response
organization adopted ICS in 1997 and has updated to
NIMS. We currently use it in field operations and in the
Emergency Operations Center.

ii. Multi Agency Coordination - We also have mutual aid
partners which we maintain relations with including
meetings, trainings and unified command practice. This
includes other NASA centers Ames, Dryden and
Goldstone,
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Pg. 14, #6

iii. Public Information Systems - JPL has a public
information office (PIO) and internal information
systems. The PIO maintains contact with mass media via
radio, T.V. and internet. Internal communications are via
T.V., internet, telephone, emergency status recordings
and a public address system.

b. Define which emergency preparedness personnel require NIMS
training and ensure the training is complete. JPL is currently in
the process of completing the requirements per the NASA OIG.
All emergency managers are required to take online ICS-NIMS
courses by the end of FY 06. The four FEMA courses are:
18100, 15200, IS700 and 1S800. All emergency responders are
required to take course IS100 at a minimum.

¢. Define a process for describing, tracking and recovering
resources used in response to an emergency. The process JPL
uses is the standardized language described in the NIMS-ICS
document and The Emergency Medical System training
guidelines.

d. Standardize a framework for Communications and Informative
Management for emergency personnel executing operational
decisions and requesting assistance both within and external to
NASA. JPL has a standard framework for emergency personnel.
This starts with the on-scene incident commander who can also
request additional assistance through our dispatch center, or if
activated. through the JPL Emergency Operations Center and in
communication with NASA HQ EOC.

¢ Identify within their emergency preparedness plans unique
resources at their respective Centers that are available to support
emergencies. JPL has a fully trained and equipped Urban Scarch
& Rescue Team (USAR) in support of the JPL fire department.
This team consists of approximately 70 members and can support
other Centers in an emergency situation. The USAR Team was
on standby to respond to NASA Centers after Hurricane Katrina.

Based on the outcome of Recommendation 2, require component facilities
to develop an individual emergency preparedness plan. This plan entitled
the “Multi Hazard Emergency Response Plan” was developed in the mid
1990s and is updated on a regular basis. The document is available for
review.
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JOHNSON SPACE CENTER

JSC comments received from Yolanda Bejarano on July 12, 2006; SUBJECT: Response
to OIG "NIMS" (Assignment No. A-05-030-00)

Mr. Young

Attached is JSC's response to the OIG Draft Audit Report to NIMS (Assignment No. A-
05-030-00) signed by Col. Robert Cabana. The original signed leiter is in the mail.

If you have any questions, please call Mr. Bob Gaffney at (281) 433-4249 or if [ could
assist you, please call me at (281) 483-1285.
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Na:onat Aeronautcs ard
Space Admin-stration

Lyndon B. Johnson Space Center
21C1 NASA Roas *
Houstor., Taxas 77058-350¢

Tuly 12, 2006

IST-06-1020

TO: NASA Headiuniors

At Assistant Adnsinistiaion, Office of Seeurity and Program Protection

FROM: AADirectar

SURILCT Response 1o 0:5ee of baspooror Generai's (O1Gs) Draft Audit Rupars,
“NASA’s Liplensentation of the Nutonal Incident Management
Sysien (NTMS)” (Assigiment No, A-05-030-00)

We bave reviewed the subjeet audit indings and recompiendasions. and provice
o commicis tohe issues affecti=g ae Johnson Space Center (JSC) for inclusion
ke Agency rusponsz. The wiormation novided i the draft report concering
“ke mumber of ISC personned trained does not accarately refiect the personnel
eeving g, Appreximately onc hundrea JSC employees and supervisors
ave been dentified as requuing NIMS cerulizstion, Decumentation atfirming
it 68 emplayees bave completed the irmining and provided certi feation copies to
tae J5C Office of Emergency Managernent was provided to the OIG, Subsequent
to the OTG report, an wdditional three individuals have completed NIM$ waining
hringing JSC tolals 10 72, White Sands Test Facility (WSTE) aining figires werg
also reflected i the spreadsheet submitud by ke Offiec of Hmergency
Meragement thal added another 36 cmployees wquiring deinieg with 17 providiog
cerlitieales of trainig, Adding tose numbers 16 the JSC count, us they were
mtended <o be, amourts 1o 2 64 percent compliance eate, which is significantly
higher than ste 48 percent figure retiecied i the O1G seport sor this Center,
Additionalty, many asber ISC/WSTF employees have completed the training but
the fraizng certification documsentation kas not been received by the I8C Office of
Emergency Management. It should alo be noted that cor fusion from the NIMS
Iategeation Ceruer about which empleyees required centi Feation contributed (o a
delayed mplementasion of NEMS trainine a this Czater until clarificntion was
reeeved i Fobruary 2006

We b ¢ coneurred with the recenuendazions with actions taken, or on-going, as
described

REPORT NO. 1G-06-016



APPENDIX B

1S7-06-026

Fhe recommendation raad:

We recommend that the Center Disactors:

<

- Update their emergency preparcidisess plans to incorpoarate the five components of
NTMS, Specifically NASA Center and component faciiity prans should

a. wddress the three orgamizaional systems of the Command ard Management
NIMS cowmponent;

h. :lefine which emergency prenaredness personned require NIMS training and
ensure the wsining is completzd;

¢ define a process for describing, tracking. snd recovering resources used in
TOSPATER t0 an CMergeney;

J. stendardize a framework for Communications and Information Managenent

fur emergency personnel excenting operational desisions and requesting

assistance both within and external to NASA: and

identify within their emergency preparedness plans unigue resources al their

respective enters that are available 1o support emergencies.

©

0.

Based un the outcome of Recommendation 2. require componen: fecilities to
develop ar individual smargency preparsdness plan,

JSC Commen:s:

We concur with recommendation 5 of the audit report. The JSC Smergency
Preparcdness Plan is currently under rovision for inclusion of criteria defined in
Homelund Sceurity Presidential Diseetives for the Nations! Incident Management
System (NIMS). The JSC Frnergency Prepuredness Program policy document
incorporating NIM3 concepts was signed by the Center Dircetor on Deccmber 8,
2005, Anticipated completion date for the basic plan and submission to Seaior Staft
for signarure is July 15, 2006. Aznex conversions are already in work and should be
complete by the end of the 2006 fiseal year. In ucvordance with NASA's policy,
I8C’s emergency plans will continue to be reviewed annually to assure they remain
current. The three organizations systems o the Command and Management NIMS
eomponent (Incident Command Systera (ICS), multiagency coordination system and
public information system) figure prominemly in the updated plans for JSC as does
clarification of mandatory NTMS training by emplevees and supervisors directly
involved in emergency management. The revised ISC emcrgency preparedness plan
will include a resource management annex supperted by Human Resources,
Procurement. end Logistics to provids a process for describing, tacking. and
recovering resources used i response 1o an emergency. The resource management
annex will also inciude an inventory of unique JSC resources that are availablc 10
sapporl CErgencics.

&

&3
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s

The existing, process detailed in the Emerpency Operations Center Direction and
Control annex alrcady includes a process for message handling and information
distribution but it will be improved 10 provide for communications and information
maragement for emergency operations decision makers and requesting assistance
hath within gnd externzl to NASA.

We determined that on-goiny actions are responsive 1o the recommendation. The
O°G will be provided a copy of the final JSC Fmergency Preparedniess Plan wh
it is sigred with an avticipared closure date of September 1, 2006,

We coneur with reconunendation 6 of the audit veport. The WSTF has operated
suceesshully for many years with a site-specific cinergency preparedness plan,
which due fo the geographic separation, reguires tiem (o respond gquickly to
emergency incidents with available intemal resuurces and request community
assistance when necessary, The WSTF emergency preparedness plan is 1 viable
comporni of the ISC emergency preparedness program and complies fully with
Center, Agency and National-level guidclines. The JSC enuergency preparedness
program policy document datesd Decerher 2003 also required the Sonny Caster
Training Facility (SCTT) and NASA facilizivs at Ellington Field (£F) to develop
internal emergency response plans specific w their facilities 1o handic emergency
incidents watil assistance from JSC and oulside resources can arrive. The JSC
Office of Emergency Management will review WSTP, SCTF and T emergency
olans for compliance with NIMS and make recommendations to Ering these plans
ino oplianee as necessary.

Rased on this action, we consicer this recommendation closed. H you have any

guestions, please contact J$7/Robert GafTney a1 281) 483-4249 or by e-mail at
rohert.Lgaffeyvi@nasa.gov,

Lot Q> Cotbtrtn .

Michael 1., Coats

cCl
Ses List
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KENNEDY SPACE CENTER

KSC comments received from James Nary on July 21, 2006; SUBJECT: 1G Audit of
EPP Katrina.doc

RECOMMENDATION §

Kennedy Space Center should update their emergency preparedness plans to incorporate

the five components of the National Incident Management System (NIMS). Specifically,
plans should:

a. address the three organizational systems of the Command and Management NTMS
component;

b. define which emergency preparedness personnel require NIMS training and
ensure the training is completed:

¢. define a process for describing, tracking, and recovering resources used in
response to an emergency;

d. standardize a framework for Communications and Information Management for
emergency personnel executing operational decisions and requesting assistance
both within and external to NASA; and

e. identify within their emergency preparedness plans unique resources at their
respective Centers that are available to support emergencies.

NASA RESPONSE

Concur. Although KSC has a Consolidated Comprehensive Emergency Management
Plan (CCEMP), Joint Handbook (JHB) 2000, which is online and accessible though our
KSC Business World, we agree, some changes are necessary to bring the plan in line with
the new National Incident Management System (NIMS) structure. This online document
has 17 Joint Documented Procedures (JDPs) attached that give specific procedures for
response 1o emergencies and disasters, The KSC Emergency Management Program is
implemented by a Joint Base Operations Contract between NASA/KSC and the United
States Air Force/Cape Canaveral Air Force Station (USAF/CCAFS). Core components
of the new NIMS are dispersed throughout our CCEMP and we are working toward total
compliance within the negotiated parameters of our Joint Base Operations Contract.
Some of the changes will require a Contract Change Request, CCR, and we are working
to that end. It may not be possible to implement some of the changes since our partner,
the USAF, has not adopted the NIMS structure.

In regards 1o the 5 sub-paragraphs, we offer the following response:
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a. The three organizational systems of the Command and Management National
Incident Management System (NIMS) components are contained in Diagram
3, page 20 of our current CCEMP, JHB 2000, and Revision C. A copy of this
document will be provided upon request.

b. Those required to take the National Incident Management System (NIMS)
training are not identified in the CCEMP. Ninety-four employees, from
multiple disciplines have completed the NIMS training as depicted in the
NIMS Implementation Plan. Appropriate changes to the CCEMP will be made
to identify all employees required to complete the NIMS training.

¢. Numerous equipment items and personnel were provided to support the post
Katrina relief effort, including more than 30 employees who supported FEMA
deployments of more than 30 days, but there was no established procedure to
track these resources. Resources description and equipment tracking and
recovery procedures will be developed and will be included in our CCEMP.
All items we sent to support Katrina were returned in operationally good
condition, and all employees returned without injury or harm.

d. Communications and Information Management could be more clearly defined.
The decision process for assistance both internal and external will be revised
as appropriate for clarity.

e. Unique resources and cquipment arc very important assets during a disaster.
Communications rcsources are identified in our JDP-KSC-P-3002, Direction,
Control and Communications: vehicles, generators, and recovery resources are
identified in JDOP-KSC-P-3006, Hurricane Response and Recovery, and JDP-
KSC-P-3007, Damage Assessment. Resources will be consolidated under the
resource management component in the CCEMP.

At this time it is not certain, but the Joint Base Operations Supporl Contract (JBOSC)
between NASA/KSC and the U SAF/Cape Canaveral Air Force Station may require
modification to enable the required changes. If so, once the JBOSC has been modified,
the KSC Consolidated Comprehensive Emergency Management Plan (CCEMP), Joint
Hand Book 2000, will be revised to incorporate changes outlined above.

Projected Corrective Action Completion Date(s):
December 31, 2006. (If no contract modification is required)
March 30. 2007 (If contract modification is required)

Projected Closure Date:
January 31, 2007 (If no contract modification)
April 30, 2007 (If contract modification is required)
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NOTE: It may not be possible to modify the present contract until the end of the contract
year, which is September 30, 2008.

RECOMMENDATION 6

Based on the outcome of Recommendation 2, require component facilities to develop an
individual emergency preparedness plan.

NASA RESPONSE

Concur. Component facilities should develop an individual emergency preparedness plan.
All component facilities at KSC are required to write supporting procedures to
supplement the Consolidated Comprehensive Emergency Management Plan (CCEMP).
Kennedy NASA Policy Directive KNPD §710.1 promulgates the KSC Emergency
Preparedness Program Policy and adopts the National Incident Management System. This
document was signed on April 14, 2006 by the Director, Kennedy Space Center.

‘The NASA component facility for KSC exists at Vandenberg Air Force Base, CA. A
review of the emergency plans for NASA components at this facility will be conducted
and brought into compliance with the National Incident Management System. Action
could be completed by December 31. 2006. Itis likely that this action will require a
rewrite of the Memorandum of Agreement (MOA) between NASA and the United States
Air Force (USAF). If this is the case, once the MOA has been maodified, the KSC
CCEMP, JHB 2000 will be revised to incorporate changes outlined above.

Projected Corrective Action Completion Date(s):
December 31, 2006 (If no MOU required)
March 30, 2007 (If MOU required)

Projected Closure Date(s):

January 31, 2007 (If MOU rewrite required)
April 30, 2007 (If MOU rewrite required)

LANGLEY RESEARCH CENTER

LaRC comments received from Alan Phillips on July 13, 2006; SUBJECT: LaRC
Response to A-05-030-00

1 am sending this message on behalf of José Caraballo, LaRC's Emergency Preparedness
Officer. who is in the process of getting his PKI certificate updated.

Shown below is LaRC's response plan to the referenced O1G Report. These actions and
proposed responses were briefed on Tuesday, 7/11, to LaRC's Cenier Director and Chicf
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of Staff, along with the Associate Director for Operations and were accepted as
reasonable. Pls use these in coordinating the Agency Response to the Report.

1. Develop/include a new Annex in LPR 1046.1, "NASA LaRC Emergency Plan" that
addresses NIMS and NIMS requirements. Estimated completion date: 9/30/06.

Mr. Young -- For the next two items, the LaRC Emergency Preparedness Plan is posted
on our internal web site. Because of the requirements for privacy, training records,
sensitivity of data, etc., we recommend that we meet the intent of what the OIG is

recommending, but keep the information scparate from the Emergency Preparedness
Plan.

2. Define who/what level of NIMS training are required and keep this list separate from
the Emergency Plan -- because of training, privacy, and "need to know" concerns.
Estimated completion date: 9/30/06.

3. Develop a list of Center unique resources; again; separate and distinct from the
Emergency Plan; because of "sensitivity” and "need to know” concerns. Estimated
completion date: 9/30/06.

If you need anything further, please contact me at (757)864-8994.
Thanks.

Alan H. Phillips

Director, Safety and Mission Assurance Office
NASA Langley Research Center

Mail Stop 304

8 Langley Boulevard

B1232, Room 238A

Hampton, VA 23681

(757)864-3361 (Voice) (757)864-8918 (Fax)

MARSHAL SPACE FLIGHT CENTER

Comments received electronically from Keri Roberts on J uly 11, 2006, SUBJECT:
MSFC Comments on OIG Draft Report - A-05-030-00 - NASA's Implementation of the
National Incident Management System

DEOI1

TO: NASA Headquarters
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ATTN: Mr. Robert Young, NASA Chief Emergency Management Officer
Office of Security and Program Protection

FROM: Associate Director. Marshall Space Flight Center

SUBJECT:  MSFC Comments on the Office of Inspector General Draft Audit
Report Entitled “NASA's Implementation of the National Incident
Management System” (Assignment No. A-05-030-00)
We have reviewed the subject draft report and our detailed comments are
enclosed. If you have any questions or need additional information
regarding our comments, please contact Ms. Keri Roberts at (256) 544-

2953 or keri.h roberts@nasa.gov.
Original signed by Charles B. Chitwood on July 11, 2006 for
Robin N. Henderson
Enclosure
bee:

ASO1/Mr. Carter
RS03/Ms. Roberts

MSFC Response to the OIG Draft Audit Report “NASA’s Implementation of the
National Incident Management System (NIMS),” Assignment Number A-05-030-00

General Comments

While the OIG correctly pointed out many opportunities for improvement throughout the
Agency, this report does not appear 1o be balanced, never mentioning many of the things
that went right with the Katrina response and recovery. Because of the quick
consolidated response from the Agency, the NASA team members at the two affected
sites were well cared for. Further, due 1o the planning and the quick response of the
NASA team, the MAF area was not flooded like the rest of east New Orleans and as a
result the recovery time for facility activation was lessened significantly. Certainly there
were lessons learned but the entire NASA community came together to ensure our fellow
team members were supported. While sometimes the logistics of delivering them were
challenging, resources were never a problem. When the event was over, there were many
expressions of deep appreciation by those affected for the support they received. This
report would be much better balanced if it addressed the things that worked well in
addition to those that need improvement,

Specific Comments
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Table 1 on page 6 indicates that MSFC has not complied with any of the five NIMS
required elements. We believe this is not an accurate accounting.

Command and Management - The curtent MSFC Emergency Plan, MPR1040.3J,
addresses Command and Management to a significant degree. This element covers use of
the incident command structure, multi-agency coordination, and public information.
MSFC currently fully complics with the multi-agency coordination requirement. MSFC
has a current Interservice Support Agreement, Agreement Number W31RX1-95137-004,
with the Army’s Redstone Arsenal which clearly defines the working relationship
between the two and designates the services to be provided to each other. As an
extension of this document, the MSFC Emergency Plan clearly defines the duties of the
Army’s Redstone Arsenal Fire Department in their capacity as first responders and
Incident Commander to all MSFC emergency needs. The Army’s Redstone Arsenal Fire
Department is the only other federal agency that MSFC coordinates with. Any
requirement for coordination with another agency is worked through the NASA HQ
Office of Security and Program Protection. Public information and interface with the
media during an emergency situation is the responsibility of MSFC’s Public Affairs
Office. Their duties as associated with emergency management are clearly defined in
MSFC’s current emergency plan. While the incident command structure is dictated for a
number of disaster scenarios, it is not addressed for all perceived events. MSFC plans to
update their Emergency Plan to more clearly dictate the use of the Incident Command
System (1CS) and to ensure it is addressed for all events. We believe MSFC should have
been at least rated “partially” compliant on this NIMS element.

Preparedness - The element of Preparcdness addresses the need for NIMS training for
those required to staff the Emergency Operations Center and emergency responders.
While MSFC agrees with the OIG’s finding that all NIMS training had not been
completed before Katrina, ICS classroom training is offered annuaily and 32 emergency
responders attended the February 2005 classes. MSFC's pre-Katrina NIMS
lmplementation Plan identified a training schedule requiring completion by March 2006,
In an email to OSPP in February of 2006, MSFC requested an extension of this date to

June 2006 because of the impact from Katrina, We belicve MSFC should have been
rated “partially” compliant for this element.

Resource Management - The NIMS element of Resource Management requires a
process 10 be in place that will effectively describe, track, and recover resources used in
response to an emergency. MSFC currently does not have such a process and agrees this
would be beneficial and plans to establish one for the future. During the Katrina response
and recovery activities, however, MSFC used a system that was developed real time and
manually maintained ail records. Subsequently, MSFC was able to reconstruct all

procurements and other activities that occurred during the response and recovery efforts.
We concur in the “No™ for this category.

Communications and Information Management - MSFC agrees the Agency needs to
establish a standardized framework for communications, information management, and
information-sharing for emergencies that affect multiple centers. The current MSEC
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Emergency Plan adequately addresses communication for a local event. As the Agency-
wide system is developed, MSFC will make any adjustments to its Emergency Plan
necessary to comply. Since the MSFC Emergency Plan adequately addresses local
events and is looking to the Agency to cstablish a system for events of Agency-wide
significance, we believe MSFC should have been rated “partially” compliant for the
category.

Supporting Technologies — Whilc the MSFC Emergency Plan dous not specifically
address an inventory of resources, one is maintained in the Emergency Operations
Center. Since the 1G auditors did not ask to see this inventory. we belicve they may have
erroneously concluded that MSFC docs not have one. The next time the center
Emergency Plan is updated, this inventory will be incorporated by reference. Since the
inventory exists, MSFC believes the “No” under “Supporting Technologies” in Table 1
should be changed to “partially.”

Recommendations

5. Center Directors update their emergency preparcdness plans to incorporate the
five components of NIMS. Specifically, NASA Center and component facility
plans should

a. address the three organizational systems of the Command and Management
NIMS component;

MSFC Response: Concur. We will update our emergency preparedness plans to

address the three organizational systems of the Command and Management NIMS
component.

Corrective Action Official: AS01/Jim Carter
Corrective Action Closure Official: DEQ1/Robin Henderson
Projected Closure Date:; December 15, 2006

b. define which emergency preparedness personnel require NIMS training and
ensure the training is completed;

MSFC Response: Concur. We will update our emergency preparedness plans to define

which emergency preparedness personnel require NIMS training and ensure the training
is completed.

Corrective Action Official: AS01/)im Carter
Corrective Action Closure Official:  DE01/Robin Henderson
Projected Closure Date: December 15, 2006

¢. define a process for describing, tracking, and recovering resources used in
response 1o an emergency;

REPORT NoO. IG-06-016

43



APPENDIX B

MSFC Response: Concur. We will update our emergency preparedness plans to define

a process for describing, tracking, and recovering resources used in response to an
cmergency.

Correclive Action Official: AS01/}im Carter
Corrective Action Closure Official:  DE01/Robin Henderson
Projected Closure Date: December 15, 2006

d. standardize a framework for Communications and Information

Management for emergency personnel executing operational decisions and
requesting assistance both within and external to NASA; and

MSFC Response; Partially concur. We believe this recommendation should be
addressed to NASA HQ. MSFC already has a system that works well for local events.

It is agreed that the Agency needs to ensure a system is in place for both intra-agency and
inter-agency events, but this needs to be led from an Agency-wide perspective.

¢, identify within their emergency preparedness plans unique resources at their
respective Centers that are available to support emergencies.

MSFC Response: Concur. We will update our emergency preparedness plans to
identify unique resources at our Center that are available to support emergencies.

Corrective Action Official: AS01/Jim Carter
Corrective Action Closure Official: DE0{/Robin Henderson
Projected Closure Date: December 15, 2006

6. Center Dircetors based on the outcome of Recommendation 2, require
component facilities to develop an individual emergency preparedness plan.

NOTE: Recommendation 2 of the report states that the Assistant Administrator for
Security and Program Protection define the NASA locations, in coordination with the
Center Directors, that require an emergency preparedness plan.

MSFC Response: Concur. We will coordinate with the Assistant Administrator for
Security and Program Protection to define the NASA locations that require an emergency
preparedness plan and require our component facilities to develop an individual
emergency preparcdness plan.

Corrective Action Official: AS01/Jim Carter
Corrective Action Closure Official:  DFE01/Robin Henderson
Projected Closure Date: December 15, 2006

OFFICE OF SAFETY AND MISSION ASSURANCE
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Comments were received electronically from Kelly Kabiri on J uly 14, 2006; SUBJECT:
OSMA comments on OIG Draft Audit of EPP NIMS

Subject: Office of Inspector General (O1G) Draft Audit Report, "NASA’s Implementation
of the National Incident Management Sysiem (NIMS),” {Assignment No: A-05-030-00)

The purpose of this message is to advise the OIG through your office as the Lead Audit
Liaison Representative, of report clarifications needed as you incorporate comments
NASA-wide. Please contact Kelly Kabiri, 358-0590, if you have any questions or
concerns on OSMA provided comments. She looks forward to reviewing the draft
response prior to going to final for Mr. Saleeba’s signature.

1. Page 2, paragraph 2. Management of NASA Emergency Preparedness Program.
a. Transfer of the management of the NASA Emergency Preparedness
Program was executed in an agreement on December 13, 2004. The later
dated letter cited in 2005 was published; however the earlier document
should be cited as well.
2. Page 6, Table 1. Emergency Preparedness Plan and NIMS Components.
a. Consider the components of each center’s emergency preparedness plan to
incorporate the NIMS components. Most center Emergency Preparedness
Plans have had all of the NIMS components imbedded in them for years,
however, those components may not have met the new required format.

3. Page 1. paragraph 4. Oversight of Plans.

4. The paragraph does not express the facts that prior to January 2005;
OSMA had reviewed all NASA Installation Plans on numerous formal
occasions.

i. Since 1991, NASA Emergency Preparedness Plans were reviewed
and reports well documented as a part of OSMA Functional
Management Inspections Reviews (FMR), Process Verifications
(PV), and the Instiutional Facilities Operational (IFO) Audit
processes.

ii. The Plans have been a part of the standard reviews conducted by
the Operational Engineering Panels (OEPs), and the Federal
Voluntary Protection Program (VPP) reviews conducted by the
ULS. Department of Labor’s, Occupational Safety and Health
Administration (OSHA).

iii. Emergency Preparedness Plans were reviewed as a part of the
Chief Health and Medical Officer’s evaluation process.
iv. Since 1991, all NASA Centers present their EPP Program Plan and

status at the annual Agency wide Emergency Preparedness and
Training meetings.
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Page 11 4. Page 12, Para 4. Communication. *..NASA facilities had not identified a standard
means of communicating among the NASA Centers and component facilities,
which caused problems during the actual emergency.”

a. OSMA had funded an extensive Web Based Emergency Operations
Center (Web EOC) program for over four years to help assure
interoperability of communications,

i. The Web EOC as an agency project was funded to the Dryden
Flight Research Center for agency lead and then transferred to
Ames Research Center. The last funding in FY 2005 was $220K.
Centers with known in place Web EOC capability are DFRC,
KSC, ARC, and JPL.

b. NASA had extensive satellite communications radios and a High
Frequency (HF) communications system to support emergency
communications.

STENNIS SPACE CENTER

SSC comments were forwarded on July 18. 2006, by the Office of the Director.
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Repiv fo the At

National Aeronautics and
Space Administration

John C. Stennis Space Center
Stennis Space Center, MS 39529-6000

July 11, 2006
AA00/Office of the Director
TO: NASA Headquarters
Attn: Security and Program Protection, Deputy Assistant Administrator
FROM: Director

SUBJECT:  Draft Audit Report, “NASA’s Implementation of the National Incident

Management System” (Assignment Number A-05-030-00)

From the subject audit report, each Center Director was asked to “update their emergency
preparedness plans to incorporate the five components of NIMS™ in the specific ways listed
below in bold type. The Office of Inspector General (OIG) also asked for a “single, coordinated
Agency response” and accordingly we are providing this to your office as to the actions taken by
Stennis Space Center to address these comments:

1.

Address the three organizational systems of the Command and Management NIMS
component .

The John C. Stennis Space Center Emergency Management Plan (SPLN 1040-0006), June
2006, references the incident command structure in Section 3.1 NASA/SSC Personnel
Responsibilities and also in Appendix B.2 of the document. Multi-agency coordination is
also covered in Section 3.1 under subsection “f* concerning the SSC Emergency Council.
Public information is dealt with by reference in Appendix B. Since the plan will need to be
updated to address some of the comments below, we will update the plan to better address
the three organizational systems of Command and Management. This activity is expected to
be accomplished by September 30, 2006.

Define which emergency preparedness personnel require NIMS training and ensure the
training is completed

The list of people requiring NIMS training has been submitted previously to the OIG and, as
the audit report indicates, 100 percent of those requiring training have done so. The
Emergency Management Plan will be updated by September 30, 2006 with a list of positions
that require such training,

Define a process for describing, tracking, and recovering resources used in response to
an emergency

'S .
This is not ‘&urrently covered in the Emergency Management Plan and will be included in the
update to the plan by September 30, 2006. )
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4. Standardize a framework for Comimunications and Information Management for
emergency personnel executing operational decisions and requesting assistance both
within and external to NASA

This process needs to be worked collaboratively with all NASA Centers, Stennis will update
Section 4.2 Communications in our Emergency Management Plan to reflect that process in
the September 30, 2006 update.

5. Identify with their emergency preparedness plans unigue resonrces at their respective
Centers that are available to support emergencies

This is not currently covered in the Emergency Management Plan and will be included in the
update to the plan by September 30, 2006,

As stated above, we plan to address all the findings by updates to our Emergency Management
Plan by September 30, 2006. This plan was recently released and addressed NIMS terminology
and processes as we understood them at the time. If you have any questions concerning these
comments, please contact our Emergency Director, Ronald Magee, at 228-688-1417.

’f.«déé‘z

Richard J. Gilbrech, Ph.D.

cc:

Center Operations Director/Ms. Benigno

Emergency Director/Mr. Magee

Audit Liaison Representative/Mr. Roth

Headquarters/ NASA Emergency Preparedness Officer/Mr. Young
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REPORT DISTRIBUTION

National Aeronautics and Space Administration

Administrator

Deputy Administrator

Chief of Staff

Assistant Administrator for Security and Program Protection

Director, Management Systems Division, Office of Infrastructure and Administration,
Office of Institutions and Management

Director, Ames Research Center

Director, Dryden Flight Research Center

Director, Glenn Research Center

Director, Goddard Space Flight Center

Director, Jet Propulsion Laboratory

Director, Johnson Space Center

Director, Kennedy Space Center

Director, Langley Research Center

Director, Marshall Space Flight Center

Director, Stennis Space Center

Non-NASA Organizations and Individuals

Office of Management and Budget

Deputy Associate Director, Energy and Science Division

Branch Chief, Science and Space Programs Branch

Government Accountability Office

Director, Defense, State, and NASA Financial Management, Office of Financial

Management and Assurance

Director, NASA Issues, Office of Acquisition and Sourcing Management
President’s Council on Integrity and Efficiency

Chair, Homeland Security Roundtable

Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Committee on Appropriations
Senate Subcommittee on Commerce, Justice, and Science
Senate Committee on Commerce, Science, and Transportation
Senate Subcommittee on Science and Space
Senate Committee on Homeland Security and Governmental Affairs
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Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member (continued)

House Committee on Appropriations

House Subcommittee on Science, State, Justice, and Commerce
House Committee on Government Reform

House Subcommittee on Government Management, Finance, and Accountability
House Committee on Science

House Subcommittee on Space and Aeronautics
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Tony Lawson, Project Manager, Science and Aeronautics Research Directorate
Frank Kelly, Auditor
Lynette Westfall, Auditor
Steven Siu, Auditor
Joann Ruiz, Auditor
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OFFICE OF INSPECTOR GENERAL

ADDITIONAL COPIES

Visit www.hqg.nasa.gov/office/oig/hg/audits/reports/FY06/index.htral to obtain additional copies of this
report, or contact the Assistant Inspector General for Auditing at 202-358-1232.

COMMENTS ON THIS REPORT

In order to help us improve the quality of our products, if you wish to comment on the quality or
usefulness of this report, please send your comments to Ms. Jacqueline White, Director of Quality
Assurance, at Jacqueline. White@nasa.gov or call 202-358-0203.

SUGGESTIONS FOR FUTURE AUDITS

To suggest ideas for or to request future audits, contact the Assistant Inspector General for Auditing.
Ideas and requests can also be mailed to:

Assistant Inspector General for Auditing
NASA Headquarters
Washington, DC 20546-0001

NASA HOTLINE

To report fraud, waste, abuse, or mismanagement, contact the NASA OIG Hotline at 800-424-9183 or
800-535-8134 (TDD). You may also write to the NASA Inspector General, P.O. Box 23089, L’Enfant
Plaza Station, Washington, DC 20026, or use http.//www.hqg.nasa.gov/office/oig/hg/hotline. html#form.

The identity of each writer and caller can be kept confidential, upon request, to the extent permitted
by law.




