Inspector General's Remarks

The Agency facesincreasing chdlengesin its misson to explore and develop soace for both
commercid and srategic governmental uses. These chdlenges continueto test NASA's
management of its resources, including human capitd.

Our report for this period is digned with the Top Ten Management Chalenges. Those chalenges,
identified in Appendix 1V, represent our assessment of the highest vulnerabilitiesand risk to
NASA's missons and programs. Among others, Sgnificant areas of concern during this period
continue to indlude safety and misson assurance, information technology (1T), and procurement.

For example, dthough safety isto be conddered anumber one priority in NASA programs, an
audit disclosed long sanding safety risks acrass many aress, induding the sefety of workers, pace
hardware and software, and two buildings—the Space Station Processing Fadility and the
Operationsand Checkout building at the Kennedy Space Center (Kennedy). While management
authorized variances dlowing the use of noncompliant, potentidly hazardous materidsin those
buildings, neither the Kennedy nor the contractor safety office performed risk analyses to support
the variances, which could have identified, documented, and appropriatdy mitigated the risks of
usng those maerias

In testimony before the Senate Committee on Governmenta Affairs, | provided commentsto
S.1993, the Government Information Security Act of 1999. The Act recognizesthat I T security is
one of the most important issues in sheping future Federd planning and invesment. My office will
continue to focus sgnificant resourcesin the areas of information technology security and
information systems security because we continue to find Sgnificant vulnerabilitiesin thisarea. For
example, an ingpection of persond computer hard drives found resdud sengtive information on
some that were designated for excess or trandfer. Weissued a security dert, Clearing Computer
Informetion from Your Computer’sHard Drive, that provides guiddines for assuring informetion
on computer hard drivesis erased and unrecoverable. We d o made avareness presentationsto the
Security community regarding this concern. In addition, we digtributed the pamphlet to dl
Ingpectors Generd aswell as NASA congressond oversght and gppropriations members. Audit
work aso demondrated vulnerahilitiesinthe I T security arena. For example, audits of recovery
plansfor human space flight misson-reated sysemsfollowing anaurd or other disaster indicated
aneed for improvement as well as the need for management to place stronger emphasis on disaster

recovery planning.
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The Government Accounting Office repeatedly identifiesNASA contract management asamgor
management challenge and program risk. Because NASA expends asgnificant portion of its
annud budget on procurement, my office continuesto review the effects of the changing NASA
procurement process on the Agency’ s programs and projects. Our work found wesknesses in many
agpects of the procurement processthat have | eft the Agency vulnerable to crime, fraud,
unreasonable prices, poor quaity goods and services, and other negative misson impects. To
increase avareness of Agency and other Federd contract managersto the indicators of fraud, wadte,
and abuse in Government contracting, the Assstant Inspector Generd for Inspections,
Adminidrative Investigations, and Assessments and | persondly have conducted severd outreach
adtivities emphasizing detection and prevention to the contract management community. The audit
and investigations Staff aso conduct outreach activities to the procurement community.

Thisreport represents our work for the period October 1, 1999, through March 31, 2000. My office
will continue to monitor those areas representing significant management challenges to the Agency
with particular focus on safety, informeation technology, and procurement.

| look forward to working with the Adminigtrator and the Agency to assure a successful, cogt-
effective aerogpace program.

T be Ao s Gy

Robeatal. Gross
Ingpector Generd
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Organizational Overview

The Agency

The Nationd Aeronautics and Space Adminigration (NASA) isaFederd research and engineering
agency with agtated missonto:
Advance and communicate scientific knowledge and understanding of the Earth, the
solar system, and the universe and use the environment of space for research.
Explore, use, and endble the development of goace for human enterprise.
Research, deveop, verify and trandfer advanced aeronauitics, space, and related
technologies.

NASA’s budget authority for fiscdl yeer (FY) 2000is$13.6 hillion.

NASA accomplishes its space, agronatics, stience, and technology programs through its nine
Centers, the Jat Propulsion Laboratory (JPL), and contractors located throughout the country.
NASA dsoreieson partnershipswith large and small off-site contractors, members of the
academic community; other Federd, date, and loca agencies; and other space agencies throughout
theworld. Approximately 19,000 NASA employees are dispersed among Headquarters and
NASA'sfidd locaions The management of NASA programsis organized around four Strategic
Enterprises.
- SpaceScience,
Earth Science,
Human Exploration and Development of Space, and
Aerogpace Technology.

The Office of Inspector General

The Office of Ingpector Generd (OIG) isadiverse multidiscipline workforce located at Head-
quartersand in offices a dl NASA Centers, JPL, and other Sites throughout the country. The
current organizationd structure focuses resources on those areas representing the Agency’ s highest
vulnerabilities, especialy procurement, 1T, tdlecommunications activities, and export of sergtive
technology controls and processes. Under the generd direction of the Ingpector Generd, the
Assgant Ingoectors Gengrd (AIG's) for the OIG' s three mgjor program offices (Office of Audits;
Office of Crimind Investigations, and Office of Inspections, Adminidrative Investigations, and
Assesaments) develop, implement, and manage thelr respective programs. The Counsd to the
Ingpector Generd and the OIG legd aff provide advice and assistance on avariety of legd issues
and mattersrelating to the OIG’ sreviews of Agency programs and operations. The Executive
Officer to the Ingpector Generd serves as the congressiond liaison.
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OIG
Organization

The Director, Resources Management Divison, advisesthe Inspector Generd and dl other OIG
managers and gaff on adminidrative, budget, and personnd matters, and oversees Ol G adherence
to management policies. Under the Director’ s guidance, the OIG exercises full, autonomous
personnd and budget authority. (Reference Sections 6(a)(6), (7), and (8) of the Ingpector Generd
Act, 5U.SC. [United States Code] Appendix 111)

Inspector General
Roberta L. Gross

Counsel to the
Inspector General

' Francis P. LaRocca

Executive Officer
Alan J. Lamoreaux

Assistant Assistant Assistant Director,
Inspector Inspector Inspector Resources
General General General Management
For For For Division
Auditing Investigations Inspections,
Administrative
Investigations,
And
Assessments
Russell A. Samuel A. David M. Charles E.
Rau Maxey Cushing Heaton, Jr.
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Organizational Overview

Office of Audits The Office of Audits provides abroad range of professional audit and
advisory sarvices of NASA and contractor activities thet focus on key
issuesimpacting the NASA misson, and are respongve to congressond
and adminigration leadership. During this period, the OIG issued 31 audit
reports that addressed program and operationa areas with ahigh
vulnerability of risk and impact on NASA operations, internd control
weeknesses, and other management deficiencies. Appendix | ligsthese
reports. Because many of NASA's mgor contractors are aso Department of
Defense (DoD) contractors, the services of the Defense Contract Audit
Agency (DCAA) arerdied upon for some audits. Informeation on dl
DCAA reportsissued and action taken by NASA management during the
6-month period is contained in Appendix I11. In addition, we continue to
reengineer the process used for fulfilling our statutory responghbilities
related to contract audits and audits of NASA grants and contracts &
educationa and nonprofit inditutions that are performed by public or Sate
auditors, and assure that those auditors meet Government audit Sandards
Our god isto enhance the protection of NASA personnel and resources
through published reports; consulting engagements, commentary on NASA
policies and deterrence of fraud, waste, and abuse.

The Office of Ingpections, Adminidrative Investigations, and Assessments

Office of Inspections, (IAIA) gaff providestimdy and congdructive eva uations of Agency

|m2irt?£§g§2v§nd programs, projects, and organizations. The IAIA gaff conducts assessments
Assessmer;ts of palicies, processes, dructures, and operations to detemine whether

resources are effectively managed and applied toward accomplishing
NASA’smissons. Other IAIA projectsinclude focused reviews of specific
management issues and plans. ThelAIA gaff dso conducts adminidrative
investigations* These investigations indlude misuse of Government
equipment and other resources, employee violaions of the Standards of
Conduct, and other forms of misconduct.

ThelAlA gaff continued its support of the Office of Crimind
Investigations (OCl), partnering with specid agentsin the conduct of
crimind cases and providing technical ingght and advice in areas such as
procurement and engineering.

1 Inquiries involving non-criminal allegations or administrative wrongdoing.

Semiannual Report to Congress
October 1, 1999—March 31, 2000



Office of Criminal Although OIG investigations originate from many sources, amgority of

Investigations investigations are predicated on information provided by NASA, cortractor
employess, or other Federal agencies. The OIG continuesto focus
investigative resources on preventing and detecting fraud, crimind activity,
and wagtein NASA''s procurement activities and has expanded its capability
to investigate Satutory violationsin the Agency’ s dectronic data processing
and advanced technology programs. Theincidents of computer intruson are
increasing. The Computer Crimes Divison (CCD) not only detects
computer intrusons, but aso works with the Agency to protect the integrity
and enhance the security of NASA'sIT systems

Counsel to the The Counsd to the Ingpector Generd isthe centrd officid for the review
Inspector General and coordination of dl legidation, regulations, Freedom of Information Act
(FOIA) requests, and legd matters requiring OIG atention. The OIG legd
daff provides advice and asssance to senior OlG management, Saff
auditors, ingpectors, and investigators, and serves as counsd in adminis-
trative litigation in which the OIG isa party.

Executive Officer tothe  The Executive Officer to the Ingpector Generd isthe primary point of
Inspector General contact for congressond relaions.
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Issues and Highlights

Acquisition Reform

Acquistion reform has had asignificant impact on NASA. Over thelast 5 yearsNASA has congstently
expended dmost 87 percent of itsannua budget on procurement of goods and services—nearly $12.7
billionin FY 1999.

The Government has reengineered its acquisition process through congressiond passage of the Federd
Acguigtion Streamlining Act (FASA), Federd Acquistion Reform Act (FARA), Clinger-Cohen Act, and
the Federd Activities Inventory Reform (FAIR) Act. Snce NASA awards a Sgnificant percentage of its
budget in contracts, grants, and other agreements, the effect of these changes on NASA' s business processes
ismegnified. The OIG continues to focus on the NASA procurement process and how changesin the
process have affected Agency programs and projects. Our audits, ingpections, and investigations have
identified the following acquidtion issues that require management's attention.

Sncethe early 1990's, NASA has undergone asgnificant reduction in its most

va uable asset—people. NASA's procurement staff has been reduced by 28 percent.
While NASA has consolidated many of its contracts, the number and dollar value ($113 million over those
of FY 1998) of NASA awards has actudly increased. This further compounds the impact of the loss of
human capitd. NASA'’ s procurement expendituresin FY 2000 are projected to increase even more. Further,
NASA hasimplemented numerous procurement initiatives such as performance-based contracting (PBC),
electronic commerce, and risk-based acquistion management. NASA must make certain thet the Agency
has sufficient personnd with the proper skillsto effectively manage its acquisitions.

Human Capital

The reduction in human capita is not unique to the NASA procurement community; many other NASA
organizations have been affected. To offset this reduction in resources, NASA has been shifting work from
Government personnd to the private sector. The percentage of funds spent on service contracts hasrisen
more than 50 percent during the 1995 to 1999 period.? The shifting of work from civil servantsto private
indugtry is an acceptable practice; in fat, it is encouraged by both the Office of Management and Budget
(OMB) Circular A-76 and the FAIR Act, when gppropriate. However, increased performance of services,
particularly on-ste sarvices, by the private sector personnel must be managed carefully by Federd agencies
to avoid issues rdated to persond sarvices contracting and inherently governmenta functions. An ongoing
assessment about the use of NASA support service contractors indicates that both persona services and
inherently governmenta issuesexist a NASA.

2Sources: FY 1995 and FY1999 NASA Annual Procurement Reports.
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Loss of Government Oversight ~ With aquisiion reform, cutbecksin procurement personnel,
and incressad emphasis on PBC, NASA' s philosophy has
shifted from one of contract oversght to one of providing contract ingght. Oversght islabor intensive and
requires increased Government involvement in the day-to-day contractor operations. Ingght primerily
involves the monitoring of customer-identified performance metrics and contracted milestones.

NASA may have been too zedousin its reduction of contractor oversght thereby increasing program and
contractor performancerisks. Recent OIG auditsof NASA programs and practicesidentified severd risks
resulting from the reductions in contractor oversight. Specificaly, we found ingtances where criticad testing
and contract and subcontract oversight activities were not performed. For example, arecent audit® identified
problemsin the designing, building, and safeguarding of hardware, aswdl as employee noncompliance
with quality system procedures. The contractor did not act on these problemsin atimey manner, duein part
to thelack of overgght activity.

Our review of NASA'’'s performance management of the Internationa Space Station (1SS) program,
conducted a the request of the NASA Adminigrator, found thet the performance management needed
improvement. The review disclosad thet from October 1998 to February 1999, the | SS contractor reported
unredigticaly low esimates of projected cost overrunsto NASA management. Ample evidence of the
contractor’ s continued degradation of cost performance was available to NASA management a dl leves
Headquarters, Johnson Space Center (Johnson), and the I SS Program Office. However, management
officids did not effectively chalenge the contractor’ s estimates, which resulted in the payment of $16
million in unearmed incentive fee

The Defense Contract Management Agency (DCMA)
(formerly the Defense Contract Management
Commeand), the DCAA, and DoD adminigrative contracting officers provide contract administration
support to NASA a mogt contractor locations. Similarly, the Office of Nava Research fulfillsthe
respongbilities a most grantees. Like NASA, these agencies have dso undergone significant human capitd
cutbacks, which compounds NASA’ srisk associated with contractor performance. For example, ongoing
NASA OIG audits of hedlth care costs and the professiond and consultant services arefinding little, if any,
review of cogs charged to NASA contracts.

Contract Administration Reductions

Lack of Competition Competition iskey in reducing the cost of goods and servicesfor the
Government. The Competition in Contracting Act requires full and open
competition on Government contracts to the maximum extent practicable. Of the approximatey $12.7
billionin NASA procurementsin FY 1999, over $3 hillion were not available for competition.* Of the
remaining $9.6billion, dmost $4.2 hillion (43.3 percent) were not openly competed. An audit concluded

3 Audit 1G-99-054, September 28, 1999, “JPL Management of Subcontractor Technical Performance.”

4This $3 billion includes procurements such as the use of mandatory sources (i.e., the National Institutes for the
Blind and Severely Handicapped), set-aside programs (i.e., the Small Business Administration’s 8(a) program),
and contracts with providers of utilities.
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Issues and Highlights

that dthough NASA’ s noncompetitive procurement actions were adequatdy supported, technica analyses
for many of those actions were inadequate. > We identified similar inadequaciesin technical anayses
assodiaed with the | SS, Without technica input, the contracting officer’ s ability to develop a sound and
supportable pre-negotiation pogtion is diminished, which may in turn wesken the likdihood thet the
Government is getting the most favorable price from the contractor. Recent audits of the purchasing systems
of two Johnson contractors indicated similar wesknesses in contractor purchasing systems. © While
contractors gppropriatdy awarded and managed subcontracting activities on their NASA contracts, they did
not provide adeguate supporting documentation for noncompetitive procurements. Recent DCMA
purchasing system reviews aso indicated that few subcontracts were competed. Thelack of competition at
both the prime contract and subcontract levels reduces NASA’ s assurance that the Agency isrecaiving the
begt avallable price for goods and services.

S.1993, Government Information Security Act of 1999

The Ingpector Generd headed a President’ s Coundil for Integrity and Efficiency/Executive Council for
Integrity and Efficiency (PCIE/ECIE) working group to consolidate and provide the Ingpector Generd
community’s comments on the bill. She aso tedtified on the merits of this legidation before the Senate
Committee on Governmentd Affairs on March 2, 2000.

The purpose of thishill isto provide acomprehensve framework for establishing and ensuring the
effectiveness of controls over information resources that support Federd operationsand assets. It

contempl ates strengthening respongibilities and communication anong OMB, agency heads, Chief
Information Officers (ClIO's), and Program Managersto ensure better control and oversight of IT sysems.
It d 0 recognizes the highly networked nature and vulnerability of the current Federal computing
environment and provides for Government-wide management and overgght of civilian, nationa security,
and law enforcement communities. The bill aso requires an annua independent evauation of agency
information security program by the agency’ s Inspector Generd, the Genera Accounting Office (GAO), or
an independent externd evaugaor.

In her testimony, the NASA Ingpector Generd provided various PCIE/ECIE working group
recommendations, aswell as her experiences with information security challengesa NASA. The
recommendations included:

Ensuring that Offices of Ingpector Generd are provided necessary resources (Saff budgets,
training, trave, etc.) necessary to accomplish their annud evauations of agencies information
Security programs.

51G-99-056, September 28, 1999, “NASA Noncompetitive Procurements.”
6 1G-00-002, December 21, 1999, “Raytheon Subcontract Management;” and 1G-99-042, September 16, 1999,
“Allied-Signal Subcontract Management.”
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Clarifying thet the Act would gpply to dl PCIE and ECIE Inspectors Generd. Aswritten, the
bill may not have gpplied to dl satutory Ingpectors Generd.

Providing agency CIO' swith necessary leverage and control of resources to successfully
develop, implement, and evduate thair agencies’ informeation security programs.

Recommending that the Senior Agency Information Security Officer, apogtion required by
the bill, report to the agency CIO.

Reporting security incidents, specificdly to the agency Ingpector Generd, aswel as other law
enforcement offices, asgppropriate.

Reporting only significant deficienciesingtead of reporting al deficiencies, so agencies could
discern the true condition of their systems and controls and focus attention on the greetest risks.

During her testimony, the Inspector Generd reported that NASA' s management of network security crested
vulnerabilities The OIG has repeatedly recommended increased authority for the ClO and questioned the
effectiveness of decentrdizing and fragmenting I'T security functions. NASA’ s organizationd gpproach to
security, which in our opinion is based on management by consensus, resultsin delayed issuance and
implementation of needed policies and procedures. Our recent information systems audits are highlighting
security concernswith some of NASA’smod critical sysemsand applications.

In summary, the Ingpector Generd supported S.1993 as a pogtive sep in highlighting the importance of
centraized oversght and coordination in responding to risks and thregtsto I T security. The Ingpector
Generd community has dready been involved in IT security oversght and crimind investigation of
network intrusons. S.1993 provides an even greater role. Thistask will require Ingpector Generd
commitment of staff and other resources. The agencies, OMB, and Congress must provide the leadership
and budgetary support for dl the key playersthe Act enligs to defend the Nation’s network systems.
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Issues and Highlights

Potentially Hazardous An audit disclosed that ground workersin the Space Station
Materials Used in Kennedy Processing Facility and the Operations and Checkout building are
Payload Processing Facilities | using potentially hazardous materials without exercising proper
(SeePagel7) control and safety precautions. Findings indicate thet the contractor
safety personnel have nat performed adequate inspection of the
fadilities and neither Kennedy nor contractor safety personnel have
reviewed documents authorizing use of these materias. Consequently, NASA lacks assurance that
associated safety risks are adequately identified, documented, reviewed, and mitigated.

The audit of the 1SS prime contract showed that Boeing reported Perfor mance M anagement of

unredigticaly low estimates of projected cost overrunsand | SSPrime Contract Nesds
presented the cost detato indicate thet no additional overruns | mprovement
would occur. Also, Boaeing did not promptly advise NASA of (SeePage18)

potentiad increases due to Boeing's reorganizaion. The
reorganizetion may result in NASA'’s being charged an esimated
$35 million in reorganization codts for the 1SS Program through contract completion.

UNIX Security ControlsNeed

I mprovement An audit of aUNIX-based criticel system development environment
(SeePage19) identified weeknesses in security controls that could expose thet
environment to compromise.

Twenty-two percent of the targets reviewed did not have written Processfor Validating
assessment of performance that accurately reflect supportingdata | NASA’s Performance Data

and actud results. Management took respongive action to our Under GPRA [Gover nment
recommendations for improvement. Performanceand ResultsAct]
Can Belmproved
(SeePage2l)

11
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An audit showed NASA has not adequatdly performed drategic
planning for the Space Trangportation mission. We dso found that
program documentation gpproving the X-34 Prgject and the
Future-X Program was not completed, and appropriate procedures
and interna controls were not in place to ensure cost/benefit
andyses wereincluded in decisons rdated to the X-34.

NASA Lacks Assurance

Contractorsare Exporting
Contralled Technologiesin
Accordance with Applicable
Lawsand Regulations
(SeePage24)

Findingsin an audit indicate that up to $3 billion of NASA
programs/projects reviewed potentialy could be exposed to
increased codts due to noncompliance of those programswith
NEPA.

I ngpection of Center
Computer Hard DrivesFinds
Resdual User Data

(SeePage45)

ImprovementsareNeeded in
Space Trangportation
Strategic Management and X-
34 Program/Project

M anagement

(SeePage22)

Our audit found that NASA’ s current export policies do not dlearly
define the Agency’ s oversight respongbilities regarding its
contractors who export controlled technologies. Additiondly, the
Agency has not established contract requirements for contractorsto
notify NASA when they deem it necessary to obtain an export
licensein furtherance of aNASA program, or when exportsare
effected againg those licenses.

NASA'’sI mplementation of
the National Environmental

Policy Act (NEPA) Can Be
Improved

(SeePage 25)

Our ingpection found resdua user data and copyrighted software on
the hard drives of computers designated for digposd, trandfer, or
excess We issued amanagement dert concearning the risks
associated with this condition, which we have published asa
persona computer user information pamphlet. The pamphlet
provides indght into the risks associated with improper dearing of

filesfrom computer sorage devices and offersingructions on the proper methods to delete compuiter files.
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To avoid the cogt of further litigation, aNASA contractor agreed to
sttleaqui tam lawsuit for $38.0million. The contractor dlegedly
passed on to the Government unalowable sde and |eassback
charges for the contractor’ s corporate heedquarters.

Indictment Alleges$1.2
Million Criminal Forfature
(SeePage53)

A company was ordered to pay $885,519 in restitution to NASA
for violating the Mgor Fraud Act. To obtain a$3.2 million contract
under the smd| business set-adde program, the company had
fasdy certified it was a Smdl, Woman-owned Busness

Issues and Highlights

$38.0 Million Settlement in
Qui Tam Lawsuit
(SeePage53)

A former contractor employee and aformer owner of an dectronics
busness were indicted for dlegedly conspiring to rig bids for computer
eguipment and committing multiple acts of theft, wire fraud, money
laundering, and payment of kickbacks. Theindictment dleged a
crimind forfature againg both subjects of more than $1.2million.

Subcontractor Ordered to Pay
$885,519 in Regtitution

(SeePage53)
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Revised Management Decisions
and Disagreements on Proposed Actions

Revised Decisions

Section 5 (8)(11) of the Ingpector Generd Act, as amended, requires a description and explanation of the
reasons for any sgnificant revised management decison made during the reporting period.

During this period there were no such ingtances.

Disagreement on Proposed Actions

Section 5(8)(12) of the Inspector Generd Act, as amended requires reporting of any significant management
decigons with which the Inspector Generd disagrees. The following summarizes two reports on which the
Ingpector Generd disagrees with management’ s decisons.

PCIE AUDIT OF AIRCRAET The one remaining open recommendation dedlt with performing cost
MANAGEMENT andysesin accordance with OMB Circular No. A-76. We estimated
March 28, 1995 that NASA could save $5.8 million annudly by usng commercid
Report No. LA-95-001 arlinesinstead of NASA airaraft. Although management agreed with

the recommendation, follow-up reviews during 1995 through 1998
for severd arcraft found that management had not performed a cost andlyss that complied with OMB
Circular A-76 for any of itsarcraft. In March 1999, management provided a cos andyssfor one arcraft
that they bdieved complied with OMB Circular A-76. For our follow-up, we reviewed this cost andys's
under a separate assgnment and issued report 1G-99-057, which is summarized below.

AIRCRAFT MANAGEMENT Marshdl Spa:eFllght Center (Ma’§Td|) OfflCldSprepHeda‘lOMB
NEEDS IMPROVEMENT Circular No. A-76 study of NASA-3, an arcraft used by Marshal.
September 30, 1999 Circular No. A-76 requires cost effectiveness andysesin order for
Report No. 1G-99-057 agendiesto justify retention of arcraft. Our audit, found that NASA's

use of the NASA-3 arcraft to trangport personne and equipment did
not quaify as one of the purposes for which Federd policies authorize agenciesto own or lease aircreft. We
edimated thet the cogts for usng commercid arlinesis $2.9 million less than the cogts for operating NASA-
3 over the 5-year period covered by the A-76 sudy. We aso found that NASA was evduaing aplan to
replace three misson management aircraft, including NASA-3, and upgrade afourth arcraft. Management
had not performed an A-76 study supporting the proposed arcraft purchase and upgrade, which would cost
$43.9 million. We recommended that management dispose of NASA-3 and use commercid arlinesto
satisfy Marshdl's trangportation requirements, revise Agency policy to conform with OMB requirements,
evaduate commerdd arlines and other aviation services when conducting A-76 sudiesfor aircraft, and
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Management Decision

terminate plansto replace the existing misson management arcraft. Management elther nonconcurred or
proposed nonrespongve actions to the report's five recommendations

Because of the continuing disagreement, we referred both reports to
the Audit Followup Officer (AFO). On December 21, 1999, the
AFO gated that management would not inditute the corrective
actionsdited in the reports. We strongly disagree with management’ s position. Asaresult of the AFO
decison, we bdieve, and NASA management disagrees, that NASA isin noncompliance with Federa
policy regulating arcraft operaions, aswel as41 Code of Federd Regulations 101-37, Government
Aviation Adminigration and Coordination. In addition, NASA will continue to spend severd million dollars
more each year to operate dedicated arcraft rather than use less expendve commercid dterndives.

Management Decision
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Significant Audits

Safety and Mission Assurance

Potentially Hazardous At therequest of the House of Representatives Committee on Science,
Materials Used in Kennedy the OIG conducted an audit to determine whether (1) safety

Payload Processing Facilities respongibilities between Boeing, K ennedy's Payload Ground

Report No. 1G-00-028 Operations Contractor (PGOC), and NASA aredearly defined;

(2) hezardous materids are being usad in Kennedy’ s processng
fadlities, and (3) hazardous materidsthat are used are properly controlled. A January 1997 contract
modification revised Boeing' s PGOC satement of work to darify and etablish safety responghbilitiesfor
Boang, NASA, and other contractors & various Kennedy processing facilities Thosefadlitiesindudethe
Space Station Processng Fadility (SSPF) and the Operations and Checkout (O& C) building where Boeing
performs payl oad-processng activities for the Space Shuttle (Shuttle), expendable launch vehides (ELV), and
flight dements of the ISS. We found thet ground workersin both the SSPF and the O& C building are using
potentialy hezardous materia s without exercising proper control and safety precautions. Improper use of these
materias posesapatentia hazard to ground workers and increases the risk of damage to Shuittle payloads and
other equipment. Findings indicate that Boeing safety personnd have not performed adequate, contract-
reguired ingpections of the fadilities and neither Kennedy nor Boeing sefety personnd have reviewed the
Materids Usage Agreements (MUA’s) authorizing use of these materids Asaresult, NASA lacks assurance
that assodiated safety risks are adequately identified, documented, reviewed, and mitigated. We recommended
thet management (1) implement procedures to ensure the safe use of excepted materidsthat do not meet basic
gandards for flammatiility res tance and dectrodtatic discharge, (2) darify ingructionsfor preparing MUA'S,
and (3) increase survellance of Boeing' s ingpection procedures. We aso recommended that the PGOC
Contracting Officer (1) determine whether thereis abasisto withhold contract cogts rdated to noncompliant
pladtics, foams, and adhesives, and (2) ensure that proper contract award fee action istaken based on
Kennedy' sincreased survalllance of the PGOC. Management concurred with the recommendetions. Kennedy
has planned or implemented additiona procedures to ensure the sefe use of materiasthet do not meat
gandardsfor flammahility and dectrodtatic discharge. The Center has dso agreed to darify the proceduresfor
preparing MUA'’ s and to incresse survelllance of the PGOC. Kennedy management aso provided extensve
comments on our findings, induding characterizing the materids as * noncompliant” rather than “ potentialy
hezardous”

Inefficiencies in Quality Theaudit of quaity assurance for gpace flight hardware suppliers
Assurance for Space Shuttle showed thet quality assurance processes for the orbiter vehides were
Spare Parts effective but not dways efficient. In kegping with Government
Report No. 1G-00-011 downsizing and the advent of the performance-based Space Rlight

Operations Contract, the Space Shuttle Program (SSP) Manager and NASA safety and misson assurance
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offidds reduced “ Government Mandatory Ingpection Points’ for Shuttle processng and vehide
manufacturing and took sgnificant gepsto ensure the safety of Shuttle operations However, the SSP
Manager has not updated or streamlined criteriafor diminating unnecessary ingpection points at spare parts
suppliers, and has not consolidated qudity assurance requirements using aprogram-level goproach. Asa
result, NASA has redundant Government quiity assurance resources & some locationsthat could be used
more effidently to perform other quality assurance functions. We recommended that NASA management
esablish palides and procedures to improve the efficiency of qudity assurance & the supplier levd. While
management concurred with the report finding, the proposed corrective actions are not respongive to the report
recommendations. We requested management to review further its position on the report recommendations
and provide additiond comments

International Space Station|

Performance Management of At the request of the NASA Adminigrator, the OIG evaduated the

the ISS Prime Contract Needs performance management of the ISS prime contract with The

Renort No. 16-00.007 Bosing Company (Boeing). The review showed thet Boeing

reported unredidicaly low estimates of projected cost overrunsand

presented the cost datato indicate thet no additiona cost overrun would occur. Although the Program Office
was aware and had evidence of cost overruns and schedule dippages, it did not refute the contractor's
esimae. Asaresult, Boeing received unearned incentive fees totding $16 million that the Agency later
recouped. Also, Boeing did not promptly notify NASA about the potentid cost increases dueto Boeing's
reorganizetions. NASA will be charged an estimated $35 million in reorganization cogsfor the 1SS
Program through contract completion. The contractor submitted its proposals too late to be negotiated prior
to the provisond hilling rates being adjusted upward and paid by NASA a the higher levels. The proposed
increases were submitted with little or no forewarning to NASA. Asaresult, NASA may be paying higher
cogts than necessary before the Government completesits review and negotiation of the proposed pricing
and billing rates.

We made 14 recommendations to strengthen | SS performance management and minimize or diminate the
cost impact to NASA of contractor restructuring activities. For example, we recommended thet the Program
Office (1) develop policies and procedures to ensure thet Program cost esimaes are redidtic, and (2)
designate a point-of-contact to coordinate significant issueswith Boeing and DCMA corporate officasto
ensurethat |SS Program interests are adequiatdly addressed.
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Significant Audits

Management concurred or partialy concurred with &l recommendations and initiated respongve corrective
actions. We are monitoring Sx of the recommendations for reporting purposes pending implementation of
agreed-to corrective actions.

Information Technology,

UNIX Security Controls Need In December 1996, NASA approved and provided funding for a

Improvement magor System upgrade project. The operating system supporting the

Report No. 1G-00-014 environment in which programmers devel op software for the project

is UNIX-based. Dueto the criticdity of the sysem, the UNIX

environment should provide an gppropriate leve of security and integrity for the deve opment of the system
and subsequent migration of the systlem into production. An OIG audit in the sysem devel opment
environment identified wesknessesin the areaof UNIX security controls. Without adequate UNIX security
contrals, the system deve opment environment could be compromised by an unauthorized source without
detection. We found that management needs to review the wesknesses identified and improve controlsin
catan aess

Someissueswill remain open pending completion of actions identified by management in their reponse.

Opportunities to Improve An audit a Johnson of amisson-related sysem disaster recovery
Disaster Recovery Plan and plan (the Plan) and the physical and environmenta controlsidentified
Physical and Environmental 14 wesknesses that require corrective action. Johnson canimproveits

Controls Identified

Report No. 1G-00-017 disagter recovery planning and capatiility in the arees of

documentation, risk assessment, extended backup srategy, testing,
server backup and off-dte orage, and training. In addition,
management should improve physica access and environmenta conditions. Management concurred with
maogt of the recommendations. For example, management agreed to develop test plans and procedures and
exerdsethem a least annudly. In addition, they will develop detalled backup procedures for serversand
hodgs. Y et, management committed only to evauating the feagibility of storing sysem documentation
related to disaster recovery off-gte. Additiondly, management does not agree with the necessity for
additiond controlled accessto adient-server room, ingdlation of afire suppresson sysemin certan
processing rooms, and congtruction of fire retardant walsin a data processng area.

We asked management to recongder its pasition on the open recommendeations and provide additiond
comments to the find report.
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Procurement

Government and Contractor R@/th&)l’l eridGSda/dOPment’ mmenmce' operations, and

to Strengthen Oversight of sudtaining engineering for the Space Station Training Fecilitiesand
Noncompetitive the Part Task Trainer under acogt plus award fee contract. The
Procurements contract requires Raytheon to subcontract on acompetitive basisto

Report No. 1G-00-002 the maximum practicd extent. To fadilitate compliance with the

requirement, Raytheon required requesting organizations to prepare written judtifications for procurements
awarded on anoncompetitive basis. An audit showed Raytheon's purchasing policy did not require
Raytheon personne to kegp documentation supporting judtifications for noncompetitive procurements. Asa
result, Raytheon officids did not dways maintain adequate documentation to support those judtifications.
Additiondly, Government oversight reviews of the contractor’ s procurement system did not indude
examinations of supporting documentation for noncompetitive procurements; therefore, NASA had reduced
assurance that the contractor maximized the competition of its subcontracts. We recommended that NASA
management direct Raytheon to maintain adequate documentation to support judtifications for
noncompetitive procurements. We aso recommended that management ask the NASA Contracting Officer
and the DCMA to include reviews for supporting documentation in their next purchasing sysem reviews.
Management concurred with the recommendations and initiated respongve corrective actions.

Tes(;inlg for the Procurement Prior to cessation of activities associated with the Integrated Financia
Module to NASA's IFMP Can i
Be Improved by Including Manageﬂem Program (IFMP), wgaJdlted the procurement module.
Tests of Erroneous Data The nmu'e.moorpor.ae.smree maor procurement S‘prr.
Report No. 1G-00-016 (presdlicitation, solicitation and award, and contract administration).
Thethree subprocesses consst of eight activities. We judgmentaly
sdected one activity in each of the three subprocesses and reviewed testing of the selected activities. For the
three activities we reviewed, the test team devel oped adequate test scripts using transactions with vaid data
However, vdidation testing of the procurement module did not include adeguate testing of controls over
transactions with erroneous data. We found that (1) NASA did not specificaly requiretestsusing
transactions with erroneous datain the vadidation phase, and (2) the test team has not documented specific
tests and data to process during internd control testing. Without adequate teting of controls over processng
of erroneous data, NASA has less assurance that the procurement module will adequately identify, rgject,
and report erroneous data that could corrupt the database. We recommended that the Associate
Adminigrator for Procurement ensure internd control testing indudes adequiate tests of erroneous deta

Management concurred with the recommendation and plans to take corrective action.
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Significant Audits

Fiscal Management

Srocess Ff)orfva“da“”QD : The OIG performed an audit to evaluate the accuracy and reliability
S rPerrormance Data ' H :

Under GPRA Can Be of NASA speformanoeln_formalon under GPRA. Of t_he23
Improved performance targets we reviewed, 5 (22 percent) had written

Report No. IG-00-020 assessments of performance thet did not accuratdly reflect supporting

dataand actud results. Factors contributing to this condition included
(1) alack of effective proceduresto verify and validate supporting data and the results, (2) poor phraseology
in identifying some targets, and (3) agenerd lack of forma guidance for preparing and reporting
performance targets. Since the planned reported performance on the five targets we reviewed cannot be
congdered fully rdiable, thismay limit its ussfulnessto NASA, OMB, and the Congressfor decison+
meaking. Consequently, the rdiability of reported performance for some of the 122 targets not reviewed
might dso be unrdiable. We recommended establishing formd policies for developing performance gods
and targets and vdidating data on actud achievements. We dso recommended NASA management review
the actud performance to be reported on the targets we did not review to ensure that al the informeation
included in the 1999 Performance Report is accurate and religble. Management concurred with dl
recommendations and their proposed actions were considered responsive and closed upon issuance of our
find report.

IProgram and Project Management

X-38/CRV Project Needs Aspart of an internationd memorandum of understanding, the

Greater Emphasis on Risk United States has agreed to provide a crew-return cgpability for the
and Performance ISS. The Crew Return Vehide (CRV) would be used to return up to
Management seven crew membersin the event of crew injury or illness, Space
Report No. 1G-00-005 Station failure, or Shuttle unavailability. NASA's X-38/CRV Project

Officeis desgning and testing the X-38 and will contract for desgn and production of the CRV from the X-
38. Genardly, management of the X-38/CRV Project has been effective, but the Project's rapid prototyping
drategy entails sgnificant risk in return for a potentidly high payoff as compared to the traditiona gpproach
of sequential design, development, test, and engineering/eva uation. To reduce risk and increase assurance
of meeting the crew-return cgpability commitment, the lead Center needed to develop criteriaby which to
measure readiness to progress through maor Project phases. The criteria needed to include performance
metrics and dternative actions or srategies. Absent such criteria, the Project risks not achieving the
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maturity necessary to move to subsequent Project phases. Management concurred with the
recommendation. The X-38/CRV Project Office developed entry/exit criteriafor progressing through the

magor Project phases.

The Office of Aeraspace Technology and Marshdl Space Hight

Improvements Are Needed In

Space Transportation Center (Marshdl) lead the Agency’ s search for a second-generation
Strategic Management and Reusable Launch Vehide (RLV) to reduce launch costs. The $200
X-34 Program/Project million X-34 Project is one of severd existing and planned
Management technology demonstrator (X-vehidle) programs being pursuied to

Report No. 1G-00-029 mature required technologies needed for the next-generation RLV.

Aspart of the OIG' saudit coverage of the critical misson areaof Space Trangportation, we reviewed the X-
34 Project’ s contribution to next-generation RLV technology requirements. To evauate NASA’s planned
use of X-34 technologies, we reviewed drategic planning for Space Trangportation and the role X-34 wasto
play in megting Agency Space Transportation technology requirements. The audit showed NASA has not
adequatdy performed drategic planning for the Space Trangportation misson. Specificaly, improvements
areneeded a al levelsin preparing effective strategic plans and in the procedures for managing those
technologies necessary in developing the next-generation RLV. The needed improvements include

deve oping gppropriate metrics to measure and report technology progress. The audit dso showed that
program documentation approving the X-34 Project and the Future-X Program (which includes the X-34)
was not completed, and X-34 program management |acked gppropriate procedures and internd controlsto
ensure decisons rated to X-34 flight tests were properly documented to include cos/benefit andyses. We
recommended drategic planning be improved, program documentation be completed timdly; and flight test
requirements be revadidated, eiminating any unnecessary flight tests or engines. Management concurred
and agreed to implement al 16 recommendations. Management’ s actions should sgnificantly improve the
effectiveness of Space Trangportation programs and projects management. Those actions should aso ensure
that Agency and Enterprise Strategic Plans comply with Agency directives and effectively addressrequired
technologies, that flight programs cogt-effectively meet X-34 needs, and that basic program documentation
ispromptly finalized and gpproved.
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Significant Audits

Launch Vehicles

Staffing Not Aligned with -
Goals of the ELV Program On October 1, 1998, Kennedy assumed full responsibility asthe
Office Program Office for the Acquistion and Management of ELV
Report No. IG-00-009 sarvices contracts. An OIG audit showed that management oversight

of gaffing plans during and following the consolidation of the ELV
Program Office to Kennedy was inadequate and will affect Kennedy’ s ability to meet srategic gods and
may adversdly affect the cost and scheduling of future Earth Science and Space Science missons. We
recommended that the Associate Adminigrator for Space Hight (1) establish dear, redigtic saffing gods
that align with the srategic performance gods of the ELV Program Office a Kennedy; and (2) develop
grategic human resources management strategies to ensure continuity of needed skills and abilities Weaso
recommended the Chief Engineer incorporate aclear link between drategic performance gods and the
resources that will accomplish those gods, as well as the srategic human resources management drategies
needed to ensure continuity of needed skills and abilitiesinto the NASA Procedures and Guiddines
7120.5A, “NASA Program and Project Management Processes and Requirements”  Our recommendation
to the Chief Engineer remains open pending management’ simplementation of proposed corrective actions.

International Agreements

NASA’s Information on The Space Act permitsthe NASA Adminigrator to engagein
International Agreements is international cooperative programs pursuant to the Agency’ s mission.
IF?:S oy :\'f;_e IaG”_g(:_”o%Cfurate NASA’sinternational agreements areformal written commitments
of NASA resources to a cooperative project with one or more
patnerswhoisnot aU. S. citizen or entity. Asof May 1999, NASA
had about 3,200 non-reimbursable and 300 rembursable
internationd agreements. An OIG audit identified that documentation and information rlated to NASA’s
internationa agreements were neither complete nor accurate. For example, over 20 percent of the
agreements liged in the International Agreements database were not on file in the External Relations
Internationa Agreements Library. In addition, agreements related to the Space Station, oneof NASA's
mogt Sgnificant internationa programs, were not in the library and were not recorded in the database. Asa
result, the Agency is relying on incomplete and inaccurate informetion when drafting new international
agreements or responding to inquiries. OIG auditors aso found that the Agency has held adeposit of about
$200,000 from aforeign government corporation for more than 15 yearsfor launches of two satellites thet
never occurred. The Agency may not be entitled to the funds. We recommended that NASA management
establish controls to ensure the completeness and accuracy of documentation and information in the
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internationd agreements library and database, promptly review and digpostion the fundsin the foreign
deposit account, and identify other reimbursable accounts with no recent cost activity. Management
concurred with the recommendations and initiated respongve corrective actions.

NASA Lacks Assurance NASA's_ir_Iternationd activitiesoften_ involvethetransfer of

Contractors are Exporting commodities, software, or technologies to foreign partners not only

Controlled Technologies in by NASA, but dso by its contractors. The tranders are generdly

Accordance with Applicable subject to export control laws and regulations, regardless of whether

Sxport Laws and Regulations  they occur in the United States, oversess of in space. NASA's

P ' contractors are d o responsble for adherence to the same U.S. export
laws and regulations. The OIG conducted an audit to assess

Government oversight of contractor processes for exporting controlled technologies. The audit found that
NASA export, program, and contracting personnd a the Goddard Space Hight Center (Goddard), Johnson,
and Marshdl could not reedily identify the types and amounts of NASA-funded controlled technologies thet
contractors export in support of NASA programs. This condition exists because NASA' s current export
policies do not clearly define the Agency’ s oversight responsihilities regarding its contractors who export
controlled technologies. In addition, NASA has not established contract requirements for contractorsto
notify NASA when they deem it necessary to obtain an export license in furtherance of aNASA program,
or when exports are effected againg those licenses. Consequently, NASA does not have assurance that
contractors are exporting controlled technologies in accordance with gpplicable U.S. export lawvs and
regulations. We recommended that management include guidance in either aNASA Federd Acquidtion
Regulation (FAR) Supplement amendment, Procurement Information Circular, or NASA Procedures and
Guiddinesthat dl appropriate NASA contracts require the contractorsto deliver (1) aplan for obtaining any
required export licensesto fulfill contract requirements, (2) alisting of the contractor licenses obtained, and
(3) aperiodic report of the exports effected againg those licenses. We dso recommended revison of the
draft NASA Palicy Directive concerning NASA's export control program to incorporate the oversight
responsibilities of gppropriate NASA officidsfor those casesin which NASA or its contractors obtain
export licenses on behaf of aNASA program. Management concurred with each recommendation and
initiated respongive corrective actions.
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Environmental Management

NASA’s Implementation of Of 13 misson-rdaed programs/projectsreviewed a three NASA
NEPA Can Be Improved Centers (Kennedy, Marshdl, and the Glenn Research Center [Glenn),
Report No. IG-00-030 the audit concluded that 11 (85 percent) did not consder

environmental impacts asrequired by NEPA and NASA guidance. In

addition, athough nine of the condruction of facilities projects
congdered environmenta impacts, two did not fully comply with NASA guidance for implementing
NEPA. Up to $3 hillion of the programs/projects we reviewed potentidly were exposad to increased codts,
project delays, missed opportunities for preferable dternatives and/or public involvement, and adverse
public perception and reaction. Specificaly, failure to meet NEPA requirements can, in certain Stuaions,
open aprogram/project to court chalengesthat can cause ddays and additiond cogts. In addition, failureto
condder NEPA in the planning stage of a program/project limitsthe choices for environmentaly preferable
dternatives. Findly, falure to follow NEPA requirements rdaing to public involvement hindersfull and
fair congderation of environmenta impacts. Management concurred with six of the nine recommendations
we made concerning needed improvementsin planning, oversight and training. However, management did
not concur with three recommendations concerning the Agency’ sleve of noncompliance with NEPA. We
requested management to reconsider its position on those three recommendations and provide additional
comments.
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Status of Management Decisions

In accordance with the requirements of Section 5(8)(8) and (9), Ingpector Generd Act, as amended, the
following two tables summarize the status of management decisons as of September 30, 1999.

Audits With Questioned Costs

Number of Total Costs

Audit Reports Questioned
No management decision made by beginning of period 8 $ 22,245,020
Issued during period 0
Needing management decision during period $ 22,245,020
Management decision made during period: $ 4,872,021
amounts disallowed $ 13,350
amounts not disallowed $ 4,858,671
No management decision at end of period: 5 $ 17,372,999
less than 6 months old 0 0
more than 6 months old 5 $ 17,372,999

!Includes two reports with funds put to better use of $2,184,338 reported as resolved in a previous period.

Audits With Recommendations Funds Be Put To Better Use

Number of Total Costs
Audit Reports Questioned
No management decision made by beginning of period 6 $105,115,000
Issued during period 1 $ 7,000,000
Needing management decision during period 7 $112,115,000
Management decision made during period: 5 $ 69,465,000
amounts management agreed be put to
better use $ 9,061,000
based upon proposed management action $ 9,061,000
based upon proposed legislative action 0
amounts which management disagreed be
put to better use $ 60,403,400
No management decision at end of period: 2 $ 42,650,000
less than 6 months old 0 0
more than 6 months old 2 $ 42,650,000
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Audits Issued Prior To October 1, 1999, For Which No Management Decision Has
Been Made

Report Number, Title,

and Date Reason for No Management Decision

Information Technology
1G-99-017 Management nonconcurred with two recommendations
Disaster Recovery Planning at and proposed actions that were not fully responsive to the
Kennedy Space Center report’s third recommendation. We are working with
March 31, 1999 management to resolve the issues.
IG-98-038 Management concurred with the report’s four
Commercial Use of the Santa Susana recommendations but has not agreed to an amount of
Field Laboratory qguestioned costs related to one recommendation.
September 30, 1998 Management is awaiting a DCAA audit that will evaluate

rent for past commercial use of the NASA-owned facilities
in an area of the Santa Susana Field Laboratory. We will
continue to work with management to reach an agreement
on the questioned costs.

1G-98-041 The OIG recommended the contracting officer seek
Consolidated Network Mission recoupment of overstated savings. Management has
Operations Support Contract, requested DCAA to conduct a review of the contractor’s
Transition and Implementation claimed savings. This action was agreed to by the OIG to
September 30, 1998 resolve the recommendation. The DCAA audit fieldwork

has been completed. DCAA and the contractor are
currently discussing the findings and recommendations.
DCAA provide a report to the NASA contracting officer
during the next reporting period.

1G-99-053 Management concurred with recommendations to review
Contractor-Leased Facilities at the allowability of lease costs, establish procedures to
Marshall Space Flight Center review the allowability of lease costs, establish
September 27, 1999 procedures to periodically review facility requirements,

review lease classifications, recoup unallowable costs,
and request DCAA review of lease costs. Of the report's
five recommendations, three remain open pending our
review of cost savings sustained by management.

Semiannual Report to Congress
October 1, 1999—March 31, 2000



Status of Management Decisions

Audits Issued Prior To October 1, 1999, For Which No Management Decision Has

Been Made

Report Number, Title,
and Date

Reason for No Management Decision

1G-99-001
X-33 Funding Issues
November 3, 1998

Arthur Andersen FY 1998

Management Letter
February 3, 1999

1G-99-024

NASA's Full-Cost Initiative
Implementation

March 31, 1999

Fiscal Management

The OIG recommended that management review and
revise X-33 funding practices. Management nonconcurred
with some of the specific recommendations but agreed to
perform a review that was to be completed by

December 31, 1998. Management completed the study on
March 31, 2000. According to management’s analysis, the
funding practices likely violated the bona fide needs rule
(31 U.S.C. 1502(a)) but not the Antideficiency Act

(31 U.S.C. 1341(a)). We are reviewing the analysis to
determine the additional actions required.

The OIG contracted with Arthur Andersen LLP, an
independent public accounting firm, to conduct the audit
of NASA's FY 1998 financial statements. Based on the
results of its audit, Arthur Andersen issued a management
letter to NASA that contained 14 recommendations for
improvement. The recommendations related to four areas:
(1) information security, (2) financial management and
accounting matters, (3) financial management systems,
and (4) property management. As of March 31, 2000,
management had not implemented three of the fourteen
recommendations. Arthur Andersen is working with
management to resolve the issues.

The OIG recommended that NASA develop and
consistently use a methodology for distributing the costs
of the Space Shuttle Program, as well as service-oriented
programs, to programs that benefit from the services.
Management nonconcurred, stating that the
recommendations are impractical. We disagreed and
requested that management reconsider its position.
Management continues to nonconcur. We have requested
a management decision from the AFO.

!Since Arthur Andersen LLP prepared the report, it does not have an OIG report number.
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Audits Issued Prior To October 1, 1999, For Which No Management Decision Has

Been Made

Report Number, Title,
and Date

Reason for No Management Decision

IG-99-059

Matching Disbursements to
Obligations

September 30, 1999

IG-97-026

Commercial Use of NASA's Tracking
and Data Relay Satellite System
June 24, 1997

1G-99-037

Earned Value Management at NASA-
EOSDIS Core System

September 10, 1999

IG-990-54

JPL Management of Subcontractor
Technical Performance
September 28, 1999

1G-99-058
Earned Value Management at NASA
September 30, 1999

Fiscal Management (Continued)

Management nonconcurred with three recommendations

to revise policy to establish procedures that would enable
financial management activities to properly match

disbursement to obligations in the correct appropriation
and program year. The OIG is continuing to work with
management to resolve the recommendations before
requesting a formal management decision from the AFO.

Program and Project
Management

Management has not agreed to an amount of questioned

costs to recover from the contractor. The recommendation
remains unresolved pending completion of legal remedies
being pursued by the NASA General Counsel.

The OIG recommended that management revise NASA
policy to require an integrated baseline review within 180
days of contract award, the exercise of significant contract
options, or the incorporation of major contract modifica-
tions. Management stated that prior to accepting the
recommendation they would have to review comments
from Agency organizations on the proposed policy
revision. Management has not completed their analysis of
these comments.

The OIG recommended that management direct the JPL
Director to revise subcontract management policies.
Management partially concurred with the recommenda-
tions but did not identify specific corrective actions. The
OIG granted an extension for management to respond
until the Mars Polar Lander and Mars Climate Observer
investigative reports have been issued and summarized.

Three recommendations to revise earned value manage-
ment policies are unresolved because management has
not provided a response to the report. We are working
with NASA management to set up a meeting with the AFO
to attempt to resolve the recommendations.
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Status of Management Decisions

Audits Issued Prior To October 1, 1999, For Which No Management Decision Has
Been Made

Report Number, Title,

and Date Reason for No Management Decision
Environmental Management

1G-98-024 The OIG made four recommendations concerning a cost-

Cost Sharing for Santa Susana Field sharing agreement, recovery of costs, and allocation of

Laboratory Cleanup Activities future preventive costs. NASA is currently developing its

August 18, 1998 position on the four open recommendations. We have

agreed to provide management with additional
documentation gathered as a result of our follow-up work.
We will continue to monitor management's actions.
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Audits Pending Corrective Actions

Section 5(a)(3) of the Ingpector Generd Act, as amended, requires an identification of each Sgnificant
recommendation described in previous semiannud reports on which corrective action has not been

completed.

Subject

Report
Number

Recommendation(s) Corrective
Pending Action

Safety and Mission Assurance

Agency Needs to Provide for
Contingency of Crew Return Vehicle
Operational Testing

1G-99-036

Three independent review groups expressed
concerns about the need to rate the CRV for
use by humans. We recommended that
management revise the CRV Project Plan to
provide for the contingency of CRV
operational testing and include CRV
operational testing in the Space Station risk
management system as a primary risk.
Management concurred. During this reporting
period, management has taken action to
baseline the Production Vehicle Space Test
Decision milestones and has included CRV
operational testing as a primary risk in ISS
Program risk management. We will continue
monitoring implementation of management’s
corrective actions.

Several Safety Concerns Exist at the
Goddard Space Flight Center

1G-99-047

Our work disclosed safety risks at Goddard.
We made five recommendations for
improvement. Management is currently
working to implement corrective actions,
including major cultural transformation
activities to heighten employee awareness
and dedication to safety. All recommendations
will remain open pending management’s
completion of its corrective actions.

International Space Station

Boeing Can Improve Space Station
Performance Measurement Reports

1G-99-007

Boeing’s ISS cost and schedule variances
and corrective action plans have not been
used effectively to control negative variances.
We recommended management (1) ensure
adequate surveillance of Boeing’s EVM
System, (2) require the DCMA to prepare
required contract administration reports, and
(3) improve the quality of corrective action
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Subject

Report
Number

Recommendation(s) Pending
Corrective Action

International Space Station

~ (continued)

plans. Management took action including
assigning a budget analyst to review and
validate the quality of DCMA’s monthly
variance analysis reports. DCMA also took
some positive steps. Recommendations 2 and
3 will remain open pending completion of
corrective actions. We will continue to monitor
those issues.

Contingency Plans for Space Station
Assembly Need Attention

1G-99-009

Our audit showed that the Space Station
Program Office had not developed an
integrated, comprehensive plan to address
risks to the assembly of the ISS caused by
possible delay or default by international
partners. We recommended management
establish (1) an ISS contingency plan that
complies with Agency guidance for effective
risk management, and (2) a process to ensure
the contingency plan is kept current.
Management has taken action to update the
ISS contingency plan to respond to our
recommendations. During the next reporting
period, we will review management’s revisions
to the plan to verify adequacy of the corrective
actions.

Information Technology

Disaster Recovery Planning at Marshall
Space Flight Center's NASA Automated
Data Processing Consolidated Center

1G-99-043

The NASA Automated Data Processing Con-
solidation Center at Marshall is primarily
responsible for computer operations, systems
reliability, systems software, configuration
management, and strategic planning for
NASA-wide administrative systems and for
several program support systems. We made
eight recommendations to improve disaster
recovery strategies, procedures, and training.
We also recommended development of a user
contingency plan. We continue to monitor
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Audits Pending Corrective Actions

Subject

Report
Number

Recommendation(s) Pending
Corrective Action

Procurement _ _

Costs Not Recovered for Commercial
Payloads Flown on the SPACEHAB
Module

1G-98-028

management’s actions to implement correc-
tive actions to those recommendations. Our
audit of the SPACEHAB contract found that
because NASA has no clear guidance on how
to determine consideration for transportation
costs allocable for non-NASA shared payload
capacity on Shuttle missions, the Agency has
no assurance that sufficient consideration was
received. We recommended that
management develop guidance for calculating
transportation fees for non-NASA payloads
flown on the Shuttle’s SPACEHAB module.
Management concurred with the
recommendation and has made progress
toward developing a pricing strategy. We will
continue to monitor management’s activities
toward final disposition of the recommen-
dation.

NASA Needs Adequate Analyses of
Critical Single-Source Suppliers for
Space Shuttle Projects

1G-98-030

Our audit found the Space Shuttle Program
Office has not adequately developed analyses
of critical, single-source production and logis-
tics suppliers. We recommended and man-
agement concurred that (1) the Shuttle
Program Manager revise analyses and
reporting requirements for critical, single-
source suppliers; (2) the Shuttle Program
Manager include the revised requirements in
appropriate contracts; and (3) the Headquar-
ters Chief Engineer revise NASA Policy Guid-
ance (NPG) 7120.5A to include a requirement
for performing rigorous analyses of and
reporting on all critical, single-source suppli-
ers, making no distinction between logistics
and production suppliers. Recommendation 3
remains open pending publication of the
revised. We will monitor management’s
progress in closing this recommendation.
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Report | Recommendation(s) Pending

Subject Number | Corrective Action

Procurement _ ~ (continued)
Contractor Using NASA-owned Property An audit showed that Marshall authorized a
Rent Free for Commercial Business IG-98-038 | contractor to use NASA-owned production

property at the Santa Susana facility on a
rent-free basis in support of a commercial
launch vehicle effort. We recommended that
Marshall charge a contractor rent for both its
past and future commercial use of the NASA-
owned production property at the Santa
Susana facility. Marshall had authorized rent-
free usage based upon the Commercial
Space Launch Act. Marshall has withdrawn its
authorizations and notified the contractor that
future commercial use of the property is sub-
ject to appropriate compensation, as required
by the FAR. Management is still awaiting
DCAA evaluations on two points concerning
rent for past commercial use of the property.
First, the contractor believes improvements
made to the facilities constituted adequate
rent compensation for past commercial use.
Second, the Chief Financial Officer (CFO)
official’'s believes the past rent charges should
have been greater than the amount identified
in our report. We continue to monitor man-
agement’s progress toward resolution.

Marshall’'s Management of Facility Audit work found that Marshall's contractor-
Leasing Can Be Improved IG-99-053 | leased facilities were not always effectively
utilized. We recommended that management
review the allowability of lease costs, estab-
lish procedures to periodically review facility
requirements for those contractors with leased
facilities, review lease classifications to
ensure leases are appropriately classified,
recoup any unallowable costs, and ensure the
contracting officer requests DCAA to review
facility lease costs. Of these five recommen-
dations, three remain open pending OIG
review of cost savings sustained by
management.
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Audits Pending Corrective Actions

Subject

Report
Number

Recommendation(s) Pending
Corrective Action

Fiscal Management _ _

Management and Administration of
Grants Need Improvement

1G-98-019

An OIG audit of grant reporting and recording
practices at four Centers showed that financial
reports were often late and Centers did not
always record grant data accurately and
promptly. We made nine recommendations to
help improve the Agencywide management
and administration of grants. NASA has com-
pleted corrective actions for four of the nine
recommendations. Corrective action for the
open recommendations requires coordination
among several organizational elements. We
will continue to monitor management’s
actions.

Poor Billing Practice on X-33 Program

1G-99-001

An audit disclosed that as a result of a prac-
tice whereby Lockheed-Martin delayed billing
for completed and Government-accepted
milestones until the following fiscal year,
NASA had unrecorded year-end obligations,
costs, and liabilities totaling $22 million in FY
1996 and $34 million in FY 1997. According to
management’s analysis, funding practices
might have violated the bona fide needs rule
(31 U.S.C. 1502(a)) but not the Antideficiency
Act (31 U.S.C. 1341(a)). We are reviewing the
analysis to determine the additional actions
required.

NASA is Experiencing Material Delays
and Cost Increases in Implementing the
Integrated Financial Management Project

1G-99-026

Our audit work revealed that performance
problems with the IFMP contract will prevent
NASA from meeting Federal financial man-
agement system requirements and result in
material costs to the Agency. NASA man-
agement performed a detailed mapping of the
IFMP requirements to Federal financial man-
agement system requirements and issued a
cure notice requesting the contractor, KPMG,
to correct its deficiencies or face default. As a
result we closed two of our three recommen-
dations. We will continue to monitor NASA’s
negotiations with KPMG.
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Report
Number

Recommendation(s) Pending
Corrective Action

Fiscal Management _ ~ (continued)

Disbursements Are Not Properly
Matched to Obligations

1G-99-059

An audit found that NASA financial manage-
ment personnel did not properly match dis-
bursements to obligations. Therefore,
authorized funds may not have been used for
their authorized purposes. We recommended
that management require (1) NASA contrac-
tors to submit accounting information on their
invoices, (2) procurement offices to provide
payment instructions to NASA financial man-
agement activities, and (3) disbursements to
be properly matched to obligations.
Management did not concur with our recom-
mendations. Additional meetings were held
with the CFO officials. Although management
agreed to correct the specific deficiencies
concerning the cost issue noted in the report,
they continued to disagree with the reported
disbursement issue. We will continue to work
with officials to resolve the recommendations.

Program and Project
Management

Amendments to Commercial Revenue
Sharing Agreement were not in NASA's
Best Interest

IG-97-026

Our audit showed that Columbia Communica-
tions Corporation (CCC) had claimed unrea-
sonable marketing and operations costs,
improperly used C-band revenues to pay
profits, and did not comply with the lock box
provision of its commercial revenue-sharing
agreement with NASA. We recommended that
the Office of Space Flight (1) establish clear
guidelines to determine what constitutes
allowable and reasonable marketing and
operations expenses under the C-band
agreement, (2) require operations expenses
be fully documented, (3) pursue recovery of
$108,000 in improperly paid profits from CCC,
and (4) ensure that CCC’s customers send
their payments directly to the bank lock box.
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Audits Pending Corrective Actions

Subject
Program and Project

Report
Number

Recommendation(s) Pending
Corrective Action

(continued)

Management

Office of Space Flight corrective actions
resulted in closure of three recommendations.
Although recommendation 3 was open at the
end of the period, based upon actions taken in
April 2000, the recommendation will be closed
for the next reporting period.

Review of the Aeronautics and
Astronautics Coordinating Board
Implementation Results

P&A-98-
003

The Aeronautics and Astronautics Coordinat-
ing Board (AACB) is a joint DoD and NASA
senior management review and advisory
body. Our review concluded that the AACB
identified 34 recommendations having poten-
tial to effect savings and increase efficiency
and effectiveness. Approximately half the rec-
ommendations remain open. We recom-
mended implementation of the open
recommendations and the assurance of
funding for that implementation. Management
informed us that NASA and DoD drafted a
new memorandum of understanding that will
change the AACB structure. NASA signed the
memorandum, which is currently being proc-
essed by DoD. We will continue to follow this
issue.

Software Problems Cause Launch Delay
of Chandra X-Ray Observatory

1G-99-016

Our audit of the Chandra X-Ray Observatory
showed that launch delay was caused by
problems in software development and inade-
quate time scheduled for integration and test
activities for the observatory’s flight and
ground software. We recommended that
management (1) revise the new NPG7120.5A
(Program and Project Management) to require
program managers to update Risk Manage-
ment Plans as high-risk issues arise, and

(2) assign personnel with necessary expertise
to be on-site at contractor locations when a
particular area becomes a significant man-
agement risk. In December 1999,
management issued a revised draft
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Number

Recommendation(s) Pending
Corrective Action
(continued)

Management

NPG 7120.5B for internal comment that did
not include our recommended revisions. We
commented on the revised NPG reaffirming
the need for inclusion or our audit
recommendations in the final version of the
policy. A final revision of the NPG will not be
issued until completion of the NASA
Integrated Action Team'’s report.

Use of Cooperative Agreement on X-33
Program Has Limited Success

1G-99-019

An audit disclosed that although use of a
cooperative agreement on the X-33 Program
provided certain benefits, it has also contrib-
uted to program management problems. We
made nine recommendations to improve
program management and to ensure effective
program management practices are followed
on future cooperative agreements. Manage-
ment actions were responsive to all but two
recommendations. We reaffirmed our position
on the need for (1) an Agency-unique risk
assessment plan, and (2) periodic Estimate at
Completion Analyses. We are working with
management toward resolution.

JPL Subcontractor Surveillance Needs
Improvement to Prevent or Mitigate
Technical Problems

1G-99-054

Our audit of JPL management of subcontrac-
tor technical performance showed that JPL’s
most significant subcontracts were not sub-
jected to adequate surveillance. We recom-
mended the NASA Management Office direct
JPL to revise policies to require project man-
agement assessment and monitoring of
subcontractors to ensure procedures are
designed and functioning to prevent, detect,
and correct technical problems. We believe
management’s response did not identify
specific corrective action or policy to require
assessments of subcontract monitoring needs
and development and implementation of those
procedures. The recommendation is open.
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Audits Pending Corrective Actions
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Program and Project

Report
Number

Recommendation(s) Pending
Corrective Action

(continued)

Management

NASA's Progress in Implementing the
Results Act

1G-99-055

GPRA requires Federal agencies to focus on
program performance and results. NASA has
made substantial progress in implementing
GPRA; however, our review identified two
areas needing improvement (1) providing
adequate senior management oversight of
overall progress on the established FY 1999
performance targets, and (2) establishing
appropriate procedures to ensure data used
to measure and describe final results were
accurate and reliable. Management agreed.
One recommendation to revise a policy guide
to address senior management oversight will
remain open pending completed action, which
is anticipated June 30, 2000.

Earned Value Management (EVM) is not
an Integrated Part of Program and
Project Management

1G-99-058

Earned value information provides insight into
the status of a program or project and pro-
vides valid, timely, and auditable contract
performance information on which to base
management decisions. We recommended
that NASA (1) issue EVM policy as program
and project management directives,

(2) establish procedures for reporting com-
prehensive EVM information to senior
management, and (3) delegate authority to
implement EVM policy to the Associate
Administrators or Center Directors. Manage-
ment nonconcurred with recommendation 1
and did not respond to either 2 or 3. We are
working with management to arrange meet-
ings with the AFO to resolve the recommen-
dations.
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Recommendation(s) Pending
Corrective Action

Research and Technology
Demonstration/Application

National Technology Transfer Center’s
(NTTC) Mission Needs to be Defined

1G-98-031

The NTTC fosters NASA and Federal technol-
ogy transfers with U.S. industry and provides
business with access to information, exper-
tise, and facilities. Our audit showed that
when NASA directed a shift in technology
transfer focus from national to strictly NASA
without formally defining NTTC’s revised mis-
sion its mission became similar to that of
NASA'’s Regional Technology Transfer
Centers. Also, NTTC is not fully integrated
into NASA'’s technology transfer organization.
We recommended that NASA (1) clearly
define the NTTC’s mission, (2) acquire serv-
ices using the appropriate award instrument,
(3) revise monthly report format to include
sufficient performance information, and

(4) recover $19,500 of unallowable costs to
the NASA cooperative agreement with
Wheeling Jesuit University (site of the NTTC).
We will continue to monitor management’s
actions on the two recommendations that
remain open.

Commercial Sector Not Efficiently
Utilized to Obtain Remote Sensing Data

1G-99-023

An audit showed that although the Commer-
cial Remote Sensing Program Office has suc-
cessfully developed the commercial remote
sensing industry, it has not leveraged this
industry to provide products that meet base-
line scientific requirements. We recommended
management (1) publish a baseline of scien-
tific requirements to foster competition in the
remote sensing industry, and (2) use this
baseline in initiatives to fulfill NASA’s Earth
Science objectives at the lowest cost.
Management has drafted a baseline docu-
ment. We will continue to monitor this issue.
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Research and Technology

Report
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Recommendation(s) Pending
Corrective Action

(continued)

Demonstration/Application

Cost Reasonableness of the X-33
Program

1G-99-052

NASA is using a cooperative agreement for
the X-33 Program. Our audit showed that
NASA did not adequately address cost rea-
sonableness and cost risk for the X-33
Program. We recommended that NASA
improve its evaluation processes for cost rea-
sonableness and cost risk. The estimate to
complete the program should be updated to
reflect cost uncertainties and determinations
made of how remaining work will be funded.
Management’s issuance of a Grant Informa-
tion Circular requiring an analysis be per-
formed using proposal analysis techniques
found in the FAR. (Circular applies to coop-
erative agreements with commercial firms in
which the recipient does not share at least 50
percent of the cost or the total value of the
agreement is greater than $5 million.) As a
result of this action we have closed one rec-
ommendation. However the others remain
open pending implementation of planned and
ongoing corrective actions.

International Agreements

Program Offices to Tighten Management
Controls Over Export-Controlled
Technologies

1G-99-020

An audit found that NASA (1) has not identi-
fied all export-controlled technologies related
to its major programs, (2) does not maintain a
catalog of classifications for transfers of those
technologies, and (3) needs improved
oversight of training for personnel in the
Export Control Program. We made six
recommendations to improve management
controls. All recommendations remain open
pending publication of a NASA Policy Direc-
tive (NPD) and an NPG on export control. We
will continue to monitor management’s
actions.
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Environmental Management _
NASA Overpaid Contractor $16.4 Million Environmental laws require past and present
for Environmental Remediation Costs IG-98-024 | owners, operators, and generators of hazard-

ous waste to clean up the waste sites. Our
audit of the Santa Susana facility showed that
as one of the owners, NASA has paid reme-
diation costs to clean up the facility but has
been unable to negotiate a cost-sharing
agreement with the other owners or operators
involved in the facility. We made recommen-
dations to negotiate that arrangement and to
obtain an equitable distribution of preventive
costs. Management is developing its position
on the four open recommendations. We have
agreed to provide management additional
documentation gathered during our follow-up
work and will continue to monitor manage-
ment’s actions.
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Significant Inspections/Assessments Activities

Information Technology,

Inspection of NASA Center During aspot check ingpection of persona computer hard drives

Computer Hard Drives designated for transfer or excess at a Center, we discovered sensitive

Report No. G-99-006 residual user data and copyrighted software on the hard drives

sampled. We determined that procedures were not being followed.

We made recommendations to improve the implementation of data deletion procedures. We recommended
management aert gopropriate NASA inddlation officids asto the risks associated with inadequate removal
of dataand licensed software from I T Sorage devices. We recommended management implement action to
ensure computer hard drives are properly cleared of information prior to disposd, trandfer or excess. We
further recommended management take steps to improve the environmenta and security conditions & the
Center property warehouse. Management concurred with dl of the report's recommendations and either has
or isin the process of completing corrective actions.

IProgram and Project Management

NASA Watch isaweb ste that publishes information about NASA
Review of NASA’s Decision to  and non-NASA space ectivities on adaily bass. NASA Watch has

Reject NASA Watch’s been operationa since 1996. The editor of NASA Watch applied
ﬁgsl'ecd"’}ttg’t?o;m Press twice for press accreditation from NASA and was rejected both
Letter to: times. In responseto arequest from Oongrasman Smsenprmner,
Hon. F. James Chairman of the House Science Committes, we reviewed issues
Sensenbrenner, Jr. associated with NASA s decison to rgect NASA Watch's

application for press accreditation.

We found that the NASA Public Affairs Office rardly rejects gpplications for press credentidsfrom
“legitimate press” Further, Public Affairs sometimes gppearsliberd in itsinterpretation of what condtitutes
legitimate press. However, when NASA Watch's edlitor applied for press credentiasin August 1999, Public
Affarsingituted anew policy for press accreditation and cited this policy to deny him credentias. Public
Affarsissued its denid even before determining whether NASA Watch met the new policy's accreditation
requirements. Public Affairsis currently reassessing its policy for press accreditation and has formed ateam
to recommend changesto the policy.
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NASA's Compliance with The Triana Project intends to send a spacecraft to the Lagrangian
Language in Conference Point 1 (L1) between the Sun and the Earth to take pictures of the
Report 106-379 Concerning sunlit hemigphere of the Earth and transmit them to the Internet. In
T_he":t;” ana Project response to aletter from Congressman Nethercutt, we reviewed
Hon. George R. Nethercutt, Jr.  NASA'scompliancewith NASA FY 2000 appropriations report
Re: Report No. G-99-013 language regarding the Triana Project. The report language directed
NASA to sugpend dl work on the development of the Trianasatdlite
using funds made available by the gppropriation until the Nationa
Academy of Sciences completed an evaduation of the scientific gods of the Triana misson. The language
a0 directed that NASA not launch Triana before January 1, 2001

Wefound that NASA interpreted the report language as applying only to the Earth Sciences section of
NASA'’s gppropriation. Thisinterpretation alowed the Agency to use aivil servants and spend FY 2000
funds from other gppropriation accounts on activities that support Triana As areault, the Agency was adle
to continue work on the Trianamission, dbelt a areduced pace. We dso found thet, as directed, the
Agency had postponed the launch of Trianapast January 1, 2001.
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Inspections/Assessments
Follow-up Activities

Safety and Mission Assurance

Follow-up on Assessment on
1997 Inspection of the NASA
Aerospace Safety Advisory
Panel

Report No. G-99-020

Thisassessment isafollow-up of an earlier ingpection of the
Aerogpace Safety Advisory Pand (ASAP). Actionstaken by NASA
management based on our ingpection report recommendations
resulted in improvementsin the balance and diversty of ASAP
membership. However, we aso recommended the Associate

Adminigrator for Safety and Misson Assurance and the ASAP Charman develop and implement a
recruitment plan. The plan should indlude provisonsfor advertisng and widdy circulating arequest for
nomineesinsde NASA and in externd publications and organizations. NASA management concurred with

thisrecommendation.

Information Technology,

Follow-up on Assessment of
NASA’s Automated Systems
Incident Response Capability
Report No. G-99-007

We are conducting follow-up activities relating to our assessment of
NASA'’s Automated Systems Incident Response Capabiility. The
objective of theinitia assessment wasto examineNASA's
cgpability to respond to incidents and attacksinvolving NASA’s
automated information and telecommunications sysems. Our report

addressed the adequiecy of the Agency’ s incident reporting, response, handling, coordinetion, and
information-sharing capabilities. We are reviewing the satus of the 11 recommendationsin thet report with

which NASA management concurred.

Follow-up on NASA’s
Implementation of a Public
Key Infrastructure

Report No. G-99-006

Strong information security is achieved through the encryption,
authentication, and digital Sgnature capabilities provided by a
Public Key Infragtructure (PKI). In response to this need, NASA
moved forward in implementing encryption solutions by sdecting
one vendor’ s products to meet key requirements. Thisfollow-up to

our previous ingpection will evauate NASA's progress in implementing PKI.
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Follow-up on Lewis Security We conducted a comprehensive follow-up review a Glenn (formerly
Management Inspection the Lewis Research Center) to evauate Glenn's responsiveness to
Report No. G-98-007 the recommendations we made in our prior ingpection. That
ingpection evauated informeation technology processes, physicd
security, and security guard force functions at Glenn. Thisreview disclosed that Glenn has implemented
corrective actions to most recommendations made in the ingpection report.

IProgram and Project Management

We conducted a follow-up assessment to our ingpection report
Follow-up on Assessment of

addressing property survey boards and their associated officers. We
NASA P S ) . .
Boards ;?,Zeg%icsg & reviewed revisons made specificaly to NPG4200.1E aswell as
Report No. G-96-020 other Agency guidance. NASA management updated and included

OIG recommended language in the revised NPG. Thisaction dosd
Sx of the eight recommendations meade in the report.
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Ongoing Inspections/Assessments

Ongoing Activity

Safety and Mission

Focus

Assurance

Inspection of:

NASA'’s Badging Program and

Physical Access Controls
--at the Marshall Space Flight
Center, Assignment G-99-001
--at the Wallops Flight Facility,
Assignment G-99-014
--at the Goddard Space Flight
Center, Assignment G-00-004

The overall objective of these inspections is to assess
compliance with applicable access controls to sensitive and
limited access facilities and/or controlled information and
materials.

International Space Station

International Space Station
Program Implementation of
Communications Security and
Automated Information Security
Measures,

Assignment G-99-010

This inspection is evaluating whether NASA management has
accurately identified communications security and automated
information security requirements necessary for mission
assurance and safe operations of the ISS, and whether
appropriate processes and safeguards are effectively
implemented. Two initial activities are focused on:

—Assessment of the Portable Computer System and Data

Display Process
The Portable Computer System (PCS) is the primary
interface of the ISS crew for command and control of the
ISS. The PCS also provides the crew with caution and
warning information. We are assessing the usability and
accuracy of the PCS and the processes used to develop the
displays used by the PCS.

—International Space Station Command and Control
Communications Security
This assessment will evaluate the planned encryption
upgrades for the ISS command, control, and
communications uplinks. We are assessing whether there
are upgrade alternatives that may be less expensive and
more secure than the options being considered by NASA.
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Ongoing Activity

Focus

Information Technology

Computer Banner Inspection,
Assignment G-99-015

This ongoing inspection is evaluating whether NASA’s computer
security warning banner policies and procedures have been
adequately implemented. During the period ending March 31,
2000, we issued three alert memorandums citing systems that did
not display the required computer security warning banners.

Procurement

NASA Computer Support
Inspection,
Assignment G-99-009

Inspection of:

Center Exchange Activities
—at Glenn Research Center,
Assignment G-99-016
—at Langley Research Center,
Assignment G-00-001
—at Ames Research Center,
Assignment G-00-003
—at Goddard Space Flight Center,
Assignment G-00-005
—at NASA Headquarters,
Assignment G-00-006

Use of Support Service Contractors
at the Glenn Research Center,
Assignment G-99-017

This inspection is evaluating the Headquarters installation
computer support contractor. The current emphasis of the
inspection focuses on processes involving information technology
security and acquisition/small purchases.

The overall objective of these inspections is to evaluate whether
Center Exchange operations are meeting employee needs and
conducting operations in a manner consistent with NPD 9050.6E
and other statutory or regulatory controls. In addition, we are also
reviewing Exchange activities to assure that operations and
activities are managed effectively and in accordance with
applicable policies, regulations, and statutes.

We are conducting a review of the use of support service
contractors at Glenn, focusing on on-site contractor support and
the use of contractors for general clerical, administrative, and
secretarial support.
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Ongoing Inspections/Assessments

Ongoing Activity

Focus

Fiscal Management

Intergovernmental Personnel Act
Assignments to NASA,
Assignment G-99-018

We are reviewing NASA'’s use of the Intergovernmental
Personnel Act (IPA) mobility program because many individuals
assigned to NASA under the IPA hold key decision-making
positions. Nevertheless, they are not required to file financial
disclosure reports. Also, they are neither required to attend ethics
briefings nor to discuss their financial issues and outside activities
with an Agency Ethics Counselor. We also found that one NASA
Center funds its IPA positions through a fund source designated
for civil servants, even though for most purposes the IPA
assignees remain employees of their parent organization. Our
draft report makes three recommendations to improve the
financial disclosure process for detailees to NASA as well as to
ensure that appropriate fund sources are used to account for IPA
detailees.

International Agreements

NASA Support of Biotechnology
Research, 1995-1997,
Assignment G-00-007

This activity responds to allegations that funding provided Russia
to support biotechnology research was inappropriately redirected
to fund germ warfare activities. This joint review will examine
internal controls, to include ensuring good end products.
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Significant Investigations

Procurement/Kickbacks

$38.0 Million Settlement in A NASA contractor agreed to pay a$38 million settlement of aqui
Qui Tam Lawsuit tam lawsuit to avoid the cost and risk associated with further
litigation. The contractor dlegedly passed on to the Government
unalowable sale-leassback charges rdaed to its corporate
headquarters. The NASA OIG, the Air Force Office of Specid Investigations (AFOS!), the Nava Crimind
Investigetive Service (NCIS), the Environmenta Protection Agency, the Army Crimind Investigations
Divison (CID), and the Department of Energy conducted the joint investigation.

A former employee of aNASA prime contractor and aformer owner
of acomputer company were indicted for congpiracy to commit wire
fraud. Theindictment dleged that the defendants conspired to rig
bids for computer equipment and committed multiple acts of theft,
wire fraud, money laundering, and payment of kickbacksto carry out their scheme. [n addition, the
indictment aleged acrimind forfature againgt both defendants of $1,289,485.

Indictment Alleges $1.2
Million Criminal Forfeiture

By using the company as afront, the subjects dlegedly conspired to rig bids for computer equipment. Thelr
collective god was to obtain Federd funds by presenting $1,289,000 in fraudulent and inflated damsto
NASA for information technology and services. The NASA OIG, Federa Bureau of Investigetion (FBI),
and NCIS conducted thejoint investigation. Trid inthis caseis pending.

A NASA subcontractor pled guilty to aone count crimina
information for violating the Mgor Fraud Act and was ordered to
pay $885,519 in redtitution to NASA and a$200 specid assessment.
The owner of the company devised a schemeto obtain smdl
business set-adde contracts a Kennedy. The company fasdy certified that it was asmdl, woman-owned
businessto obtain a$3.2 million NASA subcontract to refurbish ashuittle launch pad and was dso awarded
an $850,000 subcontract to perform dectrica modifications e Kennedy. Under the two subcontracts the
company filed numerous fase dams resulting in overpayments of approximatey $885,519. The NASA
OIG and the FBI conducted the joint investigation.

Subcontractor Ordered to Pay
$885,519 in Restitution
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Former Contractor Employee A former NASA contractor employee a Kennedy pled guilty to
Pleads Guilty accepting $10,000 in kickbacks from a subcontractor. The former
employee provided information to a computer maintenance
company that resulted in the company being avarded aNASA subcontract. NASA OIG and the Internd
Revenue Sarvice CID conducted the joint investigation. Sentencing in this matter is scheduled for April
2000.

Former Contractor Employee A former NASA contractor employee at the Walops Hight Facility,

Sentenced for Receiving WalopsIdand, Virginia, pled guilty to one count of receiving an

Unlawful Gratuity Unlawful Gratuity (18 U.S.C Section 201(c)(1)(A)), and meking a

Fdse Dedlaraion Before aGrand Jury (18 U.S.C. 1623). The former

employee admitted accepting $5,000 from another NASA contractor in exchange for proprietary
Government information concerning the auction of a C-130 arplane. He was sentenced to 5 years
probation, 100 hours of community service, and ordered to pay afine of $2,000. The NASA OIG and the
FBI conducted the joint investigation.

Product Substitution|

$320,000 Settlement in Qui A NASA contractor agreed to pay $320,000 to settleaqui tam
Tam Lawsuit lawsuit regarding dlegaionsthat it did not properly perform required
testing on eectronic components. The components were for use on
NASA'sCassni Degp Space Trangponder, Near Earth Asteroid Rendezvous, and the Mars Pathfinder
spacecraft. Under the Fase Claims statute the qui tam relator will receive $48,000 of the settlement. The
NASA OIG, Defense Crimind Investigative Sarvice (DCIS), AFOS, NCIS, and Army CID conducted the
joint investigetion.

$148,089 In Restitution Theformer presdent of aNASA contracting firm misrepresented the
Ordered for Product origin and quality of chemicas usad in the testing of enginesfor the
Misrepresentation NASA Orhiter. The former company president pled guilty to two

counts of meking False Clams (18U.S.C. 287) and was sentenced to
33 monthsincarceration, 3 years supervised release, and ordered to pay $148,089 in rettitution to the
Government. The NASA OIG, DCIS, and FBI conducted the joint investigation.
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Significant Investigations

Subcontractor Pleads Guilty The owner of an dectronic components and fasteners firm was
to False Statements indicted and pled guilty to one-count of making Fse Statements (18
U.S.C. 1001). The company sold nonconforming fastenersto NASA
and DaD prime contractors and fasdy certified thet the fasteners met military specifications. The NASA
OIG and DCIS conducted the joint investigation.

|Computer Intrusions/Crimes

Computer Cracker Ordered to A juvenile pled guilty to six counts of juvenile ddinquency. Hewas
Pay $20,000in Restitution sentenced to 3 years probation and ordered to pay $20,000 retitution
to NASA. An OIG invedtigation disclosed the youth hed illegdly
compromised NASA computer systems resulting in damage and lost computer time while the sysems were
reconfigured for normal operation.

Contractor Employee Following a guilty pleato one count of violaing NASA regulaions,
Sentenced for Unauthorized aviolaion of 18 U.S.C. 799, aNASA contractor employee was
Computer Use sentenced to 1-year probation, a$250 fine, and ordered to pay a

specid court assesament of $50. The investigation, conducted by the
OIG and the Goddard Security Branch determined the employee used Government-owned computer and
peripherd eguipment for the unauthorized purpose of accessing, viewing, downloading, and dissemineting
pornographic materia during working hours.

Guilty Plea for lllegal A retired military officer pled guilty to aone-count crimina
Interception of NASA information of violating 18 U.S.C. 1030(8)(2), Fraud and Related
Employee’s E-mail Activity in Connection with Computers, for the interception of a

NASA Center employee se-mall. Sentencing is pending.
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Employee Misconduct

NASA Employee Charged A NASA employee was charged in athree-count crimind
with Possession of Child information for possession of child pornography. Theinvestigation
Pornography disclosed that the subject transferred several hundred images of child

pornography from his persond computer to his NASA-owned computer equipment and peripheras.
Prosecutive ectivity inthis caseis pending.

Otherl

Former Security Guard Pleads  Three OlG search warrants resulted in the recovery of solen
Guilty to Theft property vaued & gpproximatey $23,000. Some of the recovered
property was computers containing reseerch data. The suspect, a
former security guard a the NASA Glenn Research Center, pled
guilty in U.S. Didrict Court, Northern Didtrict of Ohio, to one count of violating 18 U.S.C. 641, Theft or
Conversion of Property of the United States. Sentencing is scheduled for June 2000.
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Selected Investigative Updates

|Computer Intrusions/Crimes

Two Charged for Computer

Hacking Two Swedish hackers were charged for hacking into NASA and
Previously Reported: U.S. military computers. The hackers were charged with violating
September 1999 the Swedish equivdents of 18 U.S.C. 1029 (Fraud and Related

Activity in Connection with Access Devices), 18 U.SC. 2511
(Wiretgpping), and 18 U.S.C. 641 (Theft). The hackers alegedly attempted to infect the sysemswith a
computer virus. Damagesto NASA were estimated to be $159,100.

Update: On February 28, 2000, the hackers were each sentenced to 2 years probation and fined $10,200.

Network Intruder Arrested Anindividua who hed compromised or obtained unauithorized
Previously Reported: accessto over 140 computers beonging to NASA, DaoD, other U.S.
September 1999 Government agencies, foreign countries, and various educationd

inditutions was arrested. The NASA OIG conducted an on-Site
andyds of dectronic evidence and found that the hacker possessed 9,000 data records containing
identifying information, including Socid Security Numbers

Update: Thesubject was charged in athree-count crimind information for violation of 18 U.S.C.
2511(1)(@), Illegd Interception and Possession of Electronic Communications Transmitted to and through a
U.S. Government Computer; 18 U.S.C. 1030(a)(5)(B), lllegd and Intentiond Accessand Damage of a
Computer Used in Interdtate and Foreign Commerce; and 18 U.S.C. 1362, Willful and Mdicious
Interference of a\Working Communications System Operated and Controlled by the U.S. Government.

Canadian Hacker Arrested A Canadian hacker’sillegd intruson dtered the network server thet
Previously Reported: dlows public accessto the NASA World Wide Web causing adenid
September 1999 of service and an estimated $70,000 in repair coststo NASA.. Other

victimsincluded the Nationd Oceanogragphic and Atmaospheric
Adminigration, Hughes STX (aNASA contractor), aswell as severd universties and privaie Web Stesin
Canada. The perpetrator was held over for trid on 47 counts of illegd intrusons and hacking.

Update: Thesubject pled guilty to 12 counts of computer crime chargesrdding to intrusonsinto U.S.
Government computer systems and was sentenced to 6 monthsincarceration on eech of the 12 countsto run
concurrently.
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Bribery/Kickbacks

Contractor Official Pays More
Than $32,000 in Kickbacks
Previously Reported:
September 1999

To recaive apanting subcontract associated with the Space Shuttle
program at the Kennedy Space Center, Horida, a subcontractor
employee paid kickback moniesto aNASA prime contractor's
procurement manager. With the help of the procurement manager,

the subcontractor submitted an inflated false daim that was subsequently charged to prime contracts with

NASA and DoD.

Update: The subcontractor employee pled guilty to a one-count information for violaing the Anti-
Kickback Act. He was sentenced in U.S. Didrict Court, Middle Didtrict of Florida, to 12 months supervised
probation, payment of $16,000 restitution to NASA, a$1,000 fine, and agpecid assessment of $100.

[Employee Misconduct]

Former NASA Employee
Pleads Guilty
Previously Reported:
September 1999

A former NASA employee charged in acrimind information with
embezzling gpproximately $17,700 from the Employee Morde
Asodiation subsequently pled guilty to one count of embezzlement
of Government funds

Update: Theformer employee was sentenced to 5 years probation, 4 months home confinement with
eectronic monitoring, and ordered to pay restitution in the amount of $17,166.60 and a gpecid assessment

fee of $100.

Otherl

Fraudulent Moon Rock
Scheme Results in Indictment
and Arrest

Previously Reported:
September 1999

A disharred attorney was charged in a 24-count indictment for
attempting to sdl bogus moon rocks. The Lunar Curator at Johnson
Space Center determined the rocks were nat of lunar origin.

Update: Theattorney pled guilty to one count of Conspiracy to
Commit Wire Fraud (18 U.S.C. 371). Sentencing is pending.
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Legislation, Regulations, and Legal Matters

LLegislation

S. 1993, Government Genadly, thishill isa positive step towards recognizing the importance of
'A”g? E,T i‘gé’; Security centralized oversight and coordination in responding to risks and threats to

IT security. The bill would amend 44 U.S.C. by adding new sections
concerning information security. This bill would strengthen the role of the agency CIO. The CIO would be
respongble for training and overseeing personnd with sgnificant respongbilities for information security.
The ClO can designate a senior information security officer to adminiger dl information security officers.
We recommend that thisindividua report directly to the CIO.

Under the bill the agency would be required to establish a program containing procedures for detecting,
reporting, and reponding to security incidents. The agency would be required to mitigate risks associated
with such incidents before substantial damage occurs, and would be required to notify and consult with law
enforcement and other offices and authorities concerning security incidents. Section 3534(b)(2)(E)(ii)

should expresdy refer to procedures for natifying and consulting with the agency’s Inspector Generd. Under
Section 3534(c)(2), deficienciesin palicies, procedures, or practices of the agency concerning information
security would be reportable as "meaterid weeknesses' under the Federd Managers Financid Integrity Act.
We recommend that this provision be modified. Not al deficienciesin this areaare materid. Reporting
immateria deficencies could cloud the true condition of an agency’ s sysems and controls.

We had aother recommendations to strengthen this bill. The Ingpector Generd testified on the merits of this
legidation before the Senate Committee on Governmenta Affairson March 2, 2000. Overdl, thishill
would go far in remedying the fragmented gpproach to I'T security currently in place @ NASA. The
expanded role and authority of the CIO can only provide for better coordination concerning security
incidents among the NASA Centers. Mandatory coordination and consultation with law enforcement
components such as the Ingpector Generd’ s Computer Crime Divison will greatly assst in the presarvetion
of evidence and prasecution of computer fedonies. The requirement to conduct annud evaudtions
underscores the Ingpector Generd’ s expressed need for greater resourcesin this areg, asreflected in the
Ingpector Generd’ s budget submissonsto OMB.
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HR 2413, Computer Security We do not support this bill as presently drafted. Thishill inits current
Enhancement Act form would not enhance the ability of the Nationd Ingtitute of
Standards and Technology (NIST) to improve computer security.
Thehill, intended to renforce NIST’ srole in devel oping encryption standards needed to ensure cost-
effective security in Federd computer systems, would instead wesken it.

The bill creates aperception that NIST be an advocate for private industry computer security products rather
than aFederd agency responsble for ensuring the security of undlassfied information in Federal computer
gydems

If the purpose of thisbill were to actualy reinforce the role of NIST in ensuring the security of undassfied
information in computer systems, anationa policy role in computer security should be announced. Insteed,
the only reference to palicy is a satement contained in Section 5, entitled, "Computer Security
Implementation,” which states, the Indtitute shal "emphasize the devel opment of technology-neutra policy
guiddinesfor computer security practices by the Federd agencies” We are unsure what “technology
neutrd" means

Section 13(a) of the hill, entitled, "Electronic Authentication Infrastructure” isunclear. It calsfor guiddines
and dandardsthat contain, “ protection prafilesfor cryptographic and non-cryptographic methods of
authenticating identity for eectronic authentication products and sarvices” Authenticetionisa
communications security or cryptogrgphic technique. As such, we are unaware of any non-cryptographic
method of authentication approved by the Government.

Enhancement of the NIST mission regarding proposed promation of nationd information security;
€lectronic authentication infrastructure guidelines and sandards, and astudy of PKI can and should be
conducted under current NIST respongbilities Separate legidation is not required.

Report Pursuant to House We submitted areport during this semiannud period setting forth our
Report 105-610 human resource statistics, pursuant to arequest of the Appropriations
Committee. The Committee is concerned over workforce diveraty.
The Committee recognized that increasing inclusiveness among employees can be a chdlenging task; and
Federd personnd rules and practices may sometimes make the task more difficult. We continue making
dridesin increasang the diversty of our workforce.
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Legislation, Regulations, and Legal Matters

Regulations

During this period, the OI G reviewed 41 Agency regulaions.

Comments on Health and We commented on the Health and Human Sarvices proposed

Standards for privach ar - reglation, published in the Federal Regjister of November 3, 1999

Individual Identifiable Health ~ (Volume64, Number 212), pages 59917-59966. The proposed rule,

Information aswritten, isimpracticd insofar asit might be read to gpply to the

Inspectors Generd. Thisis because, in the normd course, NASA

OIG may issue asubpoenafor any of severd purposes; to wit, conducting "hedth oversght activities,” for
useina"judica or adminidrative proceeding,” or for a"law enforcement proceeding of inquiry.” The
proposd, as currently written, might mistakenly be understood to st forth different sandards for Inspector
Generd access depending upon the purpose for which the information is sought. These sandards are more
restrictive than the case law currently applicable to Ingpector Genera subpoenas.

The proposed ruleis contrary to exidting law and congressond intent. We recommend thet it be modified
to conform to 8201(8)(5) of the Hed th Insurance Portability and Accountability Act (HIPAA) of 1996,
which expresdy provides thet neither the HIPAA nor itsimplementing regulaion be condtrued so asto limit
the authority of the Inspectors Generd under the Inspector Generd Act of 1978.

NASA OIG Hotline Poster We proposed acdlause for NASA contracts that would require thet
Clause NASA Hoatline posters be displayed a2 NASA aeraspace contractor
fgggted from September fadlities The purpose of the dauseisto provide an avenue for

contractor employeesto submit information to the Inspector Generd
on issues concerning potentid crimes, mismanagement, and wasteful
expenditures of Federd funds. In thiseraof Federd downsizing and diminished oversight, it is even more
imperative thet employees know that there is a venue to address their complaints without fear of retribution.
We resolved the concerns of the Office of Generd Counsdl regarding congistency with other smilar
initiatives. The hatline poster proposa has been submitted to OMB for gpprovdl.

Inspector General Access We submitted a proposd to the Generd Counsdl and the Associate
Clause Adminigrator for Procurement to include a Sandard Ingpector
fgg;ted from September Generd access dause in Government contracts. The dause would

reduce the need to commence enforcement actions for Ingpector
Generd accessto contractor detaiin the courts. We are fine-tuning
our proposd to comply with arequest from the Agency for additiond background.
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Otherl

FAIR A|°t Challenge and We received one challenge and a subsequent appeal of our

Appea determination under the Federd Activities Inventory Reform Act. In
our response to the gpped from the U.S. Chamber of Commerce, we indicated which activities have dreedy
been contracted out within the OI G, and asserted thet the remaining functions are inherently governmentdl.

:\:Aretfdom of Information Act During this reporting period, the OIG processed 21 requedts. We dso
atters processed 3 gppeds of aninitid determination during thistimeframe.

Subpoenas During the reporting period, the Inspector Generd issued 39
ubpoenas. No enforcement actions werefiled.

OIG Legal Newsletter and Lunar Material: During this semiannual period, our newsl etter
Web Site featured an article on allegations of wrongful possession of
lunar materials. The mail and wire fraud statutes are utilized
when con artists who peddle plain earthen dirt as moon rock have victimized individuals.

Allowability of Legal Fees: Another newdetter article discussed when Government contractors could
chargethelegd defense cogts to Government contracts when they are investigated for fraud. We discussed
the requirements of FAR 31.205-47. This codt principle makesthe dlowability of theselegd fees dependent
upon the outcome of legd proceedings. Proceedings include investigations by the Inspector Generd. A
crimind conviction or afinding of liability in acdvil fraud action rendersthe legd fees and their associated
cods (adminidrative, clericd, accountants, consultants, and experts) undlowable on Government contracts.
If the investigated conduct resultsin atermination of acontract for default by reason of aviolaion of law or
adecison to debar or suspend a contractor or to rescind or void acontract, thelegal costs associated with the
invegigation are undlowable aswdll.
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The Department of Judtice may enter into an agreement with the contractor on the extent of dlowability as
part of assttlement or pleabargain. Thelega costswill be recognized as provided in the agreement. Where
the contractor prevailsin alegd proceeding (eg., an acquittd, or afinding of no liahility), the costs may be
dlowable, assuming that they are reasonable and otherwise dlocable to the contract. However, contracting
officers can negotiate a celling on the payment of these cogts. In no event shdl reimbursement exceed 80
percent of otherwise dlowable lega costs associated with the fraud proceeding.

Both aticlesare avallable on the OIG Web ste at:
<http:/mww.hg.nasa.gov/office/oig/hg/legditemshtmi>.
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Special Thanks

We appreciae the outstanding assistance provided by Steve Trautwein of the Defense Contract
Management Agency, Sesitle, Washington, in support of the OIG and the Internationa Space Station
Program. Asthe Defense Corporate Executive for the Boeing Company, Mr. Trautwein had an in-depth
knowledge of the company’ s operations, which he fredy shared with our st&ff to provide indghtsinto how
Boeing'sorganizationd changeswere affecting NASA' s programs.

During the OIG' s assessment of performance management on the International Space Station,

Mr. Trautwein, oriented the audit teem to the issues surrounding Boeing' s reorganization activities and the
potentid impact on the Space Sation. He dso fadilitated the team’ s meetings with the key officids of The

Boeing Company, the Defense Contract Audit Agency, and the Defense Contract Management Agency to
ensure thet the team obtained a thorough understanding of the corporate restructuring and accounting

practice changes that were impacting Space Station cods.

TheNASA OIG ds0 gppreciatesthe excdlent efforts put forth by Assstant U.S. Attorney Donna C.
Maizd, Civil Fraud Section, Centrd Didrict of Cdifornia, Los Angeles, and Roy D. Robinson, Senior
Auditor, DCAA, in support of the NASA OIG.

During this period Ms Maizd successfully negotiated a $38,000,000 settlement of sde-leaseback charges
improperly billed to Government contracts. Mr. Robinson was ingrumenta in determining the damages due
to the Government in thisinvestigation.

We commend Ms Maizd and Mr. Robinson for their dedication and commitment to this investigation and
look forward to continuing along and productive relationship with these dedicated professonds.
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Cooperative, Outreach, and Other Activities

Our cooperative activities advise NASA management of areasthat, if not addressed,
could become problematical. These activities aso provide an opportunity to work
proactively with management to resolve these issues. Through our outreach program, the
OIG dissaminatesinformation about our programs to enhance the public knowledge of
our misson and our commitment to improving the effectiveness of Government
programs.

Audits

OIG Leads PCIE Initiative on Presidential Decision Directive 63 (PDD-63)

In November 1999, the NASA OIG initiated a"kick-off" conference for a PCIE/ECIE Review of the
Nation's Critical Infrastructure Assurance Program. Offices of Ingpector Generd from more than 20
agencies are participating in Phase 1 of the 4-phase review and will address their repective agency's criticd
infragtructure assurance effortsin the context of the Presdent’ s Policy on Criticd Infragtructure Protection:
PDD-63. TheNASA OIG is coordineting the work of the participating agencies and will be consolidating
the results of ther reviews. In April 2000, the NASA OIG will hogt amid-point conferenceto discussthe
progress on Phase 1 of theinititive. Phase 1 is scheduled for completion in September 2000.

OIG Participates on NASA Teams to Trace Payments to Russia

A representative from the OIG Audit Saff participated on aNASA team established to determine whether
NASA funds paid to Russafor joint Space devel opment and operations were reaching thar intended
degtination. Specificdly, the team determined whether funds paid for the Russan Space Station Mir and the
Internationd Space Station were properly routed through the Bank of New Y ork to the Russan Space
Agency (RSA), appropriady converted into Russan rubles, and promptly paid to Russan subcontractorsto
support accomplishment of contract milestones. The team concdluded that U.S. dollars paid by NASA from
June 27, 1997, through June 30, 1999, were received by RSA, properly converted to Russian rubles, and
paid to firg-tier subcontractorsin atimely way to support accomplishment of contract milestones.

A representative of the OIG Audit staff dso participated on a separate NASA team, formed a the request of
the Associate Adminigrator for Space Hight, to determine whether NASA funds that the RSA paid to
Biopreparat, amgor Russan pharmaceutica firm, were properly used for space biotechnology scientific
research. The team reviewed the funding process for bictechnology research under the NASA contract with
RSA. Within the scope of the verification performed, the NASA team saw no indication that the fundswere
used for other than the intended purpose. The Ingpections gaff, however, isexamining NASA’sinterna
controls for oversight of the funds.

OIG Continues in its Leadership Role in the Federal Audit Community

The Federd Audit Executive Council (FAEC) was chartered to discuss and coordinate issues reaing to
audit policy and operations affecting the Federd audit community. FAEC membersincludethe AIGA’s
from Federd agencies aswell as, the Director, DCAA, and the Auditors Generd of the military services
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The FAEC has gponsored training to disseminate information on avariety of topicsinduding strengthening
Federd financid management; GAO, OMB, Joint Financid Management Improvement Project, and
Federa Accounting Standards Advisory Board updates, human capitd, and computer and environmenta
crime. At the request of the PCIE Audit Committee, the FAEC dso initiated areview of the Ingpector
Generd Auditor Training Ingtitute curriculum to ensure the course mix will fulfill the Federd audit
community’ straining needsin FY 2001 and beyond. In addition, the FAEC isworking to consolidete GAO
and PCIE financid statement Government guidance, ensure effective peer qudity reviews of Federd audit
organizations, and update auditor pogition classfication guidance.

OIG Participates in FAEC Training Coordinators’ Roundtable

The OIG is participating on an interagency OIG roundtable. The purpose of the roundtableisto discuss
concerns and the means to meet the OIG auditor and accountant’ straining requirements in an environment
of decreasing resources. The discussons address the training needs from the entry-leve to the senior

employee.

OIG Participates on PCIE Audit Committee Task Force

The OIG is participating on atask force of the management leve PCIE Audit Standards Committee
concerning, Single Audit Monitoring, to revise the Federal Cognizant Agency Audit Organization
Guiddines (Orange Book). The activity will revise the Orange Book to address the changesin the Single
Audit Act Amendments of 1996 and cregte uniformity among Federd audit organizationsin discharging
respongbilities associated with cognizant and oversight agency assgnments.

OIG Participates in Federal Audit Clearinghouse Users Group

The OIG participates on an interagency user group that addresses problems and concerns regarding the
Federa Audit Clearinghouse database of single audit reports. The database, avallable through the Internet to
the Government and the public, identifiesthe OMB Circular A-133 audit reports thet were received by the
Federd Audit Clearinghouse. It dso containsinformation about the results of audit, such asthetype of
opinions expressad, findings, questioned cogts, and mgor programs audited.

OIG is Evaluating Data Mining Concept for Application to NASA’s Financial Management
The OIG initiated an evaduation of the gpplicability of datamining to NASA’sfinancid management
processes. Data mining gpplies technology to an organization' s informeation assats to reved patterns and
relationships within the business activity. Data mining tools are used in industry and government to solve
problemsin engineering, stience, and business. Our emphass was on the use of these techniquesto improve
NASA'’sfinancid management, indluding detection of fraud. We contacted Federd agencies and private
sector companiesto learn about their experiences in applying Datamining processes. We dso congdered to
what extent datamining has been or could be goplied to financid management in NASA. Our evauation of
datamining will likely result in amore extensve OIG survey of NASA’s adminidration of databasesin

FY 2001.
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Cooperative, Outreach, and Other Activities

OIG Oversight of Audit Services

The mgority of NASA'’ sinvesment in audit services goesto audit organizationsthat are externd to NASA
and the OIG. The OIG isworking on avariety of programsto obtain ingght into the qudity of these audit
sarvices and ensure thet the maximum benfit of the audit is achieved for:

Financial Statement Audits
The Chief Financid Officers Act of 1990 requires NASA'sfinancid statementsto be audited according
to generaly accepted Government auditing sandards. The Act dso requires reports on NASA's system
of interna controls and compliance with laws and regulations. The OIG contracted with Arthur
Andersen LLP, an independent public accounting firm to conduct the audit of NASA's FY 1999
financid gatements. The contract required that the audit be done in accordance with Government
auditing sandards and with OMB Bulletin 98-08, “ Audiit Requirements for Federd Financid
Satements.” To fulfill our oversight respongihilities, the Ol G performed aqudity control review of
Arthur Andersen’ s audit, induding the audit reports and relaed working papers, to determine whether
the audit was performed in accordance with gpplicable Sandards and requirements. The review showed
that Arthur Andersen conducted the audit in accordance with Government auditing sandards and
provisonsof OMB Bulletin 98-08. Inits reports dated February 2, 2000, Arthur Andersen (1) rendered
an unqudified opinion on NASA' s principd finandd statements and (2) found no materid weeknesses
or reportable conditions related to internd controls.

Educational and Non-Profit Organizations Audits
Quality Control Reviews
The OIG performed qudity control reviews of the working papersthet support the OMB Circular A-
133 auditsof Brandeis University (1G-00-025, FY 1998), Dartmouth College (IG-00-026, FY 1998),
Hampton Universty (1G-00-012, FY 1998), Old Dominion University Reseaerch Foundation (1G-00-
021, FY 1998), and Universities Space Research Associaion (IG-00-001, FY 1999 and Follow-up on
FY 1998).

Referrals

The OIG referred one Certified Public Accounting firm and its partner to the VirginiaBoard of
Accountancy and the American Indtitute of Certified Public Accountants. The actions of the audit firm
and the partner meat the PCIE’ sdefinition of areferable action under PCIE Postion Statement 4, “1G
[Inspector Generd] Qudity Control Referral Procedures.”

Nonappropriated Fund Activities Audits
NASA policy requires annud audits of the financid statements of exchanges operated by NASA
Headquarters and fidd Centers. The Ol G edtablished aqudity control program to ensure the audits
comply with gpplicable gandards. We plan to review the exchange audits on a 3-year cyde. This
program includes (1) desk reviews of audit reports and supporting documentation, (2) periodic quality
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contral reviews of auditor working papers and exchange books and records, and (3) monitoring
corrective actions taken in response to saected recommendations resulting from the audits. Inthefirgt
haf of FY 2000, we completed qudity control reviews a Langley Research Center (1G-00-013,

FY 1998) and Stennis Space Center (IG-00-023, FY 1998), and conducted fidldwork for aqudity
control review at Ames Research Center. We will continue to coordinate the exchange qudlity control
reviews with the exchange ingpections conducted by g&ff of the AIGIAIA.

Inspections, Administrative Investigations, and Assessments

Information Pamphlet: Clearing Information from Your Computer’s Hard Drive

In January 2000, the NASA OIG published and distributed an IT Security Alert entitled, Clearing
Information from Your Computer's Hard Drive. The publication alerts the user to the need to be
vigilant when excessing personal computers. For example, the pamphlet explains that a computer's
delete key or mouse is not an effective means of erasing a file from the computer’s storage media. The
pamphlet warns that performing Government work on home computers poses potential security risks
because files on your home computer are just as vulnerable to being recovered. The reader is further
enlightened that their own personal and private matters may be at risk if their computer's hard
drives are not effectively cleared of stored information. Finally, the pamphlet instructs the reader on
what should be done to ensure that data is unrecoverable when files are erased.

Inspections and Evaluations Roundtable

In support of the Roundtable, the ingpections saff ponsored amesting of the Federd OIG web curators
The OIG Webmeagters group will share best practices, improve common web Ste design and maintenance
processes, and devel op effective information outreach techniques, for example to address eectronic FOIA
(e-FOIA) and access requirements. Other planned training initiatives for the coming calendar year include
researching the Internet and other resources, interviewing techniques, and writing and editing.

Procurement Managers Outreach

Theingpections gaff presented, “The OIG and Y ou: Working Together for A Better NASA,” to the Free
State Chapter of the Nationa Contract Management Association a Goddard. The presentation stressed the
joint roles of the OIG and contract professondsin both NASA and in the NASA contractor firmsin
preventing crime, fraud, waste, abuse, and mismanagement. Our presentation team aso developed aliging
of procurement “red flags’ and “fraud schemes’ to help sengtize the audience to contract crime.
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Alerts Issued Regarding NASA Exchange Sale of Tobacco

Our NASA Exchange ingpections disclosed thet some NASA Centers are sdlling tobacco productsin their
loca Center Exchange stores. We pointed out that such sales undermine NASA's efforts to promote nationd
policy and the Agency's hedth and safety initiatives to assst employeesto quit smoking. Asaresult of our
dert, NASA made gppropriate policy changes that will proscribe sales of tobacco productsin its Exchange
dores and vigtors centersin 2001.

Ethics Briefings for Exchange Councils

As an outgrowth of our ingpection of NASA Exchanges we discovered that Exchange officids might be
taking action contrary to regulation or law because they mistakenly believed thet ethics Satutes and
sandards of conduct do nat gpply since Exchange activities involve nongppropriated funds. We deveoped a
presentation package of our findings and observations and made copies of the packageto NASA Center
Exchange Councils and ethics officids. Severd Centers used our materias as abase or component in

gpecid Exchange Coundil ethics briefings.

Continuing Activities

- We continueto represent the OIG on NASA’ s Criticd Infrastructure Protection Team (CIPT). NASA
created the CIPT to develop and implement the Agency’ s Criticdl Infrasiructure Protection Plan as
required by PDD-63. IAIA gaff aso continued to assist the OIG Office of Auditsin their review of
PDD-63 processes.
The IAIA gaff continuesitsleed rolein editing the NASA OIG Review (Review) to highlight and
summarize key OIG reportsand activities. The Review isdigtributed to NASA management and key
externd organizations such as OMB, GAO, and congressond gaffs. The Review adso appearson the
OIG web page. We dso continued our practice of updating key NASA communities (OIG liasons,
security saff, and OIG &ff in other organizations) through eectronic mail communications.
We are paticipating in the Presidentid Management Intern (PMI) Career Development Group (CDG)
#11. The CDG, conggting of 22 PMI’sfrom different Federd departments and agencies, provides a
framework for training and development activities for the PMI’s.

Office of Criminal Investigations

OIG Promotes Awareness Associated with Science Fraud

During this semiannua period, the OIG took an active role in supporting the NASA Smdl Business
Innovation Research (SBIR)/Smdl Business Technology Trandfer (STTR) programs with the following
activities.

An OCI gaff member spoketo the NASA SBIR/STTR Program Managers and employees. We made
recommendations to implement changesto the SBIR/STTR process of awarding contracts to deter
fraud in the program.
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OCI 4&ff attended an inter-agency discussion of the SBIR/STTR program that centered on auniversal
gteto gpply for SBIR funds. The OI G representative recommended that the agenciesinclude alink to
their OIG Hatline on SBIR/STTR Home Pages.

In conjunction with the AUSA’ s from the Eagtern Didtrict of Virginia, OCI gaff presented to the U.S.
Attorney's Affirmative Civil Enforcement Conference in Washington, DC, the unique nature of
investigating and prosecuting SBIR (science) fraud; and how the SBIR Task Force can asss
investigators and prosecutors.

OIG Actively Conducts Fraud Awareness Briefings

OIG Specid Agentsregularly present fraud avareness briefingsto DCAA, NASA management, NASA
procurement personnd, and NASA prime and subcontractors. These briefings digtinguish the various
divisons of the OIG and their functions, aswell as provide examples of suspect activities and the various
crimind gatutesthat wetypicdly investigate. We aso communicate examples of OIG casesthrough OIG
News Releases.

OIG Specid Agents at the Johnson Space Center provide briefingsto Contracting Officer’ s Technica
Representative (COTR) trainees to provide them with a generd understanding of fraud and how the OIG
might help respond to potentid fraud encountered during their dutiesas COTR's,

During the course of this semiannud period, an OCl Agent a the Dryden Hight Research Center provided
fraud awareness briefings to seven separate organizations, involving somefifty participants who were
briefed on the various functions of the OIG and the nature of typicd frauds perpetrated againg NASA. The
agent shared the OIG' s process for protecting the identity of cooperating witnesses and how one might
communicate concerns of potentid fraud to the OIG.

Computer Crimes Division

OIG Conducts Computer Forensics Training for Investigators and Prosecutors

Aspart of its ongoing mission to work cooperaively with other investigative agencies and to educate fied
agents and Federd prosecutors, OCI and CCD, in conjunction with the Office of the U.S. Attorney,
Northern Didrict of Ohio, Computer Crime Response Team, conducted a 2-day seminar for dl Federd
invedigative agenciesin the Gregter Cleveland area. The seminar focused on computer forensics unique to
the Linux operating system environmen.
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Cooperative, Outreach, and Other Activities

OIG Initiates International Effort to Develop Forensic Analysis Tools

The CCD hasinitiated an internationda collaborative effort to devel op forensc andysstoolsfor the law
enforcement community. The god isto develop tools that meet current needs and the demand of future
technology and environmental conditions. The OIG effort involveslaw enforcement bodies, both globaly
and throughout the United States. Thisinitiative furthers the ongoing research and development effort the
OIG haswith the Defense Computer Forensc Laboratory, Bdtimore, Maryland.

Legal

Working Group on Unlawful Conduct in the Internet

The OIG g&ff participated on the working group on unlawful conduct on the Internet. The working group
was established by Executive Order 13133. We provided input giving recognition to computer crime
cgpabilities within some of the Offices of Ingpectors Generd. We recommended additiond training for law
enforcement officers and sysem adminigrators. The latter are often the first line of defense againgt unlawful
computer intrusons. We aso recommended that |G audit components should play alarger rolein
preventing and detecting unlawful conduct on the Internet. Auditors are wdl positioned to recommend
preventative controls that over time could amdiorate unlawful conduct.

"Defending America's Cyberspace: National Plan for Information Systems Protection,”
Version 1.0

Thisplanisthefirg atempt by any nationd government to design away to protect its cyberspace. Attacks
upon our naion's cybergpace could crash ectricd power grids, teephone networks, trangportation systems
and financid inditutions. Protection of these computer sysemsrequires ared public-private partnership.
While the Government drivesto be amodd of computer security, it will not dictate solutions. The NASA
OIG provided input into this White House document. We discussed the role thet the Offices of Ingpectors
Generd could play in defending Federal agency systems againgt fdonious intrusons.

Training and Other Outreach Activities

During this reporting period, the OIG legd unit conducted video-te econference training in the areas of
money laundering, the Right to Financid Privecy Act, the Ingpector Generd Act, Federd Appropriations
Law, Procurement Law 1999 the Y ear in Review, and the Hatch Act. We dso made presentations on
Federd personnd law to the managers of the crimind investigations office, and discussed dectronic FOIA
and web palicy issueswith agroup of OlG webmasers
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Appendix |
Statistical Highlights

Audit Activities
Audit Impact

OIG Audit Reports Issued 31
Recommended Better

Use of Funds $7.0 million

Audit Dollar Impact*
TOTAL $7.0 million

“No amount reportable for
Questioned Costs

Status of A-133* Findings and Questioned Costs Related to NASA Awards?

Total Audits Reviewed 25

Audits with Recommendations 7

Audits Unresolved Over 6 months Old 3

Total Disallowed/Questioned Costs® $221,396
Total Disallowed/Questioned Costs

Recovered/Sustained $ 53,000

Recommendations: Beginning Balance 26

New Recommendations 0

Recommendations Dispositioned 23

Ending Balance 3

Average Age of Recommendations Not Completed 7 months

‘OMB Circular A-133, Audits of States, Local Governments, and Non-
Profit Organizations, requires Federal agencies to audit non-Federal
entities expending Federal awards.

’Data prepared by NASA Office of Procurement for the financial
reporting period ending March 31, 2000.

3Questioned costs include $12,864 of overpayments to Central State
University employees. The State of Ohio has been trying to recoup
these payments since early 1999. Legal action may be required. NASA
will continue to pursue this issue.
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Statistical Highlights

Cases Opened
Cases Closed
Cases Pending
Referred to Management
Closed
Pending o
Activities Opened
Referred to Investigations o
Activities Closed
Activities Pending

Management Letters/Alerts

Cases Opened
Cases Closed
Cases Pending
Hotline Complaints Received
Referred to Audits or Investigations

Referred to Inspections and Assessments

Referred to NASA Management

Referred to Other Agencies
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Appendix |
Statistical Highlights

Criminal Investigations Impact*

Indictments/ Informations

Convictions/Plea Bargains/ Pretrial Diversions
Cases Referred for Prosecution

Cases Declined

Cases Referred to NASA Management for Action
Cases Referred to Other Agencies for Action

Suspension/Debarments
Individuals
Firms

Administrative Actions
NASA Employees
Contractor Employees

Potential Cost Impact/Special Assessments
Investigations Dollar Impact®
TOTAL

22
14
53
22
21

37?

2
15

$28.2 million

$74.6 million®

‘Includes results from joint investigations

“Includes referrals to State, local and other Federal law
gnforcement agencies

Includes recoveries, fines and penalties, restitutions,
Eettlements and judgements

No amount reportable for Funds Put to Better Use
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Section 5(8)(6) of the Ingpector Generd Act, as amended, requires alisting of each OIG audit report issued
during the reporting period. Where gpplicable, the tota dollar vaues of questioned codts, including separate
identification of unsupported cogts, and recommendations that funds be put to better useisto beincluded.

Appendix Il
Audit Reports Issued

For this reporting period, atotd of 31 OlG auditsidentifies $7.0 million in questioned codts

Report
1G-00-001

IG-00-002
IG-00-003
IG-00-004

IG-00-005
IG-00-006
IG-00-007
IG-00-008
IG-00-009

IG-00-010

IG-00-011
IG-00-012

IG-00-013

IG-00-014

IG-00-015

Report Title & Monetary Amount

Quality Control Review of Ernst & Young LLP Audit of the
Universities Space Research Association (USRA) for Fiscal Year
Ended June 30, 1999, and Follow-up of Audit of USRA for Fiscal
Year Ended June 30, 1998

Raytheon Subcontract Management
NASA’s Year 2000 Day One Planning

Management and Administration of International Agreements at
NASA

X-38/Crew Return Vehicle Project Management

Verification of Payments to the Russian Space Agency
Performance Management of the International Space Station Contract
Electronic Commerce: NASA'’s Acquisition of Office Supplies

Staffing of the Expendable Launch Vehicle Program Office at the
Kennedy Space Center

NASA Contract Audit Follow-up System at Marshall Space Flight
Center

Spare Parts Quality Assurance for the Space Shuttle

Quality Control Review of KPMG LLP Audit of Hampton University
for Fiscal Year Ended June 30, 1998

Quality Control Review of Eggleston Smith P.C. Audit of National
Aeronautics and Space Administration Langley Research Center
Exchange Financial Statement for Fiscal Year Ended September 30,
1998

UNIX Operating System Security and Integrity at Kennedy Space
Center

Space Flight Operations Contract Phase [I—Cost-Benefit Analysis
(Continued)
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Audit Reports Issued

(Continuation)

Report Report Title & Monetary Amount

IG-00-016 Procurement Module Testing of NASA's Integrated Financial
Management Program

IG-00-017 General Controls at Johnson Space Center’s Mission Control Center

IG-00-018 NASA Oversight of Contractor Exports of Controlled Technologies

IG-00-019 Johnson Space Center Exchange Use of Appropriated Funds for
Exchange Activities

IG-00-020 Validating FY 1999 Performance Data to Be Reported Under the
Government Performance Results Act (GPRA)

IG-00-021 Quality Control Review of Goodman & Company, LLP Audit of Old
Dominion University Research Foundation for Fiscal Year Ended
June 30, 1998

IG-00-022 Quality Control Review of Arthur Andersen LLP Audit of the NASA
Financial Statements for Fiscal Year Ended September 30, 1999

IG-00-023 Quality Control Review of the H. Larry Jordan Review of Stennis
Space Center Exchange Financial Statements for Fiscal Year Ended
September 30, 1998

IG-00-024 UNIX Operating System Security and Integrity at Goddard

IG-00-025 Quality Control Review of the PricewaterhouseCoopers LLP Audit of
Brandeis University for Fiscal Year Ended June 30, 1998

IG-00-026 Quality Control Review of the PricewaterhouseCoopers LLP Audit of
Dartmouth College for Fiscal Year Ended June 30, 1998

IG-00-027 Verification of Payments to Biopreparat

IG-00-028 Safety Concerns With Kennedy Space Center’'s Payload Ground
Operations

IG-00-029 X-34 Technology Demonstrator (*$7,000,000)

IG-00-030 Compliance With the National Environmental Policy Act

IG-00-031 Implementation of Security Software at Johnson Space Center

*Funds Put to Better Use.
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Appendix 11
DCAA Audits of NASA Contractors

The DCAA provides various audit servicesto NASA on are@mbursable bass The audits performed
indude proposa evduationsthat are used to negotiate a contract price; incurred codt reviews which verify
amounts billed to the Government; reviews of contractor estimating, accounting, and purchasing sysems,
defective pricing reviews, and reviews for compliance with cogt accounting sandards. The resulting audit
reportsthat are sent to the NASA or Government contracting officia having cognizance over the contract or
contractor involved. The following sections summarize information provided during this period by DCAA
on reportsinvolving NASA activities, results of NASA actions on those reports, and sgnificant reports thet
have not been completely resolved.

DCAA Audit Reports Issued

During the period, DCAA issued 291 audit reports (excluding pre-award contractor proposa eva uations)
on contractors who do busnesswith NASA. The results of these audits are shown in DCAA-provided
figuresin the following tables DCAA a0 issued 148 reports on audits of NASA contractor proposals
totaling $374 million, which identified cost exceptions totaling about $11.4 million. These figuresinclude
proposas from saverd contractors bidding on the same contract; therefore, the totdl amount of exceptionsis
larger than the amount of potential savingsto NASA.

NASA Actions

Corrective actions taken on DCAA audit report recommendations usudly result from negotiations between
the contractor and the Government contracting officer. The following tables show the number of DCAA
audit reports and amounts of questioned costs and funds put to better use for the reporting period. During
this period, NASA management resolved 53 reports with $12,689,000 of questioned cogts, and 30 reports
with $207,622,000 of funds put to better use. NASA management sustained 52.2 percent of DCAA's
guestioned costs and 87.1 percent of the funds put to better use.
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DCAA Audits of NASA Contractors

DCAA Audits with Questioned Costs

Number of Total
Category Audit Reports Questioned Costs
No management decision was
made by beginning of period 511 $246,339,000
Issued during period 35 $ 6,008,000
Needing management decision
during period 546 $252,347,000
Management decision made
during period: 53 $ 12,689,000
Amounts agreed to by
management $ 6,629,000
Amounts not agreed to by
management $ 6,060,000
No management decision was
made by end of period: 493 $239,658,000
No management decision
prior to period and still
unresolved at end of period 473 $234,001,000
Reports issued during
reporting period and
unresolved at end of period 20 $ 5,657,000

-2
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Appendix 11
DCAA Audits of NASA Contractors

DCAA Audits with Recommendations
That Funds be put to Better Use

Number of Total
Category Audit Reports Questioned Costs
No management decision was
made at beginning of period 122 $385,810,000
Issued during period 29 $ 50,143,000
Needing management decision
during period 151 $435,953,000
Management decision made
during period: 30 $207,622,000
Amounts agreed to by
management $180,894,000
Amounts not agreed to by
Management $ 26,728,000
No management decision was
made by end of period: 121 $228,331,000
No management decision
prior to period and still
unresolved at end of period 92 $178,188,000
Reports issued during
reporting period and
unresolved at end of period 29 $ 50,143,000

-3
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DCAA Audits of NASA Contractors

Significant Contract Audits

The audit and negotiation of a$2 billion cos-plus-award fee/

Forward Pricing ; : : ;
Proposal/$26.6 million moentlvefeepr(_)posa for_ I?roductlon_ Buy 4 of reusable solid rock_et
DCAA Assignment motorsresulted in $31 million of savings to the Government. During
No. 3231-1998P21000004 the evauation, fact-finding, and negotiaion activities, Sgnificant

coordination between the NASA representatives and DCAA auditors

took place. NASA technical evauation of labor hours was combined
with the DCAA audit of forward pricing rates, materias, vendor quotes, and other direct coststo develop
the Government negotiation objective. An important agpect of this evauation wasthe NASA invitation to
and atendance by DCAA auditors & negotiation mestings.

An audit of the Cdifornialngtitute of Technology (Cdtech) find

Incurred Cost/$6.2 million

($860,000 NASA) indirect cod rate proposd resulted in savings to the Government of
DCAA Assignment $6.2 million, of which $860,000 will be saved on NASA contracts
No. 4901-1997P10150001 and grants. Mgor audit exceptions incdluded (1) oversated

depreciation expenses on obsarvatory optica equipment and
movable equipment; (2) non-capita rehabilitation expenses that should have been capitdized and
depreciated; (3) improper dlocation of operations and maintenance expenses to research; (4) undlowable
cogts for investment sarvices, tuition remission for non-Caltech students, contributions, and civic
organization membership dues; (5) misclassified sudent service adminigration expenses that were alocated
to research; (6) reclassfication and adjusments to Catech’s space survey; and (7) unreasonable early
retirement option payouts The auditors worked closdly with the adminidirative contracting officer and
provided support during aweek of negatiations. Asaresult, the contractor agreed to most of the issuesand
the Government sustained over 86 percent of the audit exceptions.

Aspart of acomprehensive audit of Lockheed Martin Space
Operations Audit/$4.7 million  Sygems Company/Missiles & Space Operations (LM SSC/M& SO)

gg;iofgs?ﬁnsnﬁn : (formerly Lockheed Martin Missile and Space), DCAA reviewed the
No. 4011-1998A 10501002 economy, efficiency, and effectiveness of the contractor’ sfacilities

management operations. DCAA recommended that LMSSC/M& SO

increase space utilization by pursuing opportunitiesto vacate or
sublease leasad buildings and to sl or dose underused owned buildings. Our audit was conducted during
the period March through August 1998,

DCAA conducted a follow-up audit during the period September 1999 through January 2000 in which
DCAA determined that LM SSC/M & SO took actions based on the audit that will result in annud savings of
$4.7 million. LMSSC-M& SO vacated 16 buildings through lease terminetion,
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Appendix 11
DCAA Audits of NASA Contractors

building and land sde or dosure. NASA’ s portion of the cogst avoidance was $675,000, representing 14.4
percent of the $4.7 million cost avoidance sustained.

_ . . An operations audit recommended that the contractor teke actionto
(C;S%Er;"gggf\lﬁgi')wz-? million  requce its office vacancy rate of 13 percent to an acoepteble level.
DCAA Assignment The_oontr_a_otor_ head not_taken_ actionto reduce the excess space that it
No. 4461-1999A10601001 hed identified in an office utilization report. DCAA and DCMA

jointly conducted perambulations in selected office areas to confirm

the existence of the excess pace. After issuance of our audit report,
the contractor took action to consolidate its Southern Cdifornia facilities and reduced its vacancy reteto 2
percent. By reducing the underutilized space, the contractor effectivaly saved $2.7 million, of which

$652,000 was saved on NASA contracts.

An audit of the contractor’ sfisca year 1997 incurred cost submisson

Incurred Cost/$227,000 resulted in savingsto NASA totaling $227,000. The audit questioned
DCAA Assignment numerous expenses damed by the contractor such as undloweble
No. 6311-1999C10250735 organization costs (FAR 31.205-27(2)(1), unallowable entertainment

cods (FAR 31.205-14), undlocable year-end accruds (FAR 31.201-

4) and consultant costs not supported by an identifiable work product
(FAR 31.205-33(f)). Inaddition, the contractor excluded certain e ements from the dlocation base for
generd and adminidrative (G&A) codsthereby overdating the G& A rate charged to NASA contracts. The
elements excluded by the contractor were unalowable overhead expenses and costs associated with an
unincorporated joint venture. The exclusion of these dements caused NASA contractsto bear a
disoroportionate share of G& A cogts. The contractor concurred with the audit determination.
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Appendix IV
Top Ten Management Challenges

|Safety and Mission Assurance

NASA began an Agency Safdly Initiaive (Initiative) with agoa of making the Agency the nation’s leeder
in the safety and occupationd hedth of its workforce and the safety of the products and servicesiit provides.
The Initiative' sfour Core Process Reguirements are to promote and ensure sfety for (1) the public,

(2) adronauts and pilots, (3) employees on the ground, and (4) highrva ue equipment and property. Space
exploration involvesrisk, including the risk of failure. Without risk, there can belittle discovery, and
discovery isNASA' s principle misson. To maximizethe likelihood of success, NASA mugt becomean
informed risk taker by identifying, understanding, and managing risk as part of dl activities.

The Aeraspace Sefety Advisory Pand (Pand) 1998 Annud Report highlighted concerns with the potentid
effects on safety of workforce reductions and the continued trangition of Space Shuittle functionsto the
Space Hight Operations Contract. The Pand concdluded that athough sefety iswell served for the presart,
the pictureis not as dear for the future.

Audits and reviews performed by the NASA OIG and other organizations support our reporting of Safety
and Misson Assurance asasgnificant area of management concern. An audit of NASA’s Safety Program
Management hasidentified issuesthat could affect Goddard' s overd| safety, and dso its preparation for
obtaining certification under the Department of Labor's Occupationd Safety and Hedth Adminidtration
Voluntary Protection Program. We plan to evaluate the issuesidentified during this audit, particularly
contractor safety, in grester detail from aNASA-wide sandpoint in future audits.

PDD-63 cdlsfor andiond effort to assure the security of the nation's criticd infrastructures such as
telecommunications, trangportation, and essentid Government services. Increased automeation and inter-
linking of these infrastructures has crested new vulnerabilities due to equipment failures, human error,
westher, and physica and cyber attacks Through PDD-63, the Presdent intends that the United States teke
al necessary measures to swiftly eiminate any sgnificant vulnerability to both physicad and cyber attacks
on the nation's critica infrastructures especidly, its cyber sysems.

Asoneof 20 agencies subject to PDD-63, NASA has prepared adraft Criticd Infrastructure Protection Plan
that establishes security requirementsfor al NASA criticd infrastructures, including physica and
information assats. Although we will initiste areview of the Agency's PDD-63 programin FY 2000, prior
reviews have shown wesknesses in information asset protection. In the event its misson critical sysems
were subjected to disagter Stuations, we found that NASA was not prepared to invoke contingency
procedures in amanner that would satisfy Agency processng requirements. Various organizetions,
including NASA, OMB, and NIST, require that mission critica systems have disagter recovery plansand
cgpabilitiesin place

Basad upon testsin which some of NASA’smisson-critical sysems were successfully penetrated, the
GAO recommended that NASA implement an effective Agencywide security program to indlude
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Top Ten Management Challenges

improvementsin five categories. Those categoriesindude: assessing risks and evauating needs,
implementing policies and controls, monitoring compliance with policy and effectiveness of controls,
providing computer security training, and coordinating responses to security incidents.

NASA dso neadsto assure thet flight tests of launch vehides, particularly experimentd vehicles, are
conducted in the safest manner, and that al precautions are taken. Our assessment of NASA's Hight
Termination Sysems (FTS) concluded that the mgority of NASA's FTS do not provide adequate
safeguards to prevent unauthorized command and inadvertent activation of NASA launch vehiclesand do
not comply with nationa policy. NASA should mitigate risk through the use of asecure FTS or choose
dternatives basad on thorough risk assessments.

OIG reviews have dso identified software devel opment and the delegation of qudlity control functionsas
conditionsthat ether have or could contribute to problems with the success of mgor NASA programs. We
found that software devel opment problems contributed to alaunch delay on the Chandra X-ray
Obsarvaory, thethird of NASA’sfour “ Great Obsarvatories’ intended to observe the universein the four
eectromagnetic spectrum regions. The launch dday was causad by problems in software development and
inadequate time scheduled for integration and test activities for the observatory’ sflight and ground software.

Numerous software devel opment issues remain problematicd for the ISS. For example, the OIG is
assessing issues concerning the usability and effectiveness of the portable computer systlem, which isthe
primary command and control interface for the ISS crew members.

In congderation of our concerns, we believe Safety and Misson Assurance should be reported asa
sgnificant area of management concern.

International Space Station|

Our reviews have found sgnificant concarns rdaed to the I SS codt, contingency planning, and the CRV.
The ISS contracts continue to experience Sgnificant cost growth and the cost to operate the | SS after
assembly is uncertain. In March 1999, Boeing, the prime contractor, announced the third mgor increesein
reported overruns within 2 years, for atotd increase of $708 million.

In April 1999, the GAO tedtified thet the non-prime portion of the program'’ s development budget increased
from $8.5 hillion in 1994 to $12.4 hillion by April 1999. GAO dso reported in August 1999 that NASA's
$13 hillion cost estimate to operate the | SS from 2005 to 2014 is uncertain because the estimate does not
congder full cost accounting, end of misson cods, or the potential cost of Russd s being unable to fulfill its
obligations.

Our recent report on Space Sation Contingency Planning for International Partners disclosed that the plan
did not contain cost and schedule impacts and did not clearly identify mitigation measures and primary
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Top Ten Management Challenges

consequences of the contingencies. Further, the Program Office did not have aprocessthat ensured the
contingency plan was kept current, did not include some actions being taken to prevent further Russan
delays, and did not addressthe Y ear 2000 date conversion problem. Until the Program contingency planis
complete, NASA cannot fully reduce ISSrisks

Ancther sgnificant concern related to the 1SSis that dthough three independent review groups have
expressed concerns about human rating the CRV without operationd testing, NASA has nether planned
nor provided for thistesting. While NASA plansto conduct an X-38 space flight test and other risk
mitigation activities, our review indicates the criticdity of the CRV to the sefety of ISS crew members
requiresimmediate contingency planning for CRV operationd testing.

Basad upon the subgtantial cost overruns and risk management concerns, we bdieve ISS should bea
ggnificant areaof management concern.

Information Technologyj

Lagt year we recommended thet NASA report the I T areaasamaterid weskness We continueto believe
that I'T should be reported as ameateria weskness due to concarns with security, and outsourcing.

Information Technology Security: Our activities continue to find afragmented IT security program
without clear lines of authority, inadeguate policies and guiddines, and ineffective enforcement of exigting
policiesand guiddines. We bdieve NASA’ s palicy of having separate organizationsto handle classified
and undassfied IT security causes confusion, inhibits the implementation of aworkable I'T security
program, and leads to duplication of effort, when better solutions are available. We are dso concerned that
having separate organizations to handle dassified and undassfied I T security will contribute to an increese
in security violations and compromises of automated information systems used to process classfied
information.

We reman concerned about fragmentation of the NASA'sIT security misson area components. The
divison of responghilitiesfor IT security among multiple Centersleads to serious coordination problems
and lack of effective oversght. While the Ames Research Center has primary respongbility for IT security,
seved functions are performed e sewhere. For example, Kennedy handles one component of
communication security, while Headguarters performs dl other communication security functions

The number and severity of IT incidents has increased dramaticaly. While NASA has taken many pogtive
Sepsto enhance computer security and itsresponseto I T attacks, the Agency needsto take additiona
actionsto fully addressincreasing thregts, including ddineation of NASA Automated Systems Incident
Response Capatility roles and responghilities. As noted in our concern for safety and mission assurance,
many of NASA’slaunch vehides that require an FTS utilize a non-secure system. The non-secure FTS
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Top Ten Management Challenges

does not provide adequate safeguards to prevent unauthorized command and inadvertent activation, and
does not comply with netiondl policy.

Although some improvements have been madein the I T security program, we believe sgnificant
improvement cannot be achieved under the current management mode. We aso bdieve the Agency will
need to carefully consider and baance the potentia benefits of outsourcing againg serious disadvantages as
it makesfuture IT decisons.

|P rocurement

Procurement continues to be asgnificant support processfor dl of NASA' s Enterprisesand itsoverdl
mission. NASA’s procurement obligations accounted for over 87 percent of the Agency’ stotd obligations
in FY 1998, jud asthey havefor thelast 5 years. NASA procures over $12.7 billion in goods and services
annudly. In Jenuary 1999, the GAO identified NASA contract management as amgor management
chdlenge and programrisk. The GAO dated, in part, that NASA lacks adequate systems and processes to
oversee procurement activities and to produce accurate and reliable management information in atimely
manner. NASA's procurement workload, combined with the sgnificant reductionsin procurement
personnd, continues to chalenge the remaining saff’ s ability to adequately administer contractsand
implement new procurement initiatives.

AsNASA places more reliance on contractors to administer programs, we continue to find problemsina
vaiety of areas, such asleasing, honcompetitive procurements, subcontract management, and use of
contrectors for on-gte support. NASA aso facesrisks as the Agency moves toward the greater use of
eectronic commerce. During FY 1998, NASA made over 113,600 credit card purchases, totaing $66
million. In addition, as it outsources various functions, particularly IT functions, NASA faces many
chdlenges While strategic processes and core oversight activities must remain in-house, other functions can
beoutsourced. Activities that may be outsourced include expert I T advice, Specific applications, education,
mai ntenance, aspects of software/physica security, and disaster recovery. Advantages of outsourcing
include potentidly lower cogts and fagter access to new technology. Outsourcing bringswith it condderable
risks unlessthe Agency carefully provides for establishing internd controls.

Given NASA's 9gnificant contract activity and its decreased dbility to perform oversght, we consider
procurement to be a sgnificant area of management concern.
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Fiscal Management

NASA has not successfully implemented IFMP due to contractor non-performance. The IFMP was
intended to be aNASA-wide, fully integrated, transaction-driven financid management system intended to
provide full-cost accounting and other budget information. Falure to implement the new system will result
in continued reliance on outdated sysemsthet do not efficiently and effectively providethefinancia and
management information that the Agency needs. Also, NASA will not be dble to effectivey implement full
cos management as planned, and will ingtead incur subgtantial costs to maintain legecy sysemsthat the
new system would replace.

The Agency faces other obstacles in implementing full cost management, budgeting, and accounting. The
objective of full cogting isto establish the true misson costs of programs and activities, thereby engbling
NASA managers and other usars of financid statement information to make more rdliable business
decisonsin performing critica work with fewer resources. On the bagisthat it is premature to redidtribute
such cods @ this stage in the evolution of itsfull cogt practices, NASA disagrees with our recommendations
that it needs to develop amethodol ogy for ditributing Shuttle Program cogtsto benefiting programs.
However, NASA prepared arecent draft * Interim Approach to Implementation of Full Cost Management,
Budgeting and Accounting” gating, "FY 2000 activitieswill focus on ensuring thet al Agency direct cods,
including NASA direct labor cods, a the project leve arerigoroudy and condstently captured and assigned
to NASA projects” We agree, and our recommendati ons regarding accounting for Shuttle program costs
are congsent with the draft interim gpproach document. OMB has smilarly requested a costing
methodology.

Other concarns with NASA' s fiscal management indlude the need to (1) improve documentation of
obligationsinduding the timeliness of recording S0 thet financid records are complete and current for
purposes of preventing overobligation and ensuring fund availability for expenditures, (2) ensure that
gopropriated funds have been used for their intended purposes through matching disbursementsto proper
obligations, (3) perform proper cost andyses, (4) continue stepstaken to strengthen internd controlsto
ensure compliance with Financid Management Manud requirements for timely debt collection and to
measure this compliance through the establishment of performance metrics related to the debt collection
process, and (5) improve oversight and management of NASA Exchange procedures.

Basad upon our findings in those areas previoudy mentioned, we bdieve fiscd management should be
reported as asgnificant areaof concern.
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IProgram and Project Management

NASA issued NPG 7120.5A, NASA Programand Project Management Processes and Requirements to
improve program and project management, but the mgjority of current NASA contracts are being
adminigered under the previous NASA Management Ingruction (NMI) guidance. Over the past severd
months the Agency has been trangtioning to full implementation of the NPG.

Since NASA has an increasad reliance on contractor support in monitoring contracts, we believe

NPG 7120.5A should be revised to emphasize contractor performance monitoring and technology transfer
and include specific requirements reaed to technica monitoring, communications, and contractor
performance. Based on our FY 1998 review of new technology reporting, NPG 7120.5A should be revised
to incorporate the regquirements and responghilities of program and project managers regarding new
technology reporting.

NASA dso needsto issue or revise other policiesto support effective program management. For example,
to effectivdly use EVM as amanagement toal, it should be an integrated part of program and project
management. The NPG for Implementation of NEPA and Executive Order 12114, when issued will
establish sandard procedures for implementing NEPA and the Agency's overdl environmental planning
process. These processes and procedures are important for program and project management, but the NPG
isyet to beissued. Also, the Agency plansto revisethe NASA FAR Supplement (NFS) to indude various
risk management condderations and encompass safety, security (including I T security), hedth, export
control, and environmenta protection, within the acquisition process. These areimportant program and
project management condderations, but the change will require severa monthsto incorporate into the NFS
and, thereafter, implement.

Contracts ftill being managed under the auspices of the NMI Program have project management issues that
range from inadequiate Contracted Advisory and Assstance Servicesto alack of NASA oversght onits
magor programs and projects. Those issues were not atributable to contracts awvarded under the new NPG.
With regard to deficienciesidentified under NMI managed programs, our office took a proactive goproach
in recommending corrective action. We reviewed the new NPG to ensure thet it would reduce the
occurrence or eiminate the problemsthat occurred under the old NMI.

Basad upon our findings related to thisareaand until new policies are in effect, we beieve that program and
project management be reported as a sgnificant areaof management concern.
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Launch Vehicles

NASA ussstwo types of launch vehides the ELV and the RLV. The ELV’ sdo not carry people, and eech
vehide can be used only once. There are varioustypes of ELV’sused by NASA, depending upon the
mission requirements. The Commercid Space Act generdly requires the Federd Government to acquire
gpace trangportation services from U.S. commercid providers. NASA depends upon commercid sector
suppliersfor the ELV.

We are reviewing NASA’s management of the availability of smal ELV’ sto ensure schedule milestones
and codt effectiveness, particularly launches for NASA's Offices of Earth Science and Space Science
“andler, fadter, better, chegpar” satdlites. Some of these amdl ELV’ s have experienced technica problems,
resulting in launch delays and codt increases when dternative launch capabilities had to be acquired. Since
NASA acquires launch services commercidly, the Agency does not maintain the sameleve of control as
compared to in-house operations. Estimating costs and committing to scheduled launches are mgor
chdlengesin this environment.

Incontrast to ELV’s, the RLV, currently the Shuittle, provides access to space usng the same vehide
multipletimes. NASA has severd programs and projects ongoing for the design and development of RLV
technology demondrators (for example, X-33, X-34, and X-37) that seek to improve performance and
lower the cost of space access. Current access costs Sgnificantly impact NASA' s budget and the
commercid growth of the aerospace sector.

Initidly NASA’s god was to work with industry to develop the necessary technology o thet the
commercid sector could then build the new RLV. NASA is usng a cooperative agreement for the X-33
program, afirs for amgor technology program. Thework being performed under the current cooperdtive
agreement isto build ademondrator vehicle. Once the technologies are demondtrated, afull-scde RLV will
be developed. NASA would be acustomer for launch servicesrather than own and operate the vehides.
However, the technica and financid risks are il too high at thistimeto attract substantid industry
invesment in the deveopment of the new RLV.

Moreover, arecent NASA in-house sudy conduded NASA does not have sufficient knowledge at thistime
to make adecison on anext-generaion RLV. Since ather programs, such asthe Space Shuttle and ISSwill
be affected by decisonson the RLV, launch vehicles should be asgnificant area.of concern.
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Research and Technology Demonstration/Application

Oneof NASA's primary functionsisto conduct research that reduces risk so thet the industrid community
can successfully commercidize new technology. The commercid technology process involves multiple
dages Intheinitia sages, NASA identifies promising new technologies. Through Agency projects,
researchers conduct demondtrations to vdidate the new technology and establish its readiness for further
goplication and commercid potentid. In the next stages of the commercidization process, NASA works
with industry, sometimes through partnerships, to further develop the technology and reduce risk. After risk
issufficiently reduced, industry isresponsible for the remaining steps of the commercidization process.

Each NASA Enterpriseisrespongble for technology demongtration and the Commercid Technology
Divison, Office of Aeraospace Technology, has Agencywide responsibility for commercidization.
Technology demondration projects must compete with other projectsfor scarce resources. Funding limits
will restrict NASA's ahility to perform technology development and commercidization activities. FY 2000
funding for commercid technology activities has been cut severdly.

Because of these concerns, we recommend that research and technology demondration/ gpplication should
be aggnificant area.of concern.

international Agreements

Sinceitsinception, NASA has entered into gpproximately 3,500 internationa agreements. These
agreements span every NASA Enterprise and involve numerous programs and projects with the most
notable being the ISS Program. NASA’ sinternationa agreements o often provide for foreign nationals
and representatives to have access to NASA fadilities and information. NASA' s Office of Externd
Rdationsis responsble for determining the gppropriateness and leve of access. Inherent in adecison to
grant foreign personne accessisthe risk of sabotage or disclosure of information of military or economic
importance.

NASA has not identified dl export-controlled technologies rdated to its mgjor programs and did not
maintain acataog of dassficationsfor transfers of export-controlled technologies. Agency oversight of and
training for personnd in the Export Control Program needed improvement. NASA needs acomprehensive
export control identification, dassfication, and cataoging processto contral al the Agency’ s export-
controlled technologies to predude the progpect of unknowingly exporting export-controlled technology,
which could result in damage to NASA and the nationd security.

NASA NPG 1371.2, Proceduresand Guidelinesfor Processing Requestsfor Accessto NASA by Foreign
Nationals or Representatives, provides standard procedures for timely and accurate processing of various
types of foreign vists and other access requests. While hdping NASA fulfill its responsibilitiesfor
fadilitating vigts that support U.S. nationd and internationd program interests it also provides guidancein
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screening vidt requests to determine whether they conform to Agency and nationd policies. However,
NASA personne designated as sponsors of foreign nationd vigitors should ensure thet dl gpplicable
procedures are followed, epecidly those procedures reated to access gpprova and to escorts and badging.

Our assessments of fdoniousintrusons of NASA's computer sysemsindicate that NASA isat risk for [oss
of sengtive technologies. NASA needs to improve systems adminigtration, program configurations, and
firewdls, aswdl as ensurethe presence of adedicated, skilled security saff. NASA’ s process of excessing
computers o lendsitsdf to the loss of sendtive technology. We have found and derted management to
the presence of controlled, proprietary information on computers deemed by the Agency to be reedy for
excess.

The Agency has taken steps to address these concerns. For ingance, the NASA Adminigtrator has requested
the FBI to conduct surveys a each of NASA’sprinciplefidld Centersto hdp assure that the Agency’s
counterintelligence and technology trandfer postures are sufficient. Based upon those surveys, the FBI plans
to make recommendations on how the Agency can strengthen its counterintelligence programs, ensure
congstent high dandards at dl Centers, and link the programs with the intelligence and law enforcement
communities.

The GAO conducted areview a the request of the House Science Committee to provide information on the
U.S. Government’ sinternationd science and technology agreements that support and encourage
internationa cooperation in research and development. The GAO was asked to specificaly identify a seven
Federd agencies (1) the number of internationa science and technology agreements active during FY 1997,
and (2) the number of these agreements that resulted in research projects or other activities NASA was
unable to easily provide the GAO with atota universe of its active agreements, but did identify those thet
were goproved during FY’ s 1995 through 1997. Of those identified for NASA, 98 percent subsequently
resulted in research projects or other research-rdaed activities

Based upon the large number of internationd agreements and substantid risks, we bdieve internationd
agreements should be reported as asgnificant area.of management concern.

Environmental Management

NASA management has been dow in negotiaing cost sharing and codt recovery agreements for the JPL
and Santa SusanaFdd. In reportsissued in FY’s 1997 and 1998, we recommended that NASA pursue
these negotiations. While negatiations have begun for JPL, they have progressed dowly. Negotiations have
not begun for the Santa Susana. According to management, NASA has only limited legdl groundsto require
other Government agencies to negotiate cost sharing agreements for Resource Conservation and Recovery
Act (RCRA) stes Management aso sated thet arecent DCAA opinion that the contractor’ s “ practice of
dlocating environmenta cleanup cods as part of the genera and adminidration expense pool isin
compliance with gpplicable Cost Accounting Standards” We disagree with management’ s assessmernt.

V-9
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The Comprehensve Environmental Response, Compensation, and Liability Act and RCRA laws and
regulations provide bases for negotiating fair cost sharing agreements between Government agencies and
have been used in such negatiations. DCAA’ s decison does nat impact two Government agencies
negotiating afar cost sharing agreement. NASA should pursue owners and operators and negotiating cost
sharing and/or codt recovery agreements. NASA is paying millions of dollarsto dean up itsfacilities thet
were often contaminated by other Government agencies and/or contractors.

Anacther environmenta concern relatesto NASA’ s decommissioning of the Plum Brook Reactor Facility in
Sandusky, Ohio. In 1997 we recommended that NASA begin the process of decommissoning thefadility,
thereby saving millions of dollarsin future maintenance and disposa costs NASA agreed and has made
progress on the decommissioning. The Agency submitted adecommissioning plan to the Nuclear
Regulatory Commission on December 20, 1999, to terminate the license for the Reector Fedility at theend
of 1999, and to complete the decommissioning activities by the end of 2007. The decommissioningisa
sengtiveissue, and the estimated costs (over $100 million) are Significant.

Lagt year, NASA reported equitable environmental cost sharing as asignificant areaof concern. We
recommend that environmental cost sharing and the Reactor Facility decommissioning issues be combined
asaggnificant area of concern and reported under Environmenta Managemen.
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14 CFR 1206

14 CFR Part 1204

45 CFR Parts 160 through 166

HQPG 3713.3

NASA FAR Supplement

1804.470-2
1804.470-3
1852.204-76

NHB 1101.3

NHB 1101.3
Change 63

NHB 1101.3
Change 60

NHB 1101.3
Change 61

NHB 1101.3
Change 62

NPD 1090 (Rev.)
NPD 1200.1A (New)

NPD 1383.1A

NPD 1387.1E
NPD 1387.2F

NPD 1600.2B
NPD 2190
NPD 4300
NPD 5000.2A

NPD 5101.32A

Availability of Agency Records to Members of
Public (FOIA Regulations) Amend 1206.610 to
delete para. (e)(4)

Conduct or Trespass, and Inspection of Persons
and Personal Subpart — 10 rev. Effects

Standards of Privacy for Individually Identifiable
Health Information

NASA HQ Workplace ADR Program
Proposed Changes on Information Technology

Code C Reorganization
Code E Organizational Change

Code | Organizational Change
GRC Organizational Change
Code H Organizational Change

NASA Communicate Knowledge Process Policy
for Programs and Projects

Internal Management Controls and Audit Liaison
and Followup

Release and Management of Audiovisual
Products and Services

NASA Exhibits Program

Use, Control, and Disposition of Lunar Materials
for Public and Educational Purposes

NASA Security Policy
Export Control Program Policy (Draft)
Use of Space Shuttle Materials as Mementos

Uniform Methodology for Determination of Small
Disadvantaged Subcontracting Goals

Procurement
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NPD 7120.4B

NPD 7620.1F
NPD 8010.2C

NPD 8800.16
NPD 8870

NPD 8900.3E

NPD 9050 (Draft 1)
NPD 9501.1G

NPG 1000 (Draft 2)
NPG 1400.1B

NPG 1450.10C
NPG 1810

NPG 3792.1A
NPG 5101.33
NPG 7120.5B

NPG 8621
Draft 1 as of February 25, 2000

NPG 8715
NPG 8735 (Draft 2)

NPG 8831.2C
NPG 8840

NPG 9050 (Draft 2)

Program/Project Management
(Originator response to comments)

Official Names for Major NASA Projects

Use of the Metric System of Measurement in
NASA Program

NASA Environmental Management

NASA Policy for Disposition for the Flight and
Disposal in Space of Human or Animal Remains

Astronaut Medical and Dental Observation Study
and Care Program

Administrator's Fund

NASA Contractor Financial Management
Reporting System

NASA Organization

NASA Directives System Procedures and
Guidelines

Correspondence Procedures and Guidelines
(Final version)

Health Services for International Travel or
Assignment

Plan for a Drug-Free Workplace
Procurement Guidance
Management Processes and Requirements

Mishap Reporting, Investigating and Record
Keeping

Emergency Preparedness Plan

Management of Government Safety and Mission
Assurance Surveillance Functions for NASA
Contracts

Facilities Maintenance Management

Implementing the National Environmental Policy
Actand EO 12114

Administrator's Fund
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Government Performance and Results Act Review Plan

l. Introduction

The Government Performance and Results Act (Results Act), P.L. 103-62, was enacted in January 1993 to
improve the Federd Government’ s responsveness to the needs of the American public and to reduce waste
and inefficiency in Federa programs.” The Resuilts Act requires esch executive agency to develop and
preparet

1 Multi-year drategic plans
2. Annud performance plans.
3. Annud performance reports.

The Congress ataches greet importance to effective implementation of the Results Act and, therefore, has
requested Federd agency Ingpectors Generd to develop and implement, in consultation with gppropriate
congressional committees and their agency heads, a Results Act review plan.®

The NASA OIG iscommitted to assging Agency management in promoting the economy, efficiency, and
effectiveness of its programs and operations. In kesping with our commitment, this Results Act review plan
establishes the Srategies and methods the OIG will useto review the Agency’ simplementation of the
Results Act.

Il. Results Act Review Plan Requirements
The OIG Reaults Act Review Plan will examine:
1 NASA’sdfortsto develop and use performance measures for determining progress toward
achieving the performance gods and program outcomes described in its annud performance plans
and performance reports under the Results Act.’

2. NASA’sveification and validation of sdected data sources and information collection and
accounting systemsthat support NASA’ s srategic and performance plans and performance reports.

7NASA initiated key Agencywide initiatives and a Presidential Decision Directive that will foster efficient and
effective operations. They are detailed in Appendix 1 of this plan.

8 Congressional request made by the Honorable Richard Armey, Daniel Burton, Stephen Horn, and Peter
Sessions.

9 NASA's processes to assess program performance are listed in Appendix 2 of this plan.
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Our reviews will emphasize examination of those performance measures associated with NASA's
programs and activities thet:

1 Ared highrisk of wasgte, fraud, or mismanagemen.

2. Asdetermined by the Ingpector Generd, require areview to assess the adequecy of Agency
controls for ensuring that the underlying performance data are accurate and rdliable.

We submitted our Results Act Review Plan in the semiannud report for the period ending March 31, 1999,
We will update the plan and report accomplishments annudly as of March 31.

1. Results Act Review Plan Strategy, Goals, Methodology, and
Accomplishments

Strategy

The OIG will examinethe Agency’ simplementation of its established performance measures through
individua audits and reviews and incorporating, as gopropriate, information from the independent public
accountant’ s audit of NASA’sfinancid gatements.

Goals
Our godsaeto:

1. Encourage the effective use of performance measures by Agency managers asameansto achieve
Agency gods and strengthen accountability to the taxpayer.

2. Emphasize needed corrective actionsto improve program, project, and process performance and
monitor implementation of those actions.

3. Enhance NASA’s ahility to perform in an increasingly complex environment thet is subject to
ggnificant busness and security chdlenges.

Methodology and Accomplishments

Thefollowing table details the activities, methodology, and accomplishmentsin conducting our Results Act
Review.
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Activities, Methodology, and Accomplishments

Accomplishments March 31, 1999,

Activity Methodology through March 31, 2000
Include NASA's Assure that the OIG annual planning The OIG considers the Agency's strategic plan
Results Act process is linked to the Agency'’s strategic | and annual performance plan in planning new

requirements in the
OIG's annual work
planning process

plan and current annual performance plan
giving emphasis to the ten most serious
Agency management challenges identified
annually by the OIG.

assignments and in setting objectives for each
review. For FY 2000, the OIG has organized the
annual plan by the Agency's Top Ten
Management Challenges, which will ensure
coverage of each area. For the FY 2001
planning process we are realigning the top ten
areas to correspond to changing challenges
facing NASA.

Incorporate the review
of the Agency’s

performance measures
into work assignments

NASA's performance measures will be
evaluated internally by management and
externally by organizations such as the
NASA Advisory Council and the National
Academy of Sciences. Where appropriate,
the OIG will include in the scope of work
for audits and reviews requirements to
assess those performance measures and
goals relating to the particular Agency pro-
gram, project, or crosscutting process
emphasizing those performance measures
associated with activities identified as high
risk (e.g., safety, technology development,
and security).

We consider the need for coverage of
performance measures in each audit and have
reviewed performance measures in selected
assignments. For example, we reviewed the
strategic plans and metrics for the X-34
Program. Our FY 2000 report on this program
showed that NASA had not adequately
performed strategic planning for the Space
Transportation mission and needed to develop
technology metrics. We will continue to evaluate
performance measures in other assignments
and brief the results of our evaluations at the
conclusion of each survey and audit.

Conduct review of data
sources and
information collection
for performance
reporting

For selected audits and reviews, we will
assess controls over databases and
associated performance measurement
data relating to Agency programs.

In FY 1999 we reviewed NASA's verification
and validation of selected data sources,
information collection and accounting systems
that support the Agency's strategic and
performance plans and performance reports.
We recommended that NASA verify and
validate data and supporting information before
they are used by Agency managers to assess
progress, and before the data are included in
the annual Performance Report. Management
concurred and has initiated corrective actions.
In FY 2000, we validated NASA's FY 1999
performance data to be reported under the
Results Act and found that the reported
performance on 22 percent of the performance
targets examined was not fully reliable because
the data reviewed did not accurately support the
results being described. We recommended that
NASA (1) ensure that all targets are clear,
specific, and measurable; and (2) establish a
(Continued)
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Activities, Methodology, and Accomplishments (continuation)

Activity

Methodology

Accomplishments March 31, 1999,
through March 31, 2000

policy to validate and certify supporting data
and final results before inclusion in the Agency’s
annual performance report.

Use the OIG Issue
Area Coordination
Process to coordinate
OIG research on
Agency management
priorities and develop
and prioritize OIG work
coverage applicable to
specific work areas

OIG Issue Area Coordinators will review
the Agency’s planning and performance
measures within their assigned areas,
which include procurement, financial
management, program/project
management, safety, security programs,
information technology, infrastructure,
science and engineering, and international
and interagency agreements.

We conducted special outreach initiatives with
NASA management in the areas of security,
procurement, and information technology. In the
financial management area, we worked jointly
with NASA management on the Security and
Internal Controls Working Group to ensure
proper controls will be established in the
Agency's Integrated Financial Management
Information System.

Coordinate OIG review
of performance
measures with
independent public
accountant's review of
performance measures
associated with the
Agency financial
statement audit

We will cover selected performance
measures not reviewed by the
independent public accountant in its
financial statement audit of the Agency.
The scope of work for the Agency’s
financial statement audit includes the
independent public accountant’s
verification and validation of performance
measures included in the NASA
Accountability Report. We will coordinate
our review with the independent public
accountant, Arthur Andersen, to avoid
duplication of effort.

We reviewed NASA's efforts to develop and use
performance measures for determining progress
toward achieving the performance goals and
program outcomes in the Agency's performance
plans and reports. We recommended NASA
performs interim progress tracking and takes
corrective action in areas not achieving
satisfactory progress. Management concurred
with the recommendations. Arthur Andersen
verified the performance measures included in
the Agency’s Accountability Report to the
source documents provided by NASA, and did
not report any discrepancies based upon this
review.

Review NASA
technology planning
and performance
measures

We will conduct an in-depth review of
NASA'’s technology development and
adoption processes (with a focus on
effective use of performance measures) to
determine whether the Results Act is

being applied effectively at program levels.

OIG Aerospace Technologists assisted in the
development of the OIG's Technology Oversight
Project, examined the Triana mission's science
efforts, and provided technical insight and
advice to auditors, inspectors, and criminal
investigators. We also reviewed NASA's control
of Export-Controlled Technologies and made
recommendations for improving the identifica-
tion, classification, and cataloging of these
technologies. Management concurred with our
recommendations. Additionally, we completed a
review of Contractor Control of Sensitive Tech-
nologies and found that NASA lacks assurance
that contractor export activities are performed in
accordance with applicable laws and regula-
tions. We made recommendations to improve
NASA control and oversight of contractor
technology export activities.

(Continued)
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Activities, Methodology, and Accomplishments (continuation)

Accomplishments March 31, 1999,

Activity Methodology through March 31, 2000

Monitor the Integrated | We will continue our coverage of these Our report on Full-Cost Implementation

Financial Management | processes through various reviews and recommended that NASA develop and use a

Project and Full Cost through participating with Agency methodology for distributing the costs of the

Accounting management in the process-related Space Shuttle Program, as well as service-
working groups. oriented programs, to programs that benefit

from the services. Management disagreed with
the recommendations. In December we referred
this issue to the Audit Resolution Official for a
decision. We also reported on NASA's
implementation of the Integrated Financial
Management Project (IFMP). We
recommended that NASA take steps to protect
its interests, including issuance of a cure notice
to the contractor, and receive adequate
consideration due to the contractor's
nonperformance. Management agreed and has
initiated corrective actions. At NASA's direction,
the IFMP contractor, KPMG, stopped work on
March 10, 2000. NASA plans to implement and
integrate the remaining IFMP modules on its
own. We will continue to monitor NASA’s work
on this project.

Include 1ISO 9001 We will ensure that our reviews involving NASA Headquarters and all NASA Centers
Certification Initiative in | the Agency’s quality assurance initiatives have been successfully certified as ISO 9001
appropriate reviews encompass the status of ISO 9001 compliant. The OIG appointed an ISO 9001
certification. coordinator to monitor NASA's continuing efforts
to maintain their quality programs.
Monitor activities The OIG will participate as an active The OIG provided a representative to NASA's
related to Presidential member of the Critical Infrastructure CIPT and participated in the development of the
Decision Directive Protection Team (CIPT) to help the Agency's plan. The OIG reviewed and
(PDD-63), which Agency to develop an effective Critical commented on the plan and related Agency
mandates the Infrastructure Protection Plan. We will also | policies and guidelines. In addition, the NASA
strengthening of the conduct subsequent reviews to determine | OIG briefed members of the Federal Audit
nation’s defenses whether NASA has implemented the Executive Council on a proposed "model role"
against emerging, critical steps it identifies as key to for the IG community. Based upon that briefing,
unconventional threats | protecting its infrastructures. we received support from the PCIE for
to the United States establishing an initiative on critical infrastructure

assurance. The NASA OIG is leading and will
consolidate the results of the PCIE Critical
Infrastructure Assurance initiative. Over 20
Federal agencies are participating in this 4-
phase project. Completion of Phase | of the
initiative is scheduled for September 2000.
(Continued)
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Activities, Methodology, and Accomplishments (continuation)

Activity

M ethodology

AccomplishmentsMarch 31, 1999,
through March 31, 2000

Monitor the Agency’s
response to the OIG’s
annual top ten
management
challenges

We will incorporate follow-up activities into
the annual planning process. We will
organize the yearly OIG Federal
Managers’ Financial Integrity Act
submission in terms of the top ten
challenges. We will request formal
responses from the Agency on addressing
these issues.

The FY 2000 Annual Plan is organized by the
top ten management challenges.

On September 14, 1999, we submitted our
annual identification of significant internal
control weaknesses in terms of the top ten list.
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Appendix VI
Government Performance and Results Act Review Plan

(Appendix 1)
Agencywide Initiatives and Presidential Decision Directive 63

The Agency hastaken gepsto inditute the following initiatives and PDD-63 to help make decisons,
alocate resources, and execute programs safdly, effectively, and efficiently.

1

Integrated Financial Management Project. The Agency initiated IFMP with an objective to
implement common Agencywide solutions for many business and adminigrative processes. The
IFMP initiaive is desgned to diminate non-integrated sysems and Center-unique procedures.

Full Cogt Accounting. The Agency implemented the full codt initiative in response to the Chief
Financid Officer's Act of 1990, the Nationa Performance Review, the Results Act, and the Federa
Financid Management Improvement Act. Full Cost Accounting tiesdl Agency cogsto mgor
activities and budgets by managing dl activities from afull cost perspective.

| SO 9001 Certification The NASA Adminidrator requested that al Agency inddlations obtain
1 SO 9001 certification by September 1999. 1SO 9000 isa series of dandards and guiddinesthat
define minimum requirements for a quaity sysem to be accepted internationdly. 1SO 9001
comprises the most detalled certification and contains the most comprehensive set of sandard
requirements for quality programs established under SO guiddines.

Presdential Decison Directiveon Critical Infrastructure Protection To ensure misson
success, NASA mug safeguard its ability to perform in an increasingly hogtile dectronic
environment. The Agency has a continuing did ogue with the OI G for assuring the security of its
proprietary information contained in its € ectronic and computer-based sysems. On May 22, 1998,
the Presdent issued PDD-63, which mandated the strengthening of the nation’ s defenses againgt
emerging, unconventiond threats to the United States. As aresult of PDD-63, the Agency
established the Criticd Infrastructure Protection Team. The OIG participates onthe CIPT.
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Appendix VI
Government Performance and Results Act Review Plan

(Appendix 2)
Agency Performance Assessment Process

NASA carriesout its gpace and aeronautics programs and activities through its Strategic Enterprises and
crossoutting processes. 1© Each Strategic Enterprise has identified a unique set of godls, objectives, and
drategies to meet the requirements of its primary customers. The crosscutting processes support the gods of
the Agency and the Enterprises.

The following documents assess Agency parformance & dl leves.

1

NASA Srategic Plan The Strategic Plan articulates the Agency’ s vision, mission, godsand
objectives, aswell as Agencywide grategies for achieving them.

Enterprise Srategic Plan. The Enterprise Strategic Plans are an extengion of the Agency’s
Strategic Plan and provide amore detailed description of each Enterprise sgodss, objectives, and
implementing Strategies.

NASA Performance Plan. The Parformance Plan outlines sdected measurementsto evduate
progress the Agency intends to make toward the achievement of its Srategic gods.

Functional Performance Plan. The Functiond Performance Plans contain the performance gods
and meesures for Agency functiond offices.

Center Director’s Performance Plan. The Center Director’ s Performance Plan contains
performance goa's and measures for each NASA Center.

NASA Accountability Report. The NASA Accountability Report summarizesthe Agency's
program accomplishments and stewardship over budget and financid resources. This report
incdludes assessments of performance measures and the Agency’ s financid statements.

10 The crosscutting processes transform the Agency’s inputs, such as policies and resources into outcomes. These
processes are (1) Manage Strategically, (2) Provide Aerospace Products and Capabilities, (3) Generate
Knowledge, and (4) Communicate Knowledge.
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Glossary

DISALLOWED COST

EXCEPTIONS SUSTAINED

FINAL ACTIONTY

INVESTIGATIVE RECOVERIES

INVESTIGATIVE REFERRALS

Appendix VII
Glossary and Acronyms

A questioned cost that management, in a management
decision, has sustained or agreed should not be
charged to the Gowernment.

(DCAA Definition) Costs which were questioned by
auditors and which agency management has agreed
are ineligible for payment or reimbursement. Ineligibility
may occur for any number of reasons such as: (1) a
lack of satisfactory documentation to support claims,
(2) contract provisions, (3) public law, and (4) Federal
policies or regulations.

The completion of all actions management has
concluded, in its decision, that are necessary with
respect to the findings and recommendations included
in an audit report; and in the event that management
concludes no action is necessary, final action occurs
when a management decision has been made.

Investigations by the OIG that may result in the
recovery of money or property of the Federal
Government. The amounts shown represent: (1) the
recoveries which management has committed to
achieve as the result of investigations during the
reporting period; (2) recoveries where a contractor,
during the reporting period, agrees to return funds as a
result of investigations; and (3) actual recoveries during
the reporting period not previously reported in this
category. These recoveries are the direct result of
investigative efforts of the OIG and are not included in
the amounts reported as the result of audits or
litigation.

Cases that require additional investigative work, civil or
criminal prosecution, or disciplinary action. These
cases are referred by the OIG to investigative and
prosecutive agencies at the Federal, state, or local
level, or to agencies for management or administrative
action. An individual case may be referred for
disposition in one or more of these categories.

T These definitions are derived from P.L . 100-504, The Inspector General Act Amendments of 1988.
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Glossary and Acronyms

Glossary

MANAGEMENT DECISIONt

NET SAVINGS

PROSECUTIVE ACTIVITIES

QUESTIONED COSTt

VII-2

The evaluation by management of the findings and
recommendations included in an audit report and the
issuance of a final decision by management concerning
its response to such findings and recommendations,
including actions concluded to be necessary.

(DCAA Definition) Costs determined by DCAA for which
expenditures would have been made if the exceptions
were not sustained. For incurred costs, this category
represents the Government’s participation in costs
questioned sustained. For successful fixed-price
contractor proposals, it represents costs questioned
sustained plus applicable profit. For successful cost
reimbursement contractor proposals, net savings
represents only the applicable estimated fee associated
with the costs questioned sustained.

Investigative cases referred for prosecutions that are no
longer under the jurisdiction of the OIG, except for
cases on which further administrative investigation may
be necessary. This category represents cases
investigated by the OIG and cases jointly investigated
by the OIG and other law enforcement agencies.
Prosecuting agencies will make decisions to decline
prosecution, to refer for civil action, or to seek out-of-
court settlements, indictments, or convictions. Cases
declined represent the number of cases referred that
are declined for prosecution (not including cases that
are settled without prosecution). Indictments and
convictions represent the number of individuals or
organizations indicted or convicted (including pleas and
civil judgments).

A cost that is questioned by the OIG because of:

(1) alleged violation of a provision of a law, regulation,
contract, grant, cooperative agreement, or other
agreement or document governing the expenditure of
funds; (2) a finding that, at the time of the audit, such
cost is not supported by adequate documentation; or
(3) a finding that the expenditure of funds for the
intended purpose is unnecessary or unreasonable.
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Appendix VII
Glossary and Acronyms

Glossary

QUESTIONED COSTS FOR Costs questioned by the OIG on which management

WHICH A MANAGEMENT has not made a determination of eligibility for reim-

DECISION HAS NOT BEEN MADE bursement, or on which there remains disagreement
between OIG and management. All agencies have
formally established procedures for determining the
ineligibility of costs questioned. This process takes
time; therefore, this category may include costs that
were questioned in both this and prior reporting
periods.

RECOMMENDATIONS A recommendation by OIG that funds could be more

THAT FUNDS BE PUT TO efficiently used if management took actions to

BETTER USETt implement and complete the recommendation,
including: (1) reductions in outlays; (2) deobligation of
funds from programs or operations; (3) withdrawal of
interest subsidy costs on loans or loan guarantees,
insurance, or bonds; (4) costs not incurred by
implementing recommended improvements related to
the operations of the establishment, a contractor or
grantee; (5) avoidance of unnecessary expenditures
noted in preaward reviews of contract or grant
agreements; or (6) any other savings which are
specifically identified. (Note: Dollar amounts identified
in this category may not always allow for direct
budgetary actions, but generally allow the agency to
use the amounts more effectively in accomplishment of
program objectives.)

UNSUPPORTED COSTt A cost that is questioned by OIG because OIG found
that, at the time of the audit, such cost is not supported
by adequate documentation.
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Glossary and Acronyms

Acronyms

AACB
AFO
AFOSI
ASAP
AUSA
CcCcC
CCD
CDG
CFO
CID
ClO
CIPT
CLCS
COMSEC
COTR
CRV
DCAA
DCIS
DCMA
DoD
ECIE
ELV
EPA
EVM
FAEC
FAIR
FAR
FARA
FASA
FBI
FOIA
FTS
FY
G&A
GAO
GPRA
HIPAA

Aeronautics and Astronautics Coordinating Board
Audit Followup Officer

Air Force Office of Special Investigations
Aerospace Safety Advisory Panel
Assistant United States Attorney
Columbia Communications Corporation
Computer Crimes Division

Career Development Group

Chief Financial Officer

Criminal Investigations Division

Chief Information Officer

Critical Infrastructure Protection Team
Checkout and Launch Control Systems
Communications Security

Contracting Officer’s Technical Representative
Crew Return Vehicle

Defense Contract Audit Administration
Defense Criminal Investigative

Defense Contract Management Agency
Department of Defense

Executive Council for Integrity and Efficiency
Expendable Launch Vehicle
Environmental Protection Agency

Earned Value Management

Federal Audit Executive Council

Federal Activities Inventory Reform
Federal Acquisition Regulations

Federal Acquisition Reform Act

Federal Acquisition Streamlining Act
Federal Bureau of Investigation

Freedom of Information Act

Flight Termination System

Fiscal Year

General and Administrative

General Accounting Office

Government Performance and Results Act

Health Insurance Portability and Accountability Act
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Acronyms

IFMP

IPA

ISS

IT
LMSSC/M&SO

MUA’s
NASA
NCIS
NEPA
NFS
NIST
NMI
NPD
NPG
NTTC
0&C
OcClI
OGC
OMB
PBC
PCIE
PCS
PDD
PGOC
PKI
P.L.
PMI
RCRA
RLV
RSA
SBIR
SPI
SSP
SSPF
STTR
u.s.
u.S.C.

Appendix VII
Glossary and Acronyms

Integrated Financial Management Project
Intergovernmental Personnel Act
International Space Station

Information Technology

Lockheed Martin Space Systems Company/Missiles
and Space Operations

Materials Usage Agreements

National Aeronautics and Space Administration
Naval Criminal Investigative Service
National Environmental Policy Act

NASA FAR Supplement

National Institute of Standards and Technology
NASA Management Instruction

NASA Policy Directive

NASA Policy Guidance

National Technology Transfer Center
Operations and Checkout

Office of Criminal Investigations

Office of General Counsel

Office of Management and Budget
Performance-based Contracting
President’s Council on Integrity and Efficiency
Portable Computer System

Presidential Decision Directive

Payload Ground Operations Contractor
Public Key Infrastructure

Public Law

Presidential Management Intern
Resource Conservation and Recovery Act
Reusable Launch Vehicle

Russian Space Agency

Small Business Innovation Research
Single Process Initiative

Space Shuttle Program

Space Station Processing Facility

Small Business Technology Transfer
United States

United States Code
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